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1. [bookmark: _Toc241763935]Introduction
QuickMart Retail Ltd. is an online retail company that sells groceries and household products across the UK through its website and mobile app. The company uses cloud-based systems and databases to manage customer orders, payments, stock, warehouse operations, and deliveries.
QuickMart stores and processes a large amount of customer information, including names, addresses, payment details, login credentials, and purchase history. Because of this, the company is a target for cybercriminals and must comply with the UK GDPR and the Data Protection Act 2018.
Recently, QuickMart has experienced several cybersecurity issues, including phishing attacks, malware infections, unauthorised login attempts, and accidental data exposure. These incidents show that stronger security measures are needed to protect customer data and business operations.
This report examines the cybersecurity risks faced by QuickMart and proposes practical policies and controls to reduce these risks. The recommendations are based on the CIA Triad (Confidentiality, Integrity, and Availability), the NIST Cybersecurity Framework (CSF) 2.0, ISO/IEC 27001 principles, and UK data protection requirements. The report also discusses security controls, incident response procedures, monitoring activities, and staff training to help improve the company's overall cybersecurity posture.

2. [bookmark: _Toc241763936][bookmark: _Toc241763937]Identification of Cybersecurity Threats
QuickMart's threats can be divided into internal and external threats.
2.1 Internal Threats
Internal threats originate from employees, contractors, or other individuals who have authorised access to QuickMart's systems and data. Human error and inappropriate access to personal data are among the most common causes of data breaches in organisations, and this risk only grows as dependence on computer networks and information technology increases.[1]
a. Accidental data exposure
Employees may unintentionally share customer information through email, cloud storage, or collaboration platforms. A risk QuickMart already knows well, having faced incidents of improper file sharing that led to unauthorised disclosure of personal data and regulatory penalties.[2]

b. Insider misuse
Employees with access to sensitive information may intentionally copy, modify, or disclose customer or business data without authorisation. This risk is illustrated by a Home Office contractor who lost an unencrypted USB stick containing information on 84,000 prisoners, resulting in the loss of a £1.5 million contract. Another example occurred in London in 2005, when thieves, assisted by an insider posing as a cleaning worker, attempted to steal almost £220 million from a bank.[3] 
c. Weak passwords and unauthorised access 
Employees may use weak or reused passwords, making their accounts easier to compromise. Research shows that users often reuse passwords across multiple websites, with each password being used on an average of 1.7 to 3.4 websites. This behaviour increases security risks, making strong password policies and multi-factor authentication (MFA) important measures for protecting user accounts.[4] 
d. Human error and phishing 
Employees may click on phishing links, open malicious attachments, or respond to attackers pretending to be suppliers or colleagues. This makes human behaviour a major factor in cybersecurity incidents. Research shows that social engineering, including phishing and AI-driven deepfake scams, is becoming an increasingly effective method used by attackers.[5] 
To reduce these risks, QuickMart should apply the principle of least privilege, implement MFA, and conduct regular access reviews. Research on SMEs shows that layered security measures, including strong access controls, vulnerability management, and security awareness, can help organisations reduce cyber threats and align with recognised cybersecurity standards.[6] 

[bookmark: _Toc241763938]2.2 External Threats
QuickMart faces a range of internal and external cybersecurity threats that can affect the confidentiality, integrity, and availability (CIA) of its data and systems.

a. Internal threats 
Internal threats come from within the organisation and are usually caused by human error, negligence, or the misuse of access rights. Insider threats are especially dangerous because employees already have authorised access to systems and data. Their knowledge of the organisation allows them to cause significant harm while making their actions more difficult to detect.[7] 
b. External threats 
External threats come from outside the organisation and target QuickMart's systems, employees, and third-party services. These threats are usually launched by cybercriminals attempting to steal data, disrupt operations, or gain unauthorised access to systems. Examples include phishing, ransomware, credential stuffing, web application attacks, DDoS attacks, and third-party breaches. External threats can have a serious impact on the confidentiality, integrity, and availability of business information and services.[8] 
	Threat
	Type
	CIA Impact
	Likelihood
	Impact

	Phishing
	External
	C, I
	High
	High

	Ransomware / Malware
	External
	C, I, A
	Medium
	Very High

	Credential Stuffing
	External
	C
	High
	Medium

	Web Application Attack
	External
	C, I
	Medium
	High

	DDoS
	External
	A
	Medium
	Medium

	Third-Party Breach
	External
	C, A
	Medium
	High

	Accidental Data Exposure
	Internal
	C
	High
	High

	Malicious Insider
	Internal
	C, I
	Low
	High

	Lost Device / Excess Access
	Internal
	C
	Medium
	Medium


Table 1: Threat assessment showing threat type, CIA impact, likelihood, and business impact.

[image: ]Figure 1 : Threat Map
Phishing, accidental data exposure, and credential stuffing are the most likely threats to QuickMart. In contrast, ransomware and malicious insider attacks are less frequent but can have a much greater impact on business operations and data security. Figure 1 shows the identified threats, with external threats at the top and internal threats at the bottom. This threat landscape demonstrates how technical, human, and organisational factors can create significant risks for QuickMart's information systems.[9]

3. [bookmark: _Toc241763939]Cybersecurity and Data Governance Policies
QuickMart should establish a cybersecurity and data governance framework covering people, processes and technology, supported by an integrated approach to protecting information systems. Research demonstrates that addressing network security, device protection and human factors together help identify threats, classify vulnerabilities and prioritise risks efficiently. All policies should be practical, approved by the Board, reviewed annually, acknowledged by employees and enforced through appropriate disciplinary procedures.[10]
Access Control: Access is granted by job role (RBAC) under least privilege, with unique accounts, separate administrator accounts, regular access reviews, immediate removal at employment end, and enhanced protection for privileged accounts.[11]
Passwords: Passwords must be strong, unique, at least 12 characters (preferably passphrases), checked against compromised-password databases, and never shared or reused. MFA is mandatory for all users, remote access and sensitive systems.[12]
Data Protection and Classification: Information is classified as Public, Internal, Confidential or Restricted, with Restricted data (payment and authentication data) receiving the highest protection: encrypted at rest and in transit, retained only as long as necessary, and limited to authorised users. Personal data is processed only for legitimate purposes following the ICO's data protection by design and by default, and card payments go through a PCI DSS-compliant provider, so QuickMart never stores full card details.[13]
Encryption: Sensitive information is encrypted at rest and in transit, supported by access controls, authentication and monitoring to manage cybersecurity risks.[14]
Acceptable Use: Systems and devices are for authorised business use only; software is restricted to approved applications; company data must not be moved to personal devices, cloud services or accounts without approval; personal devices must comply with BYOD requirements.[15]
Email and Phishing: Employees must never share passwords or approve payments, account changes or sensitive transactions based solely on email; suspicious emails must be reported immediately, and callers verified through established procedures.[16]
File Sharing: Only approved platforms may be used, public link sharing is disabled by default, and external sharing of Confidential information requires managerial approval, access restrictions and an expiration period.[17]
Patch and Malware Management: Critical updates are deployed within 14 days and actively exploited vulnerabilities within 48 hours; anti-malware protection is mandatory on all devices.[18]
Backup and Recovery: Critical data is backed up daily following the 3-2-1 principle (three copies, two media, one offline or immutable), protected against ransomware, with restoration tested quarterly and procedures documented.[15]
Incident Response and Breach Notification: The policy defines incident classifications, severity levels, reporting and response procedures; personal data breaches posing a risk are reported to the ICO within 72 hours, as required by UK GDPR.[15. 15. 17]
Supplier Security: Third parties must meet minimum security requirements, sign data-processing agreements, and undergo annual security and access reviews, with access limited to what is necessary and monitored.[18]
Data Governance: QuickMart maintains records of all personal data processed (what is collected, why, where stored, who may access it, retention periods and disposal), supporting the UK GDPR security principle of protecting personal data against unauthorised processing, loss, destruction or damage.[13]

4. [bookmark: _Toc241763940]Cybersecurity Mitigation Measures
QuickMart should use several layers of security rather than relying on a single security measure.
	Security Threat
	Recommended Security Controls
	Implementation Measures

	Phishing attacks
	Email filtering, MFA, staff training
	Use anti-phishing tools, configure SPF, DKIM and DMARC, and conduct phishing simulations.

	Malware infections
	EDR, antivirus, patch management
	Deploy EDR, automate software updates and restrict administrator privileges.

	Ransomware attacks
	EDR, secure backups, network segmentation
	Maintain offline backups, separate networks and enable ransomware detection.

	Credential stuffing and account compromise
	MFA, rate limiting, bot detection
	Enforce MFA, limit login attempts, check compromised passwords and alert on suspicious logins.

	Web application attacks (SQL injection, XSS)
	Secure development, WAF, security testing
	Deploy a WAF, validate inputs and conduct vulnerability assessments and penetration tests.

	DDoS attacks
	DDoS protection, traffic filtering, scalable infrastructure
	Use cloud-based DDoS protection, CDNs and failover systems.

	Accidental or unauthorised data exposure
	DLP, access controls
	Restrict public file sharing, prevent data leaks and audit access to sensitive information.

	Insider threats
	RBAC, least privilege, activity monitoring
	Define user roles, review permissions and monitor access to sensitive data.

	Cloud misconfiguration
	Configuration management, compliance reviews
	Regularly review cloud permissions, configurations and security settings.

	Third-party and supplier risks
	Supplier assessments, controlled access
	Assess supplier security, include security requirements in contracts and monitor external access.

	Lost or stolen devices
	Encryption, MDM, remote wipe
	Encrypt devices, manage them centrally and enable remote locking and data wiping.


Table 2. Recommended Security Controls and Implementation Measures for QuickMart
QuickMart should segment its network by separating customer-facing systems from internal databases and warehouse systems, limiting the impact of a breach, and patch software regularly to fix known vulnerabilities. These measures can be introduced gradually: first low-cost controls (MFA, email security, restricted file sharing, backups and staff training), then EDR, DLP, WAF and role-based access controls. This keeps costs manageable while protecting the confidentiality, integrity and availability of QuickMart’s data and systems.[19]
[image: ]Figure 2: Layered ("defence in depth") security model
5. [bookmark: _Toc241763941]Monitoring and Incident Response
a. Monitoring
QuickMart should use a centralised Security Information and Event Management (SIEM) system to analyse firewall, login and cloud logs. Research shows that separate security tools may fail to detect threats. For example, the SIEM can alert QuickMart when an employee's account attempts unusual logins and accesses customer payment data, allowing faster investigation and response.[20]
b. Incident response
Since preventive controls cannot eliminate all cyber risks, QuickMart should deploy Endpoint Detection and Response (EDR) to detect, investigate and respond rapidly to incidents. Research highlights that modern EDR solutions use machine learning, behavioural analysis and threat intelligence to identify and manage sophisticated cyber threats.[21]
SECURITY EVENT | ↓ Detect Incident | ↓ Analyse / Verify | ↓ Is it a real incident? / \ NO YES | | Close Contain Incident | ↓ Remove Threat | ↓ Recover Systems | ↓ Test and Monitor | ↓ Lessons Learned | ↓ Update Controls. 
QuickMart’s incident response team should document significant incidents and assess its legal duties under UK data protection law when a personal data breach occurs. The ICO highlights the importance of managing security risks, protecting personal data, detecting incidents and reducing their impact.

6. [bookmark: _Toc241763942]Staff Training and Security Awareness
Employees play an important role in QuickMart's cybersecurity, particularly because previous incidents involved phishing and accidental data exposure. A mandatory awareness programme should include:
Initial training. New employees receive training before accessing company systems, covering passwords, MFA, phishing, data protection, secure file sharing and incident reporting. Staff sign the security policies during induction.
Regular training. Quarterly 10-minute modules reinforce key security practices. Posters, newsletters and intranet reminders maintain awareness.
Phishing simulations. Monthly simulations help staff recognise suspicious messages. Employees who make mistakes receive immediate feedback and additional training without punishment.
Role-specific training. Customer service staff learn account verification; IT staff cover access control and incident handling; developers learn secure coding; managers focus on data governance; and warehouse staff learn device and physical security.
Reporting and measurement. Staff must report suspicious activity promptly. Effectiveness is measured through training completion (target 100%), quiz scores, phishing click rates (target below 5%), reporting rates, data exposures and reporting times. Results are reviewed quarterly by the Board, and training is updated based on incidents.
This approach supports the ICO's guidance on staff training as an organisational safeguard for personal data.

7. [bookmark: _Toc241763943]Implementation and Recommendation
QuickMart should implement its cybersecurity programme gradually, following a risk-based approach. NIST CSF 2.0 provides a framework for managing cybersecurity risks. The roadmap below links each phase to QuickMart’s risks.
Phase 1 – First 3 months (Foundations)
This phase addresses phishing, malware, unauthorised logins and accidental data exposure.
· Identify critical systems and data.
· Review user accounts and enable MFA.
· Strengthen passwords and patch critical vulnerabilities.
· Deploy endpoint protection and review cloud-sharing permissions.
· Train staff and establish an incident response team.
Phase 2 – 3 to 6 months (Detection and Control)
This phase focuses on detecting attacks, limiting their impact and protecting customer and payment data.
· Implement SIEM monitoring and improve network segmentation.
· Introduce DLP controls to prevent data leaks.
· Test backups and conduct vulnerability assessments.
· Review third-party suppliers and conduct phishing simulations.
Phase 3 – 6 to 12 months (Testing and Alignment)
This phase tests security controls and reduces future risks.
· Conduct penetration testing and review cybersecurity policies.
· Test incident response and disaster recovery plans.
· Review access permissions and measure staff training results.
· Consider alignment with ISO/IEC 27001.
Continuous Review
QuickMart should regularly review its policies and prioritise controls as risks change. Following NIST CSF 2.0, ISO/IEC 27001 and UK GDPR helps protect customer data, maintain trust and promote shared responsibility for cybersecurity.

8. [bookmark: _Toc241763944]Conclusion
K QuickMart Retail Ltd. faces significant cybersecurity risks as an online retailer handling large amounts of customer data. Research identifies retail as a vulnerable sector due to website attacks, payment breaches and valuable customer information. Recent phishing, malware, unauthorised logins and accidental data exposure highlight the need for stronger cybersecurity and data protection.[22] 
The proposed policy combines access control, MFA, encryption, backups, monitoring, incident response and staff training. Research supports these measures, including MFA, role-based access control and intrusion detection, to protect data confidentiality, integrity and availability.[23]
The policy supports QuickMart's UK data protection obligations, and while research confirms that ICO enforcement has been minimal despite thousands of complaints, the legal duty to implement appropriate technical and organisational measures remains fully binding on the company.[24]
Cybersecurity must be an ongoing organisational process, not a one-time project, and research confirms this by showing that effective security relies on a continuous policy process informed by certified professionals' recommended practices, including regular monitoring, training, risk assessment and policy review.[25]
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