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[bookmark: _Toc187827106]Introduction 
This report documents 2 tasks, these will be researched, completed and concluded. Task 1 will be looking into the creation and advancement of a frequency modulator in GNU radio tool. Task 2 will be using a software defined radio attachment and GNU radio to demodulate a live radio signal.
For Task 1 this will start by creating an NBFM (Narrow Band Frequency modulation) system, passing an audio file, noting the effects this has on the file. Then adding noise to this system and noting the effects this has on the demodulation. Finally, creating FHSS (Frequency Hopping Spread Spectrum) which aims to reduce/ remove the effects of the added noise. 
For Task 2 the aim is to connect an RTL-SDR, a form of Software defined radio attachment, to a laptop and create a GNU Radio receiver chain which will demodulate this and play the sound aloud. 

[bookmark: _Toc187827107]Research
[bookmark: _Toc187827108]Task 1
First looking into what FM is, this is a method of modulation which processes the carrier by encoding it by changing the frequency [1]. An example of this can be seen in Figure 1, this shows how the message signal and carrier signal are combined into the modulated signal. 
[image: Frequency-Modulation]
[bookmark: _Ref185581099][bookmark: _Ref185581096][bookmark: _Toc187827123]Figure 1: FM example
There are 2 main types of FM modulation these being NBFM, Narrow Band Frequency modulation, and WBFM, Wide Band Frequency Modulation. The Core difference is in the range of frequencies used to carry the message, for narrow band this this is a small range whereas wide band this is a larger range [2]. Examples of the use cases are [3]:
· WBFM – entertainment broadcasting 
· NBFM – Wireless communication such as police radios

The Formula for FM is as seen in Equation 1

[bookmark: _Ref185583193][bookmark: _Ref185583185][bookmark: _Toc187827166]Equation 1: FM Modulation [4]
For NBFM the Equation 2 must be True, if this was False this would make this a WBFM.

[bookmark: _Ref185583197][bookmark: _Toc187827167]Equation 2: NBFM formula [4]
Combing these both you end with the final formula of Equation 3

[bookmark: _Ref185583201][bookmark: _Ref186551795][bookmark: _Toc187827168]Equation 3: NBFM formula [4]
Using this logic a Frequency modulator and demodulator can be made with this block diagram as a base seen in Figure 2 and Figure 3. Using the combination of these formulas and block Diagrams the methodology could be determined.
	[image: modulation block diagram]
[bookmark: _Ref185585474][bookmark: _Toc187827124]Figure 2: Modulation block diagram [5]
	[image: ]
[bookmark: _Ref185585479][bookmark: _Toc187827125]Figure 3: Demodulation Block Diagram [5]



Step 2 in the task will be to add the noise into the equation and monitor the effects attempting to use this to create a jammer effect [6]. This will be done by adding Gaussian noise to the system [7], this is used to simulate real noise that would be found out in the real world. Once implemented this will show a clear effect on the NBFM when demodulated. The implementation of this can be seen in Equation 4, using this and the previous step the methodology can be concluded.

[bookmark: _Ref187823699][bookmark: _Ref187823708][bookmark: _Toc187827169]Equation 4: Signal to Noise Power Ratio [8]
The Final step is to convert the NBFM system into a FHSS. Figure 4 shows an example of how an FHSS may look and the methodology required, in this case a frequency synthesizer is used with the input from a Pseudorandom code generator. This creates an appearance of a random output but with this being a known sequence which can be easily tracked at the RX end of the system. 
[image: ]
[bookmark: _Ref186533287][bookmark: _Toc187827126]Figure 4: FHSS TX example [9]
Some of the advantages to using a FHSS are [10]:
· Enhanced security – due to rapidly changing frequency this makes the signal harder to intercept or jam unless the sequence is known.
· Spectrum efficiency – this uses a range of frequencies maximising the use of the available bandwidth.

[bookmark: _Toc187827109]Task 2
For task 2 the Aims would be to research an RTL-SDR, the modulation types for Radio and the Frequencies used by different radio stations.
First the RTL-SDR [11] is a simple SDR with none of the traditional components, instead this is all implemented by software on a computer device such as a laptop or Raspberry PI. This makes this a low-cost device that can be used from anything from 500kHz to 1.75GHz. In this case the software used will be GNU radio [12]. 
The main Types of traditional radio are AM and FM, in this case we will investigate the FM stations. FM modulations is considered better [13], even though AM is a simpler setup FM is less effected by noise, the sound quality is superior, higher bandwidth efficiency and more efficient use of power, this does have the negative of not traveling as far as AM so requires more radio stations. 
With the Aim of listening into “BBC Radio 1” the frequency will be 97.1Mhz [14]. 




[bookmark: _Toc187827110]Implementation 
[bookmark: _Toc187827111]Task 1
For the First part of Task 1 the modulation and demodulation can be seen bellow in Figure 5 and Figure 6.
[image: A diagram of a computer flowchart
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[bookmark: _Ref186537045][bookmark: _Toc187827127]Figure 5: FM TX
[image: A diagram of a computer program
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[bookmark: _Ref186537047][bookmark: _Toc187827128]Figure 6: FM RX
For the second part of this task the modulation part also adds the Noise to the loop, this can be seen in Figure 7, the demodulation is the same as the first part so can be seen in Figure 6.
[image: A diagram of a computer network
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[bookmark: _Ref186537127][bookmark: _Toc187827129]Figure 7: FM TX with Noise
For the Final part of this task the is to create an FHSS modulation and demodulation, these can be seen in Figure 8 and Figure 9.
[image: A diagram of a computer program
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[bookmark: _Ref187671827][bookmark: _Ref187671822][bookmark: _Toc187827130]Figure 8: FHSS TX
[image: A diagram of a spider web
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[bookmark: _Ref187671828][bookmark: _Ref187671823][bookmark: _Toc187827131]Figure 9: FHSS RX
[bookmark: _Toc187827112]Task 2
For task 2 First the RTL-SDR had to be connected to the laptop, once done the next step was to download the software required for this to operate [15]. The next step was to create the GNU radio RX for the desired frequency, this can be seen bellow in Figure 10, when used this required a small amount of tuning to get the Audio sounding clear but meaning the system ended up on not exactually 97.1MHz but was within this area. These components and values have been selected for:
· RTL-SDR – this is used to program the RTL-SDR to gather the desired data.
· Low pass filter [16] – removes any unwanted noise outside of the relevant range.
· Decimation value (4) – reducing the computing power required from 2M to 500K

[bookmark: _Ref187309122][bookmark: _Ref187309100][bookmark: _Toc187827170]Equation 5: Decimation and Interpolation on sample rate [17]


· Cutoff (100K) – removing any unwanted noise above this value
Consider,  Hz

[bookmark: _Toc187827171]Equation 6: The sample rate should be greater than twice the Nyquist frequency [18]

Therefore, 



· WBFM receiver [19] – used to demodulate a broadcasted FM Signal
· Quadrature value (500K) – Input sample rate of complex baseband input, this value was found though trial and error.
· Rational Re sampler [20] – This is a polyphase FIR filter used to filter away unwanted noise and carrying out interpolation and decimation
· Interpolation (48) Decimation (500) – this requires for a value of decimation to be higher to decrease the sampling rate. This reduces the sample rate from 500K input to 48K output. Using Equation 5: 



· Multiply const is to increase the volume.
· Audio sink is to output the audio. 
[image: A diagram of a person's work flow
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[bookmark: _Ref186539336][bookmark: _Toc187827132]Figure 10: FM RX for RTL-SDR
[bookmark: _Toc187827113]Results and Analysis 
[bookmark: _Toc187827114]Task 1
For the first part of Task 1 the Original Audio File can be seen in Figure 11, this will be found in the Zip file attached titled “OriginalAudio/Piracy_it's_a_crime.wav”. This then passes through the modulation and the output can be seen in Figure 12, Figure 13, Figure 14 and Figure 15. These all show the changes that occur during modulation, Figure 12 and Figure 14 show the difference in frequency from the Message and carrier, this comes to peaks at 12kHz, with the message being at 44 and carrier at 32, leaving a difference of 12 as expected. These also show the low bandwidth used by how narrow the lines are on the waterfall and how sharp the peaks are in the Frequency Sink. Figure 13 shows the wave created by Equation 3: NBFM formula [4]the modulation, also being seen in Equation 3. Figure 15 shows the output of the Constellation Sink, this creates a clear circle showing the range of outputs created, this being a clear circle shows that there is no effect from noise.
[image: A screen shot of a graph
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[bookmark: _Ref186551225][bookmark: _Toc187827133]Figure 11: FM TX Time Sink before Modulation
[image: ]
[bookmark: _Ref186551259][bookmark: _Toc187827134]Figure 12: FM TX Waterfall after Modulation
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[bookmark: _Ref186551260][bookmark: _Toc187827135]Figure 13: FM TX time Sink After Modulation
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[bookmark: _Ref186551261][bookmark: _Toc187827136]Figure 14: FM TX Frequency Sink after Modulation
[image: A blue lines on a white background
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[bookmark: _Ref186551265][bookmark: _Toc187827137]Figure 15: FM TX Constellation Sink after Modulation

The demodulation from the FM output  can be seen in the images Figure 16, Figure 17 and Figure 18, the file can be heard in “DemodFiles/FMDemodOut” found in the ZIP. The Audio can clearly be made out as the same but is slightly affected and muffled. This again shows a lot of the same things previously discussed, showing the narrow bandwidth. 
[image: A green and blue square with a black line

Description automatically generated with medium confidence]
[bookmark: _Ref186552367][bookmark: _Toc187827138]Figure 16: FM RX Waterfall Sink after Demodulation
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[bookmark: _Ref186552368][bookmark: _Toc187827139]Figure 17: FM RX Time Sink after Demodulation
[image: A screen shot of a computer
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[bookmark: _Ref186552369][bookmark: _Toc187827140]Figure 18: FM RX Frequency Sink after Demodulation

For the second part of task 2 this was to add the noise, this can clearly be seen in Figure 19, Figure 20 and Figure 21. Figure 19 compared to Figure 12 shows a large amount of noise in the center of the waterfall sink, this same noise can also be seen on Figure 21. Additionally, you can clearly see the distortion when comparing the Time Sink outputs of  Figure 20 and Figure 13, the FM wave can still be seen in Figure 20 but the frequency is moving in amplitude as well creating the distortion. 
[image: ]
[bookmark: _Ref186574091][bookmark: _Toc187827141]Figure 19: FM TX + Noise Waterfall Sink after Modulation
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[bookmark: _Ref186574093][bookmark: _Toc187827142]Figure 20: FM TX + Noise Time Sink after Modulation
[image: A blue dots in a shape of a crown
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[bookmark: _Ref186574094][bookmark: _Toc187827143]Figure 21: FM TX + Noise Frequency Sink after Modulation

When attempting to demodulate this it is a complete failure, the first ~5 Seconds where of a no Noise signal, after this the noise was added. The distortion can clearly be seen in all Figure 22, Figure 23 and Figure 24, there is no remains of the signal to be examined. 
[image: A screen shot of a computer screen
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[bookmark: _Ref186574952][bookmark: _Toc187827144]Figure 22: FM RX + Noise Waterfall Sink after Demodulation
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[bookmark: _Ref186574953][bookmark: _Toc187827145]Figure 23: FM RX + Noise Time Sink after Demodulation
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[bookmark: _Ref186574954][bookmark: _Toc187827146]Figure 24: FM RX + Noise Frequency Sink after Demodulation

When producing the FHSS modulation the aim is to create a clear hopping pattern, this can be seen in Figure 25, this clearly shows the hopping between frequencies. Figure 26 and Figure 27 show the difference in the frequencies over channel B and C. Finally, Figure 28 and Figure 29 shows the difference in carrier frequency and bandwidth of the carrier. Figure 29 additionally shows where the noise can be seen, in this case the power on the noise of too low to create an effect, the power of this needs to be above 0.7 to cause distortion and above 2 to create an error in the sound. 
[image: A blue rectangular object with black text
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[bookmark: _Ref187673575][bookmark: _Toc187827147]Figure 25: FHSS TX Waterfall
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[bookmark: _Ref187673584][bookmark: _Toc187827148]Figure 26: FHSS TX Time @channel B
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[bookmark: _Ref187673585][bookmark: _Toc187827149]Figure 27: FHSS TX Time @channel C
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[bookmark: _Ref187673849][bookmark: _Toc187827150]Figure 28: FHSS TX Frequency @channel B
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[bookmark: _Ref187673850][bookmark: _Toc187827151]Figure 29: FHSS TX Frequency @channel C

In the demodulation Part of the FHSS the waterfall can be seen in Figure 30, this shows how the message is re centralised, and no real noise can be seen. This is also true for Figure 31, this shows the final output with little distortion. Figure 32 and Figure 33 show the between the carriers, showing the message clear in the middle and the varying width on the remaining carrier. 
[image: A close up of a screen
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[bookmark: _Ref187677970][bookmark: _Toc187827152]Figure 30: FHSS RX Waterfall
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[bookmark: _Ref187677973][bookmark: _Toc187827153]Figure 31: FHSS RX Time
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[bookmark: _Ref187677974][bookmark: _Toc187827154]Figure 32: FHSS RX frequency @channel B
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[bookmark: _Ref187677976][bookmark: _Toc187827155]Figure 33: FHSS RX frequency @channel C
Figure 34, Figure 35 and Figure 36 show the Effect on the RX if the TX is set that a large amount of noise is input into a channel when transmitting on that channel, these clearly show the effects of the noise, showing distortion on the channel and a loss of information. 
[image: A close up of a graph
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[bookmark: _Ref187754459][bookmark: _Toc187827156]Figure 34: FHSS RX Waterfall @Channel B with Large Noise on Channel B
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[bookmark: _Ref187754461][bookmark: _Toc187827157]Figure 35: FHSS RX Time @Channel B with Large Noise on Channel B
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[bookmark: _Ref187754462][bookmark: _Toc187827158]Figure 36: FHSS RX Frequency @Channel B with Large Noise on Channel B
Figure 37, Figure 38 and Figure 39 show the RX effect when the TX has noise but is on a different frequency, this shows no effects after changing transmission channel, this means that the data is protected against the jamming. 
[image: A close up of a screen
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[bookmark: _Ref187754472][bookmark: _Toc187827159]Figure 37: FHSS RX Waterfall @Channel C with Large Noise on Channel B
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[bookmark: _Ref187754474][bookmark: _Toc187827160]Figure 38: FHSS RX Time @Channel C with Large Noise on Channel B
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[bookmark: _Ref187754475][bookmark: _Toc187827161]Figure 39: FHSS RX Frequency @Channel C with Large Noise on Channel B
[bookmark: _Toc187827115]Task 2
Figure 40 shows the frequency before demodulation, showing the message and modulation peak. Figure 41 shows the waterfall of frequency, this shows the surrounding noise before demodulation. Figure 42 this shows the time sink after demodulation, showing the received message, this being the Radio 1 Broadcast. Figure 43 shows the constellation Diagram after the low pass filter showing the points of variation on the modulated transmission.
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[bookmark: _Ref187820845][bookmark: _Toc187827162]Figure 40: RTL-SDR Frequency Sink
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[bookmark: _Ref187820847][bookmark: _Toc187827163]Figure 41: RTL-SDR Waterfall Sink
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[bookmark: _Ref187820848][bookmark: _Toc187827164]Figure 42: RTL-SDR Time Sink
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[bookmark: _Ref187820849][bookmark: _Toc187827165]Figure 43: RTL-SDR Constellation

[bookmark: _Toc187827116]Ethical & societal impact 
[bookmark: _Toc187827117]Task 1
For the Ethics and societal impact within this section this will look at Jamming and FHSS systems and generally more secure communication. 
The effects of Jamming can vary largely depending on what is in the surroundings and what frequency is being jammed but in a modern-day society can be great due to the dependence on Radio systems [21]. Due to these threats from jamming can vary from simply nuisance factor, with wireless devices being affected, to security related effects, knocking out CCTV cameras and alarm systems or even communication systems within a Prison for example, this could even create Economic impact by creating loss of revenue for broadcasters. 
The Ethical advantage of using FHSS is that it creates a more secure network [22] for communication, what this means is it becomes a lot more complicated of a system to jam as it is working over a much wider spectrum. This is an advantage for the user meaning there will be less of an effect when attempting to jam. This can be defeated but means either the system is too simple or has been recorded and the Pseudorandomness monitored, recorded and developed against. This can be countered by having a range of set Pseudorandomness and a user can change the settings to a different preset mode. 
In general, it is important for a range of reasons to protect all types of communications, whether this is considering Privacy of information when looking at a CCTV system, or security within a Prison if a Jamming system would be put in place [23]. 
[bookmark: _Toc187827118]Task 2
For task 2 the Consideration is on the Ethics and Societal impact of SDR’s. The Key advantages of an SDR is the Flexibility of the devise [24], these are no single use build radios, they can be purchased and reused due to the programable framework, this means that thew same SDR hardware can be used for multiple radio architectures. This has the advantage of making creating complex radio systems a much cheaper and more efficient endeavor, making them open for more use cases and people. The negative of this is these can also be used maliciously; they could be used to create a reprogrammable jammer or even to create false communication.  
[bookmark: _Toc187827119]Conclusion 
[bookmark: _Toc187827120]Task 1
In conclusion this shows how simple it is to produce an NBFM system but also how simple this is to effect using simple jamming techniques. These simple systems are still useful in cases but should only be used if not part of a vital network. FHSS shows one of the solutions to this as a system which is harder to take down with jamming, but it is still possible. This together shows FHSS is a clear advancement to regular NBFM due to the fact it has a much wider band width making it more protected against jamming as seen above. For the ethical and social effect, it is important to have a secure communication system as this will mean that major parts of society are harder to take down. 
[bookmark: _Toc187827121]Task 2
In conclusion, task 2 shows how simple SDR’s can be programmed and used for whatever job is desired. In this task the SDR was simply programed within GNU radio to act as a receiver for FM radio aimed to receive Radio 1 Broadcasts. This task shows the simplicity of the programing of an SDR and one of the possible use cases for this.
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