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APPENDIX GA36b

	LEVEL 5 ASSESSMENT SPECIFICATION 



	Student name:
	     
	Student ID number:
	

	Programme:
	Computing Portfolio

	Module:
	Computer Forensics

	Module code:
	ACCD5000
	Contribution to Overall Module Assessment (%):
	100%

	Lecturer:
	Assoc. Prof. Carlene Campbell
	Internal Verifier:
	Munyaradzi Murira

	Assignment Title:
	Synthesize a solution to a potential real-life scenario
	Word count (or equivalent):
	5000 words or equivalent

	Submission deadline:
	29/04/2027
	Return date of provisional marks & written feedback:
	

	Submission method:
	All written assessments, where practical and possible, must be submitted via Turnitin unless otherwise instructed by the Lecturer. (Please DO NOT put this assessment specification into Turnitin or it will match many similarities with other students’ submissions.)
Alternative submission method (if applicable): 
Late submission of the assessment will result in a late penalty mark:
Work which is submitted up to 1 week late will be capped at 40% for the first attempt and will be awarded a mark of 0% for re-assessment. Late submission penalties may be lifted only if there is an approved extenuating circumstances claim. 
Work submitted more than 1 week late will be considered as a non-submission and will not be marked. The work may be considered as a submission for reassessment if offered by an Examining Board or if there is an approved extenuating circumstances claim.  

	Academic honesty / referencing:
	Academic honesty is required. In the main body of your submission you must give credit to authors on whose research and ideas your work is based. Append to your submission a reference list that indicates the books, articles, etc. that you have used, cited or quoted in order to complete this assessment.  










	Module Learning Outcomes 
(from module syllabus)

	
To demonstrate the ability to:
· Understand the fundamentals of computer forensics 
· Understand the legal aspects of forensics 
· Understand the relationship between IT and forensics 
· Learn best practices for incidence response







	
TASK DESCRIPTION



Use of Generative AI in Assessment
	(Lecturer to indicate Yes or Not against each element)
												

	RESEARCH
	For this assessment, you can use Generative AI to support you in research and data analysis.  
	Yes ☒

No  ☐

	STRUCTURE
	For this assessment, you can use Generative AI to support you in structuring your submission, including creating a draft argument structure, identifying parts and headings, etc.
	Yes ☐

No  ☒

	PROOFREADING
	For this assessment, you can use Generative AI to check your own text/creation for grammatical and syntactical mistakes, including getting suggestions to rephrase your work.   
	Yes ☒

No  ☐

	WRITING
	For this assessment, you can use Generative AI to create text for submission.
	Yes ☐

No  ☒

	CREATIVE
	For this assessment, you can use Generative AI to create creative materials, such as images.
	Yes ☐

No  ☐

	PROGRAMING
	For this assessment, you can use Generative AI to create and check code.
	Yes ☐

No  ☐

	NONE
	For this assessment, you are not allowed to use any type of Generative AI support. This includes research support, structure support, writing/proofreading support and creative support.
	☐















This assignment consists of two tasks:
1. Task1 - Research and Critical Evaluation of Modern Computer Forensic Tools (50%)
2. Task2 - Case Study: Digital Forensic Investigation of Suspected Sabotage and Intellectual Property Theft (50%)


Task 1 - Research and Critical Evaluation of Modern Computer Forensic Tools (50%)

In Computer Forensics, the fundamental principles of identifying, preserving, acquiring, examining, analysing and presenting digital evidence remain relatively consistent; however, forensic methods continue to evolve and the tools available to investigators change rapidly. Some forensic tools are commercial, while others are open source or freely available. No single forensic tool is suitable for every investigation, and professional investigators must be able to select appropriate tools according to the type of incident, evidence source, investigative objective and technical environment.

You are required to research, compare and critically evaluate a minimum of four current computer forensic tools, ensuring that your selection includes both commercial and open source/free forensic tools.

Work-Based Context
As a developing digital forensic practitioner, you may be required to assist in selecting appropriate forensic tools for different types of workplace incidents. Organisations must consider not only what a forensic tool can do, but whether it is suitable for the available evidence, the technical environment, organisational resources and the particular investigation being undertaken.

Your research should therefore consider the tools from a workplace practitioner perspective and demonstrate how informed tool selection can support a reliable, proportionate and evidence-led forensic investigation.
Your research should demonstrate that different tools may be appropriate at different stages of a forensic investigation. 
You must therefore relate your selected tools to relevant stages of the CHFI forensic investigation process, including where appropriate:
· Identification and preservation of digital evidence
· Forensic acquisition/imaging
· Examination and analysis
· Deleted-data recovery and file carving
· Operating system and file-system analysis
· Browser and Internet artefact analysis
· Mobile-device forensics
· Cloud-related forensic artefacts
· Reporting and presentation of forensic findings

Selection of Forensic Tools
Your selection should provide sufficient breadth to allow meaningful comparison. Appropriate categories may include, but are not limited to:
· Forensic acquisition/imaging tools – e.g., FTK Imager, Guymager or Paladin
· Commercial forensic suites – e.g., Exterro FTK, Magnet AXIOM or X-Ways Forensics
· Open-source/free forensic platforms – e.g., Autopsy/The Sleuth Kit or CAINE Linux
· Mobile forensic tools – e.g., Cellebrite UFED or Magnet Acquire
· Other appropriate contemporary forensic tools relevant to computer, mobile, browser or cloud investigations.
The examples above are illustrative rather than prescriptive. You may investigate other appropriate current tools provided that your choices are relevant to digital forensic investigation and are adequately justified.

Comparative Analysis
Your findings must include a comparative table covering all selected tools. As a minimum, your comparison should consider:
· Tool name, developer and licensing model
· Commercial, open-source or free status
· Approximate cost/licensing considerations, where publicly available
· Primary forensic purpose
· Acquisition/imaging capabilities
· Supported operating systems and file systems
· Types of digital evidence supported
· Deleted-file recovery and file-carving capabilities
· Browser/Internet artefact capabilities
· Mobile and/or cloud capabilities, where applicable
· Hashing and evidence-integrity features
· Search, indexing and analysis capabilities
· Reporting and export capabilities
· Strengths
· Limitations
· Most appropriate stage(s) of the CHFI investigation process

Workplace and Operational Considerations
· suitability for use within a workplace forensic investigation
· level of technical expertise required
· deployment and operational considerations
· licensing/cost implications for an organisation
· ability to maintain evidence integrity and produce auditable results
· suitability for Windows 11 and encrypted evidence where relevant
· usefulness for investigating deletion, anti-forensic activity, browser/cloud artefacts and file recovery
· opportunities for validating or corroborating results using another tool.
Your evaluation should consider not only which tool appears technically strongest, but which tool is appropriate in a realistic organisational context. A sophisticated commercial suite may provide extensive functionality but involve substantial licensing and training requirements. An open-source or freely available tool may provide appropriate functionality for a particular investigation but have different support, usability or reporting limitations. Tool selection should therefore be treated as an investigative decision rather than simply a product comparison.

The comparative table must be numbered, titled and discussed within the main body of your report. A table containing information that is not subsequently analysed will not, by itself, demonstrate critical evaluation.


Critical Evaluation and Tool Selection
Your research must go beyond describing what each tool does. You should critically evaluate the selected tools by considering questions such as:
· Why might an investigator select one tool rather than another?
· How does the type of evidence influence tool selection?
· What are the limitations of relying on a single forensic tool?
· What effect could encryption, file wiping, cloud storage or proprietary file formats have on the effectiveness of a tool?
· How does the investigator verify that the forensic process has preserved evidence integrity?
· What technical, financial, operational or evidential limitations should an organisation consider before adopting a forensic tool?
· To what extent could results from one forensic tool be validated or corroborated using another?

Application to the Work-Based Project
Conclude Task 1 by identifying and justifying the forensic tools you would recommend for the workplace investigation presented in Task 2.
Your recommendations should identify which tool(s) would be most appropriate for relevant investigation stages, including where applicable:
· Evidence preservation and forensic acquisition
· Forensic imaging and hash verification
· Examination of Windows/file-system artefacts
· Investigation of suspected file-wiping or anti-forensic activity
· Deleted-file recovery and file carving
· Browser and cloud-related artefact examination
· Timeline development and evidence correlation
· Forensic reporting

Your recommendations must follow logically from your comparative research and critical evaluation. You should recognise that different tools may be appropriate for different stages of the investigation, and you may recommend more than one tool where this provides a stronger or more reliable forensic approach.
The tools recommended here should provide the research and evidence base for the decisions you make in Task 2. You should therefore refer-back to your Task 1 findings when completing the relevant Task 2 work-streams.

Research Requirements
Your discussion must be supported by appropriate academic and professional literature. Sources may include peer-reviewed journal and conference papers, textbooks, recognised professional organisations, official tool documentation and relevant standards or professional guidance.

Your sources should be current wherever appropriate, recognising that established forensic principles and seminal literature may be older.

Task 1 must be presented using the IEEE/ACM two-column report format and IEEE numbered referencing conventions.



Task 2 – Work-Based Project: Digital Forensic Investigation of a Suspected Internal Data-Loss Incident (50%)


Your Role
You are working as a Junior Digital Forensic Investigator/Cybersecurity Analyst within the IT Security and Incident Response team of a medium-sized organisation.
As part of your role, you assist with the identification, preservation, acquisition, examination and analysis of digital evidence following suspected cybersecurity or employee-related incidents.
Your organisation does not expect you to make senior management or legal decisions. However, as a developing digital forensic practitioner, you are expected to apply appropriate forensic procedures, use suitable forensic tools, interpret technical evidence objectively and communicate your findings professionally to your team leader and other relevant stakeholders.


Business Context
Your organisation develops commercially valuable digital products and holds confidential business information, intellectual property and customer-related data.
A member of staff who was working on a commercially sensitive project recently resigned from the organisation. Shortly after the employee left, colleagues discovered that several important project files were missing from the employee’s company-issued computer.
The employee used a Windows 11 workstation protected by BitLocker full-disk encryption. Initial information supplied to the incident-response team suggests that:
· Commercially sensitive project files may have been deleted
· A file-wiping application may have been installed or executed
· The employee may have accessed a personal Google Drive account through a web browser
· Some company information may have been copied, synchronised or uploaded to external cloud storage
· Attempts may have been made to remove or conceal evidence of these activities
The company-issued computer is currently the principal digital device available for forensic examination.
Management has referred the matter to the IT Security and Incident Response team. Your team leader has asked you to assist with the investigation.
The purpose of the investigation is not to assume that the former employee committed wrongdoing. Your role is to examine the available digital evidence objectively and determine what conclusions can reasonably be supported.



Your Task
Your team leader has asked you to prepare a Digital Forensic Investigation Report setting out how you would investigate the incident and presenting evidence of appropriate practical forensic examination.
Your investigation should determine, as far as the available evidence permits:
· What may have happened to the missing project files
· Whether there is evidence of deliberate deletion or anti-forensic activity
· Whether deleted material can be recovered wholly or partially
· Whether there is evidence that Google Drive or another relevant cloud service was accessed
· Whether the available evidence supports an inference that company information was transferred or synchronised externally
· What conclusions can reasonably be reached from the evidence and what remains unproven
Your work must demonstrate an appropriate Level 5 understanding of digital forensic investigation and show how the research undertaken in Task 1 can be applied to a realistic workplace problem.

The Connection to Task 1 – Mandatory Requirement
Your Task 2 investigation must be directly informed by the research and critical evaluation undertaken in Task 1.
Task 1 should therefore provide an evidence base for the forensic tools and techniques you select for the workplace investigation.
Throughout Task 2, you must make clear connections to Task 1 when justifying decisions. For example, if Task 1 identified FTK Imager as suitable for forensic acquisition and integrity verification, you should use that research to explain why it would be appropriate at the acquisition stage of this investigation.
Similarly, if your Task 1 comparison identified another tool as more effective for deleted-file recovery, browser artefact examination, file carving or evidence validation, you should justify its use at the appropriate point in Task 2.
You should not simply repeat the content of Task 1. You are expected to apply and evaluate your research in the context of the workplace incident.



Professional Deliverable
Produce a detailed Digital Forensic Investigation Report covering the following work-streams.

Work-Stream 1: Investigation Planning, Evidence Handling and Chain of Custody
Develop an appropriate forensic investigation plan for the incident.
· Identify the principal digital evidence available for investigation
· Explain how the computer should be received, documented, preserved and secured
· Establish an appropriate chain of custody
· Explain how the risk of altering the original evidence will be minimised
· Identify relevant requirements for maintaining an auditable record of investigative actions
· Explain the importance of evidence integrity and forensic soundness
· Relate your proposed approach to the CHFI methodology and recognised digital-evidence principles, including the ACPO principles where appropriate.
You must justify the procedures selected, rather than merely provide a list of forensic steps.

Link to Task 1: Identify which forensic tool(s) from your Task 1 research would support evidence preservation, acquisition and integrity verification. Explain why the selected tool(s) are appropriate.

Work-Stream 2: Forensic Acquisition, Imaging and BitLocker
Develop an appropriate approach for acquiring the Windows 11 workstation while taking account of BitLocker full-disk encryption.
· Live versus dead acquisition
· Physical versus logical acquisition
· Encrypted versus decrypted evidence
· Volatile and non-volatile evidence
· Forensic imaging
· Original evidence versus forensic working copies
· Generation and verification of cryptographic hash values
· Circumstances in which volatile evidence may need to be preserved
You must recognise that the appropriate procedure could depend upon the state in which the computer is received. Where necessary, state reasonable assumptions, for example, whether the workstation is received powered on or powered off and explain how the forensic approach might change under the alternative condition.

Link to Task 1: Use your Task 1 tool evaluation to select and justify an appropriate acquisition/imaging tool. Consider its capabilities and limitations in relation to Windows 11 and encrypted evidence.

Work-Stream 3: Investigation of Suspected Anti-Forensic Activity
Develop an examination strategy to determine whether there is evidence that a file-wiping application was installed or executed and whether attempts may have been made to conceal or destroy company information.
· Installed-program artefacts
· Windows Registry artefacts
· Prefetch or other execution artefacts
· Relevant event logs
· Deleted files and folders
· File-system metadata
· Unallocated space
· Residual file fragments
· Timestamps
· Other artefacts capable of supporting or challenging the allegation
You must distinguish carefully between a wiping tool being present on the computer, evidence that the tool was executed, and evidence supporting an inference that particular company files were deliberately wiped. These are not automatically the same conclusion.

Link to Task 1: Identify the forensic tool(s) you would use to locate and analyse these artefacts. Explain why they are suitable and identify any relevant limitations.

Work-Stream 4: Deleted File Recovery and File Carving
Develop and demonstrate an appropriate approach to recovering the missing project files or relevant fragments.
· Deleted-file recovery
· Unallocated space
· File-system metadata
· File signatures
· File carving
· Recoverable fragments
· Relevant project-file extensions
· The effects of overwriting and secure deletion
· Validation of recovered material
You must critically explain the limitations of recovery. For example, failure to recover a complete file does not necessarily demonstrate that the file never existed, while the recovery of fragments does not automatically establish when, why or by whom a file was deleted.

Link to Task 1: Apply your Task 1 comparison to select an appropriate recovery/file-carving tool and justify your choice. Where appropriate, explain how results could be corroborated using a second tool or method.

Work-Stream 5: Browser and Cloud-Related Artefact Examination
Develop an examination strategy to determine whether the former employee accessed Google Drive or another relevant cloud-storage service from the company workstation.
· Browser history
· Cached content
· Cookies
· Stored URLs
· Login/session artefacts
· Upload/download-related artefacts
· Timestamps
· Recently accessed files
· Local cloud-synchronisation artefacts
· Other relevant traces of cloud-service usage
Your analysis must make an important evidential distinction between evidence that a cloud service was accessed and evidence that a particular confidential company file was actually uploaded or synchronised. Access to Google Drive alone is not sufficient evidence that confidential information was transferred.

Link to Task 1: Identify the tool(s) from your research that could support browser and cloud-related artefact analysis. Justify their suitability and limitations.

Work-Stream 6: Practical Forensic Examination and Evidence
You must demonstrate practical application of digital forensic techniques, rather than producing a wholly theoretical investigation.
· Use of Exterro FTK/FTK Imager or another suitable forensic tool
· Acquisition or examination of a forensic image
· Calculation and recording of hash value(s)
· Deleted-file examination and/or file carving
· Examination of artefacts associated with suspected file wiping
· Browser/cloud-related artefact examination
· Other relevant forensic results that contribute to your investigation
You should include suitable practical evidence such as screenshots, forensic output, logs and tables. Every screenshot, figure, table, log or forensic output must be numbered, appropriately titled/captioned, clearly readable, referred to in the main body of the report, and explained and interpreted. Screenshots alone do not demonstrate practical forensic competence.

Where you cannot use evidence from your actual workplace because of confidentiality, legal, security or organisational restrictions, you may demonstrate the required forensic techniques using an appropriate controlled/simulated forensic environment or module laboratory evidence. Any simulation must be clearly identified as simulated.

Work-Stream 7: Timeline Development and Correlation of Evidence
Construct an investigative timeline using relevant artefacts and timestamps.
· Whether different artefacts support each other
· Whether there are inconsistencies
· Whether relevant evidence is missing
· Whether alternative explanations exist
· Whether chronological proximity is sufficient to support the proposed interpretation.
Where the evidence permits, correlate events such as access to company files → cloud-service activity → suspected file-wiping activity → deletion/recovery artefacts → employee departure. The timeline must be presented as an appropriately numbered and titled table, figure or other suitable visual representation and discussed within the report.

Link to Task 1: Explain how the capabilities and limitations of your selected forensic tools affect the collection and interpretation of timestamp and timeline evidence.

Work-Stream 8: Findings, Evidential Interpretation and Professional Reporting
Prepare the final Digital Forensic Investigation Report for your team leader and appropriate organisational stakeholders.
a. Executive Summary – Provide a concise, non-technical overview of the incident, principal findings and significant limitations.
b. Scope and Objectives – State what you were asked to investigate and identify the evidence available.
c. Evidence Received and Chain of Custody – Document the evidence and explain how integrity and continuity were maintained.
d. Forensic Methodology – Explain the procedures and tools used for acquisition, verification, examination and analysis.
e. Investigation and Analysis – Present the work undertaken across the forensic investigation.
f. Findings – Present the relevant evidence concerning deletion/wiping activity, recovered material, browser/cloud artefacts, system/file-system artefacts and timeline correlation.
g. Interpretation and Evidential Limitations – Explain what the evidence establishes, what it may reasonably suggest and what cannot be determined from the available evidence.
h. Conclusion and Recommendations – Provide a reasoned conclusion based on the evidence and, where appropriate, make proportionate recommendations concerning any additional forensic work or evidence that would be required.
i. Appendices – Include appropriate supporting evidence such as the chain-of-custody record, hash log and detailed forensic output.


Important Evidential Requirement
· Your investigation must remain objective and evidence-led.
· You are not required to prove that the former employee committed an offence or deliberately removed company information.
· Your conclusions should distinguish between:
· Fact: directly demonstrated by the forensic evidence.
· Reasonable inference: an interpretation supported by relevant and preferably corroborating evidence.
· Unproven allegation: something suspected or alleged but which cannot be established from the available evidence.
· A valid investigation may therefore support, partially support, challenge or be unable to establish an allegation


Workplace Confidentiality and Ethical Requirement
Since this is a work-based assessment, you must not include confidential, sensitive, classified or personally identifiable workplace information unless you have explicit authorisation to do so.
Where your own workplace is used to contextualise the assessment:
· Anonymise the organisation and individuals where necessary
· Do not disclose passwords, credentials, security configurations or commercially sensitive information
· Do not acquire or examine employee devices or organisational systems without appropriate authorisation
· Do not reproduce live digital evidence, doing so would breach organisational policy, confidentiality, data-protection or legal requirements.
Where actual workplace evidence cannot appropriately be used, you should apply the workplace context to the assignment but demonstrate practical forensic techniques using the controlled laboratory/simulated evidence provided during the module.
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Here is a supplementary/additional information to help you. 
Acronym Glossary for Computer Forensics Assignment 
	Acronym
	Stands For
	Definition & Context

	ACPO
	Association of Chief Police Officers
	A UK body that established the core principles for digital evidence handling. The ACPO Principles are a fundamental guideline for ensuring the integrity and admissibility of evidence in a UK context.

	API
	Application Programming Interface
	How software applications communicate with each other. Forensics tools may use APIs to extract data from cloud services.

	CHFI
	Computer Hacking Forensic Investigator
	A professional certification offered by EC-Council that teaches modern forensic investigation techniques. The assignment aligns with its methodologies.

	FDE
	Full Disk Encryption
	Technology that encrypts every bit of data on a storage device. BitLocker (Windows) and FileVault (macOS) are common examples. Acquiring evidence from an FDE-enabled drive is a key modern challenge.

	FTK
	Forensic Toolkit
	A powerful, all-in-one commercial computer forensics suite developed by Exterro. It is an industry standard for disk imaging, analysis, and reporting.

	GUI
	Graphical User Interface
	The visual system that allows users to interact with electronic devices. In the scenario, this is what the company designs.

	ISO
	International Organization for Standardization / Disk Image File
	1. The body that creates international standards. 2. A common file format for a perfect sector-by-sector copy (forensic image) of an optical disc or hard drive.

	IT
	Information Technology
	The use of systems for storing, retrieving, and sending information. The field from which forensic evidence is derived.

	RAM
	Random Access Memory
	A computer's short-term memory where running programs and active data are stored. Can be acquired for "live" forensic analysis of encrypted volumes or running processes.

	USB
	Universal Serial Bus
	An industry standard for connection, communication, and power supply between computers and devices. A common vector for data exfiltration.






	GUIDANCE FOR STUDENTS IN THE COMPLETION OF TASKS



You should submit one report consist of major headings (for task 1 and 2) and sub-headings under each major heading.

The IEEE report format must be used for task 1. Task2, any report format is acceptable.

NOTE: The guidance offered below is linked to the five generic assessment criteria overleaf.

1. Engagement with Literature Skills (20%)
Your work must be informed and supported by scholarly material that is relevant to and focused on the task(s) set.    You should provide evidence that you have accessed an appropriate range of sources, which may be academic, governmental and industrial; these sources may include academic journal articles, textbooks, current news articles, organisational documents, and websites.  You should consider the credibility of your sources; academic journals are normally highly credible sources while websites require careful consideration/selection and should be used sparingly.   Any sources you use should be current and up-to-date, mostly published within the last five years or so, though seminal/important works in the field may be older.  You must provide evidence of your research/own reading throughout your work, using a suitable referencing system, including in-text citations in the main body of your work and a reference list at the end of your work. 

Guidance specific to this assessment: 
Your work must demonstrate engagement with a suitable range of current, credible academic and professional sources relevant to computer forensics, forensic tools, digital evidence handling and the investigation techniques required by Tasks 1 and 2.
For Task 1, your research should include peer-reviewed journal articles, conference proceedings, academic books and authoritative professional/technical sources. Appropriate sources may include IEEE, ACM, ScienceDirect, recognised standards and professional bodies, and official forensic-tool documentation where this is required to establish technical capabilities.
For Task 2, appropriate literature and professional guidance should be used to support and justify the forensic methodology, evidence-handling procedures, tool selection and interpretation of findings.
General-purpose sources such as Wikipedia, informal forums, blogs of uncertain authority and generic “how-to” websites should not be used as primary academic evidence.
Where appropriate, sources should normally be current; however, established or seminal digital-forensic principles and standards may be older where they remain relevant.

Marks will be awarded for:
· The range, relevance, currency and credibility of sources used
· Effective use of academic and professional literature to support both tasks
· Evidence of independent research and reading
· Critical engagement with literature rather than simply reproducing information
· Appropriate use of sources to justify forensic tools, methods and decisions
· Accurate and consistent application of IEEE numbered referencing conventions


2. Knowledge and Understanding Skills (10%)
At level 5, you should be able to demonstrate: sound knowledge and critical understanding of the well-established concepts and principles of the subject area and the way in which those principles have developed; knowledge of the main methods of enquiry in the discipline.  Knowledge relates to the facts, information and skills you have acquired through your learning.  You demonstrate your understanding by interpreting the meaning of the facts and information (knowledge). This means that you need to select and include in your work the concepts, techniques, models, theories, etc. appropriate to the task(s) set.  You should be able to explain the theories, concepts, etc. meaningfully to show your understanding.  Your mark/grade will also depend upon the extent to which you demonstrate your knowledge and understanding. 

Guidance specific to this assessment: 
Your work must demonstrate sound knowledge and critical understanding of the concepts, principles, methods and technologies relevant to the assignment.
For Task 1, you should demonstrate that you understand the capabilities, purposes, strengths and limitations of the forensic tools selected for research. You should explain how different tools support different stages of a forensic investigation and why no single forensic tool is necessarily appropriate for every investigation.
For Task 2, you should demonstrate understanding of the forensic principles and technical concepts required to investigate the case, including, where relevant:
· Forensic acquisition and imaging
· Evidence preservation and chain of custody
· Hashing and evidence integrity
· BitLocker/full-disk encryption
· Live and dead acquisition
· Volatile and non-volatile evidence
· Deleted-data recovery and file carving
· Anti-forensic activity
· Windows and file-system artefacts
· Browser and cloud-related artefacts
· Forensic reporting and evidential limitations

This will be assessed through: 
· Depth and accuracy of subject knowledge
· Understanding of relevant forensic concepts and principles
· Appropriate application of CHFI methodology and recognised digital-evidence principles
· Understanding of how forensic tools and techniques operate
· Ability to explain technical concepts meaningfully within the context of the investigation

3. Cognitive and Intellectual Skills (40%)
You should be able to critically analyse information, and propose solutions to problems arising from that analysis, including the critical evaluation of the appropriateness of different approaches to solving problems. Your work must contain evidence of logical, analytical thinking, evaluation and synthesis. For example, to examine and break information down into parts, make inferences, compile, compare and contrast information.  This means not just describing what! But also justifying: Why? How? When? Who? Where? At what cost? At all times, you must provide justification/evidence for your arguments and judgements.  Evidence that you have reflected upon the ideas of others within the subject area is crucial to you providing a reasoned and informed debate within your work.  Furthermore, you should provide evidence that you are able to make sound judgements and convincing arguments using data and concepts, with an understanding of the limits of knowledge, and how this influences analyses and interpretations. Sound, valid conclusions are necessary and must be derived from the content of your work. Where relevant, alternative solutions and recommendations may be proposed.

Guidance specific to this assessment: 
Your work must demonstrate critical analysis, evaluation, synthesis and evidence-based judgement throughout both tasks. Merely describing forensic tools, procedures or evidence will significantly limit achievement under this criterion.
For Task 1, you are expected to critically compare the selected forensic tools rather than simply describe their features. Your analysis should consider their suitability for different evidence types and stages of the CHFI process, together with their strengths, limitations, cost/licensing implications and evidential capabilities. Your final tool recommendations for Task 2 must follow logically from this analysis.
For Task 2, you must critically analyse the workplace investigation and justify the forensic decisions you make as a developing practitioner. Your reasoning should demonstrate why particular procedures and tools are appropriate, what the evidence supports, what it does not establish, and what limitations or alternative interpretations exist.
Particular attention should be given to distinguishing between:
· Evidence that a wiping tool was present and evidence that it was actually executed
· Evidence of deleted material and evidence of deliberate secure wiping
· Evidence that Google Drive was accessed and evidence that a particular confidential file was uploaded or synchronised
· Direct forensic facts and reasonable investigative inferences
· Reasonable inference and an allegation that cannot be established from the available evidence
Where appropriate, you should correlate multiple forensic artefacts and construct a logical investigative timeline. Conclusions must arise from the evidence presented rather than from assumptions about the former employee or the alleged incident.

This will be assessed by the quality of your:  
· Critical comparison and evaluation
· Forensic reasoning and investigative decision-making
· Justification of forensic procedures and tool selection
· Analysis and correlation of digital evidence
· Consideration of alternative explanations and evidential limitations
· Ability to distinguish fact, inference and allegation
· Interpretation of practical forensic results
· Logical, evidence-based conclusions and recommendations


4. Practical Skills (20%)
At level 5, you should be able to use/deploy a range of established techniques within the discipline, and apply underlying concepts and principles outside the context in which they were first studied, including, where appropriate, the application of those principles in an employment context. You should be able to demonstrate how the subject-related concepts and ideas relate to real world situations and/or a particular context.  How do they work in practice?  You will deploy models, methods, techniques, and/or theories, in that context, to assess current situations, perhaps to formulate plans or solutions to solve problems, or to create artefacts, some of which may be creative.  This is likely to involve, for instance, the use of real world artefacts, examples and cases, the application of a model within an organisation and/or benchmarking one theory or organisation against others based on stated criteria.  You should show awareness of the limitations of concepts and theories when applied in particular contexts.

Guidance specific to this assessment: 
Your submission must provide clear evidence that you have applied appropriate digital forensic techniques in practice, rather than relying solely on theoretical discussion.
Task 2 should contain practical forensic evidence undertaken during the module or within an appropriate controlled forensic environment. This should include, where relevant:
· Forensic examination using Exterro FTK/FTK Imager or another appropriate forensic tool
· Acquisition or examination of a forensic image
Generation and verification of cryptographic hash value(s)
· Examination of deleted files and/or file-carving activity
· Investigation of artefacts associated with file deletion or wiping
· Examination of browser and/or Google Drive-related artefacts
· Interpretation of relevant operating-system, file-system or application artefacts
· A chain-of-custody record
· An appropriate forensic hash log
· Appropriate workplace-oriented supporting documentation, including a chain-of-custody record and forensic hash log
Where actual workplace evidence cannot appropriately be used, controlled/simulated evidence or module laboratory exercises may be used to demonstrate the forensic technique. Any simulated evidence must be clearly identified as simulated, and confidential or personally identifiable workplace information must not be disclosed without appropriate authorisation.
All screenshots, tables, figures, logs and other practical outputs must be:
· Numbered
· Appropriately titled/captioned
· Clearly readable
· Referred to within the main body of the report; and
· Explained and interpreted in relation to the investigation
Screenshots or forensic outputs inserted without explanation or interpretation will not, by themselves, demonstrate practical competence and will receive limited credit

Marks will be awarded for: 
· The quality, relevance and correctness of the practical forensic work
· Appropriate use of forensic tools and techniques
· Preservation and verification of evidence integrity
· Interpretation of practical results
· The extent to which practical evidence supports the investigation and conclusions
	


5. Transferable Skills for Life and Professional Practice (10%)
Your work must provide evidence of the qualities and transferable skills necessary for employment requiring the exercise of personal responsibility and decision-making.  This includes demonstrating: professional development to advance existing skills and acquire new competences that will enable you to assume significant responsibility within organisations; that you can initiate and complete tasks and procedures, whether individually and/or collaboratively; that you can use appropriate media to effectively communicate information, arguments and analysis in a variety of forms to specialist and non-specialist audiences; fluency of expression; clarity and effectiveness in presentation and organisation. Work should be coherent and well-structured in presentation and organisation.


Guidance specific to this assessment: 

Your submission should demonstrate the professional communication, organisation, presentation and decision-making skills expected of a developing digital forensic practitioner.
You should submit one coherent assessment containing clearly identified Task 1 and Task 2 sections.
Task 1 must be presented using the IEEE/ACM two-column report format and IEEE numbered referencing conventions.
Task 2 may use an appropriate professional forensic-report format and should be written as a workplace investigation report suitable for presentation to your team leader and appropriate organisational stakeholders. The report should communicate technical findings accurately while ensuring that significant findings and conclusions can also be understood by an appropriate non-technical professional audience.
Your work should demonstrate:
· Logical organisation and progression of ideas
· Clear links between Task 1 research and Task 2 forensic-tool selection
· Professional and objective forensic language
· Appropriate communication to specialist and non-specialist audiences
· Clear differentiation between evidence, interpretation and allegation
· Accurate spelling, grammar and technical terminology
· Definition of acronyms and abbreviations when first used
· Appropriate numbering, titling and discussion of tables, figures, screenshots and other visual evidence
· Professional presentation of the forensic report, appendices and invoice
· Evidence of personal responsibility, professional judgement and decision-making.
The submission should include appropriate introductory and concluding material and a complete reference list. The finished assessment must be submitted via Turnitin in accordance with the assessment submission requirements.
.




	
     STUDENT FEEDBACK FORM



This section details the extent to which the assessment criteria are demonstrated by you, which in turn determines your mark. The marks available for each category of skill are shown. Lecturers will use the space provided to comment on the achievement of the task(s), including those areas in which you have performed well and areas that would benefit from development/improvement.

	Generic Assessment Criteria 
	Marks available
	Marks 
awarded

	1. Engagement with Literature Skills
.
	
	

	





	
	

	
	20
	

	2. Knowledge and Understanding Skills

	
	

	





	10
	

	
	
	

	3. Cognitive and Intellectual Skills

	
	

	





	40
	

	
	
	

	4. Practical Application Skills

	
	

	





	20
	

	
	
	

	5. Transferable Skills for Life and Professional Practice

	
	

	



	10
	

	
	
	



	Assessment Mark (Assessment marks are subject to ratification at the Exam Board.  These comments and marks are to give feedback on module work and are for guidance only until they are confirmed. )
	Late Submission Penalties (tick if appropriate)
	%

	
	Up to 1 week late (40% Max)
	
	

	
	Over 1 week late (0%)
	
	





	GENERIC ASSESSMENT CRITERIA



	Level 5

	In accordance with the Framework for Higher Education Qualifications, at the end of Level 5 students will be expected to have developed sound knowledge and critical understanding of the well-established concepts and principles in their field of study, and of the way in which those principles have developed.  They will have learned to apply those concepts and principles more widely outside the context in which they were first studied, including, where appropriate, the application of those principles in an employment context. They will have knowledge of the main methods of enquiry in the subject area, and ability to evaluate critically different approaches to problem solving. They will possess an understanding of the limits of their knowledge, and how this influences their analyses and interpretations.  They will be able to use a range of established techniques to initiate and undertake critical analysis of information, and to propose solutions to problems arising from that analysis. They will be able to effectively communicate information, arguments and analysis in a variety of forms to specialist and non-specialist audiences, and deploy key techniques of the discipline effectively. They will be able to undertake further training, develop existing skills and acquire new competences that will enable them to assume significant responsibility within organisations.  They will have the qualities and transferable skills necessary for employment requiring the exercise of personal responsibility and decision-making.



	Level 5
	FAIL
	MARGINAL FAIL
	SATISFACTORY
(3rd / Pass)
	GOOD
(2.2 / Pass)
	VERY GOOD
(2.1 / Merit)
	EXCELLENT
(1st / Distinction)
	EXCEPTIONAL
(1st / Distinction)

	Category
	0-29%
	30-39%
	40-49%
	50-59%
	60-69%
	70-84%
	85-100%

	Engagement with literature (including reading, referencing,
academic conventions and
academic honesty) 
	Little or no evidence of reading and/or reliance on inappropriate sources.
Views and findings mostly unsupported and non-authoritative.
Referencing conventions used incoherently or largely absent.
	Poor engagement with essential reading. No evidence of wider reading. Reliance on inappropriate sources, and/or indiscriminate use of sources. Heavily reliant on information gained through class contact. Inconsistent and weak use of referencing.
	Engagement with a limited range of mostly relevant and credible sources. Some omissions and minor errors.
Referencing conventions evident though not always applied accurately or consistently.
	Engagement with an appropriate range of literature, including sources retrieved independently. Some over-reliance on texts. Referencing may show minor inaccuracies or inconsistencies.
	Engagement with a wide range of literature, including sources retrieved independently.
Selection of relevant and credible sources.  Very good use of referencing, with no/very few inaccuracies or inconsistencies.
	Engagement with an extensive range of relevant and credible literature. Consistently accurate application of referencing. 
	Exceptional engagement with an extensive range of relevant and credible literature. High-level referencing skills consistently applied.

	Knowledge and understanding (Sound knowledge and critical understanding of the well-established concepts and principles in their field of study; knowledge of the main methods of enquiry in the discipline.) 
	Major gaps in knowledge with unsatisfactory, uncritical understanding of the subject matter. Much irrelevant material.  Substantial inaccuracies. Significantly flawed understanding of the main methods of enquiry in the discipline.
	Fragmentary knowledge, with only superficial critical understanding. Some significant inaccuracies and/or irrelevant material.  Incomplete or partially flawed understanding of the main methods of enquiry in the discipline.
	Limited but adequate knowledge and critical understanding of the well-established concepts and principles within the subject area, with a few gaps in the selection of material. A narrow critical understanding of the main methods of enquiry. 
	Knowledge is reasonably detailed and accurate. A good critical understanding of the well-established concepts and principles and the main methods of enquiry, with minor gaps in the selection of material.
	Knowledge is reasonably extensive.  Exhibits very competent critical understanding of the well-established concepts and principles of the subject and the main methods of enquiry.  Breadth and depth of knowledge.
	Excellent, detailed knowledge and highly critical understanding of the well-established concepts and principles of the subject and the main methods of enquiry. 
	Exceptionally detailed knowledge and outstanding critical understanding of the well-established concepts and principles of the subject and the main methods of enquiry. May go beyond established theories.

	Cognitive and intellectual skills 
(Critical evaluation and analysis of concepts and principles; argument and judgement; the limits of their knowledge, and how this influences their analyses and interpretations.) 
	Wholly or almost wholly descriptive work. Little or no critical evaluation and analysis of concepts and principles.
Failure to develop arguments, leading to illogical or invalid judgements. Unsubstantiated generalisations or opinion, made without use of any credible evidence.

	Largely descriptive work, with superficial use of critical evaluation and analysis of concepts and principles. Weak development of arguments and judgements. Information accepted uncritically, uses generalised statements made with scant evidence and unsubstantiated opinions. Ideas sometimes illogical and contradictory.
	Limited attempt at critical evaluation and analysis of concepts and principles, tending towards description.
Some evidence to support arguments and judgements but these may be underdeveloped, with a little inconsistency / mis-interpretation or failure to fully recognise limits of knowledge.


	Some critical evaluation and analysis of concepts and principles, though descriptive in parts. 
An emerging awareness the limits of their knowledge and ability to use evidence to support the argument though with some tendency to assert/state opinion rather than argue on the basis of reason and evidence.
Mostly valid arguments and logical judgements. 
	Sound critical evaluation and analysis of concepts. Is selective in the range of evidence used and synthesises rather than describes. Ability to devise arguments that show awareness of different stances, and use evidence convincingly, to support appropriate and valid judgements. 
	Excellent critical evaluation and analysis of concepts and principles leading to logical, evidence-based, reasoned arguments and judgements. Explicit recognition of other stances and a strong awareness of the limits of their knowledge.
A capacity for independent thought and ability to ‘see beyond the question’, suggesting some grasp of the broader field and wider concepts.
	Outstanding critical evaluation and analysis of concepts and principles.  Uses evidence exceptionally well to connect ideas, and support highly logical and persuasive, arguments and judgements. Evidence of independent thought and ability to ‘see beyond the question’, suggesting a clear grasp of the broader field and wider concepts. Perceptive recognition of the limits of their knowledge, and how this influences their analyses and interpretations.

	Practical skills
(Apply underlying concepts and principles more widely outside the context in which they were first studied; use a range of established techniques; propose solutions to problems arising from analysis.)
	Limited or no use of established methods, materials, tools and/or techniques.
Little or no appreciation of the context of the application.
Limited understanding of the application of theory to practice or making appropriate links between the two.
Very weak problem-solving skills outside the context in which they were first studied. 
	Rudimentary application of established methods, materials, tools and/or techniques but without consideration and competence. Flawed appreciation of the context of the application.
Weak understanding of the application of theory to practice, with only occasional evidence of making appropriate links between the two. Weak problem-solving skills outside the context in which they were first studied. 


	An adequate awareness and mostly appropriate application of established methods, materials, tools and/or techniques.
Basic appreciation of the context of the application. Theoretical knowledge and understanding applied in practice, but not always making logical links between the two.
Can identify problems and propose basic solutions outside the context in which they were first studied. 
	A good and appropriate application of established methods, materials, tools and/or techniques.
Clear appreciation of the context of the application. Mainly consistent, accurate and logical application of theory to practice, making appropriate links between the two.
Can identify problems and propose mostly appropriate solutions outside the context in which they were first studied.
	A very good application of a range of established methods, materials, tools and/or techniques.
Very good consideration of the context of the application, with perceptive insights. Consistent, accurate and logical application of theory to practice, making appropriate links between the two. Can identify problems and propose appropriate solutions outside the context in which they were first studied.
Evidence of some creativity. 
	An advanced application of a range of established methods, materials, tools and/or techniques.
The context of the application is well considered, and insightful.
Consistent, accurate and logical application of theory to practice, making well-developed links between the two. Can identify problems and propose excellent, creative solutions outside the context in which they were first studied. 
	Exceptional levels of application and deployment skills using established methods, materials, tools and/or techniques.  Consistent, accurate and logical application of theory to practice, making highly developed links between the two. Can identify routine and non-routine problems and propose quite sophisticated, creative solutions outside the context in which they were first studied. 

	Transferable skills for life and professional practice
(Effectively communicate in a variety of forms
to specialist and non-specialist audiences;  the qualities and transferable skills necessary for employment requiring the exercise of personal responsibility and decision-making.)
	Communication medium is inappropriate or misapplied.
Work is poorly structured, disorganised and/or confusingly expressed. Very weak use of language and/or very inappropriate style. Failure to work effectively as part of a group. Little or no evidence of the skills for employment requiring the exercise of personal responsibility and decision-making.


	Communication medium is poorly designed and/or not suitable for the audience. 
Work is poorly presented in a disjointed manner. It is loosely, and at times incoherently, structured, with information and ideas often poorly expressed. Weak use of language and/or inappropriate style. Flawed approach to group work, meeting only partial obligations to others. Limited evidence of the skills for employment requiring the exercise of personal responsibility and decision-making.
	Can communicate in a suitable medium for the audience but with some room for improvement. 
Mostly ordered presentation and structure in which relevant ideas / concepts are reasonably expressed. Work may lack coherence in places. Can work as part of a group, meeting most obligations to others but perhaps with limited involvement in group activities.
Demonstrates the basic skills for employment requiring the exercise of personal responsibility and decision-making, with some areas of minor weakness.
	Can communicate effectively in a suitable medium for the audience, but may have minor errors.
Mostly coherent, organised work, in a suitable structure and is for the most part clearly expressed. Can work effectively independently and/or as part of a team, with clear contribution to group activities. 
Demonstrates the skills for employment requiring the exercise of personal responsibility and decision-making, with some areas of strength and some of minor weakness.
	Can communicate well, confidently and consistently in a suitable medium for the audience.
Work is coherent, fluent, well-structured and organised. Can work very well autonomously and/or as part of a team, with very good contribution to group activities. 
Demonstrates very good skills for employment requiring the exercise of personal responsibility and decision-making, with just occasional minor weakness.
	Can communicate professionally confidently and consistently in a suitable medium for the audience.
Work is coherent, very fluent and is presented proficiently. Can work autonomously with initiative. Where relevant can work professionally within a team, showing leadership skills as appropriate, and meeting obligations. Demonstrates excellent skills for employment requiring the exercise of personal responsibility and decision-making and an appetite for further development.

	Can communicate with an exceptionally high level of professionalism, highly suitable for the audience. 
Work is exceptionally coherent, very fluent and is presented professionally. Can work exceptionally well within a team, showing leadership skills. Demonstrates exceptional skills for employment requiring the exercise of personal responsibility and decision-making and an appetite for further development.
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