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Introduction
Within this report, there will be information about ransomware. This includes what it is, how it works, why it happens, how to combat it and more.
Trojans and Viruses
What are Trojans and Viruses?
Trojans got their name from the old story of the trojan horse, a wooden horse that was used in order to trick the defenders of a castle into letting enemy soldiers into their city. The reason it takes this name is because trojans hide malware within normal, legitimate looking files. There are many different types of trojans that can all perform different attacks, the most common of them trying to take control of a user’s computer, steal their information and then spreading more malware onto the device. [1]
How they infect your computer
Some more of the most common trojans are:
· Backdoor trojans try to create a virtual backdoor to a device, which in turn allows the attacker access to control the device. From there, they can then upload stolen data and insert more malware onto the victim’s device.
· Downloader trojans try to download more malware onto the device they are infecting.
· Infostealer trojans try to steal data from the device.
· Remote access trojans try to give the attacker control of the device.
· Distributed denial of service (DDoS) attack trojans try to ddos the device, in other words flood the victim’s device with information in order to take down the network. [1]
Ransomware
What is Ransomware?
To start off, it’s best to know what ransomware actually is before delving deeper into how it works and how to combat it. Ransomware is a type of malware that encrypts a user’s files. The owner of the ransomware will then demand a ransom form the user in order to give them back access to their data. The user will be directed on how the ransom must be paid in order to gain the decryption key. This ransom’s price can range from a few hundred to thousands of pounds and is most commonly wanted to be paid in the form of bitcoin. [2]
How does it work?
Now that the basics of ransomware are known, we can now move onto how it works. The working process ransomware takes starts off by being sent. It can be sent in many ways such as through emails, transferred through drive-by-download in unsecure websites, social media messaging, etc. In emails, it tends to appear as legitimate. Therefore, enticing you to click the attachment which is housing the malicious software. Through websites, the ransomware is sprayed out to multiple unsecure websites that house the email addresses or other information of its users or through malicious websites that automatically start downloading the malicious software as soon as you enter. A ‘shotgun approach is most commonly used when ransomware being spread. [3]

What to do if infected
In order to successfully rid yourself of the attack or at least minimise the severity of the attack, there are a few steps you need to take, differing depending on what ransomware type you have been hit by.
First, find out what type of ransomware you have – In order to determine what type of ransomware you have been hit by, you first need to check if you still have access to your documents, files and folders such as the ones on your desktop or ‘My Documents’ folder. If you are not able to get past the ransom message that appears on the screen, it is most likely that you have been hit by screen-locking ransomware. If you can search through documents and access different directories but are unable to open any regular office files, this could mean you’ve been hit with encrypting ransomware. This is far worse than screen-locking. If you can both access files and browse directories, this most likely means that you have been hit with a fake threat that is trying to scare you into paying. [4]
Dealing with encrypting ransomware 
Encrypting ransomware is the most common and most dangerous type of ransomware. Here are the steps needed to be taken;
1. You need to disconnect your device or machine from any other devices or external drives. This will hopefully stop the encryption spreading throughout your local network or drives. [4]
2. Take evidence of the ransomware message, this is best done by either taking a photo with your phone or taking a screenshot on your PC if your able to. [4]
3. Use a trusted antivirus / antimalware software in order to rid the ransomware from your device. However, this must only be done if you are totally against paying the ransom and are willing to lose your files because of it. This is because removing ransomware will not decrypt your files, it will wipe any files or documents that have been infected with the ransomware. Doing this however, will help continue the process of without the risk of the ransomware spreading further. [4]
4. Check if any deleted files can be recovered. This is because most forms of encrypting ransomware copy the files, encrypt them and delete the original versions. Luckily, we are then able to restore these deleted files using software available for both a fee and free of cost that can be found on the internet. [4]
5. Now, you need to find out exactly what strain of encrypting ransomware that infected your device. Sometimes, the ransomware declares its own name. If it doesn’t, use an online tool such as ‘Crypto Sheriff’. These tools will allow you to upload encrypted files and then tell you the name of the ransomware as well as if the encryption can be reversed, which is very unlikely to be possible. If the name of the ransomware is already known, look on the internet for websites that lists all available decryption tools such as the ‘No More Ransom’ website. When looking through the list, look for a tool with a matching decryptor. [4] If you cannot find what you need, here are some good websites that aggregate ransomware decryptors: 

https://fightransomware.com/ransomware-resources/breaking-free-list-ransomware-decryption-tools-keys

https://heimdalsecurity.com/blog/ransomware-decryption-tools

http://www.thewindowsclub.com/list-ransomware-decryptor-tools

https://www.watchpointdata.com/ransomware-decryptors

Dealing with screen-locking ransomware
Screen-locking ransomware isn’t as prevalent as it was a few years ago, but it still is used albeit not very often. Here are the steps you need to take to remove it;
1. You need to disconnect your device or machine from any other devices or external drives. This will hopefully stop the ransomware spreading throughout your local network or drives. [4]
2. Take evidence of the ransomware message, this is best done by either taking a photo with your phone or taking a screenshot on your PC if your able to. [4]
3. Next you must reboot your computer in safe mode, this is done by shutting down the computer and then pressing both the power on button and the ‘S’ keyboard key at the same time. Once this is done, you must run an antivirus / antimalware software on your computer. If safe mode isn’t available or wont work, try system restore. This can be done in windows 7, 8, 8.1 and 10. In windows 7, restart your PC while tapping the F8 key on your keyboard to get the advanced boot options menu up. From here, choose ‘Repair Your Computer’, log on with your password and select ‘System Restore’. On windows 8 and newer, restart your PC while holding down the shift key on your keyboard to get to the recovery screen. From here you then select ‘Troubleshoot’, then ‘Advanced Options’, then ‘System Restore’. [4]
4. Run a trusted antivirus / antimalware just to be sure that all ransomware is gone from your device. [4]
The Cryptowall Trojan
What is the Cryptowall Trojan? 
CryptoWall is a very malicious form of ransomware. It doesn't just encrypt your files and tell you to pay for the key: it tries to get inside the OS and adds to the boot directory. It gets worse, CryptoWall deletes volume shadow copies, which makes the process of restoring your data difficult (or even impossible in some cases). While the attacker has the control, he's going to try to get your Bitcoin account details and passwords used for different sites for good measure. [5]
Methods of infection 
Similarly to most type of trojans and ransomware, there are multiple different methods in which Cryptowall spreads and infects devices. [5] The most common methods being;
· Phishing emails – The end user most often triggers the infection. This is done by thoughtlessly clicking on attachments that have been sent by attackers in emails. These attachments automatically download malware onto the end user’s device. [5]
· Exploit kits – Cryptowall as part of an exploit kit is another very common form of attack. This will take advantage of the vulnerabilities within security to deploy malware needed to execute the attack. These vulnerabilities are often found within the operating system, in websites you visit or applications you use. [5]
· Malicious ads – Attackers sometimes go to the extend of purchasing or hacking advertisements within websites or applications in order to deploy malware. Hacked ads often try to run a malicious JavaScript in your web browser in order to download the malware without needing to be clicked on, meaning you won’t notice. [5]
File types affected 
Below you can see a table of all the file types that are vulnerable to Cryptowall encryption; 
[image: ] [5]
Source:
https://www.varonis.com/blog/wp-content/uploads/2018/05/filetypes-vulnerable-to-cryptowall-encryption.png
Example of good practice – Initial Avoidance
Once infected and encrypted, its highly unlikely that your files will not be able to be recoverable, for this reason, its best to try and avoid getting infected to start with. Here are some things that you should be doing in conjunction in order to minimise or completely prevent being infected; [5]
· Computer must be patched and up to date – Malware takes advantage of the know vulnerabilities within software and OS’s in order to infect devices. Therefore, the newer the software, the less system vulnerabilities have been uncovered by attackers. If old vulnerabilities are left unpatched, it makes it much easier for attackers to deploy their malware. If your software is up to date, there are less vulnerabilities that attackers can take advantage of. [5]
· Use Antivirus and/or Antimalware software – These applications and scanners can be updated regularly to check and stop multiple forms of malware attacks. It does this by segregating the known malware programs and stops them from executing their task. [5]
· Use Firewalls – Firewalls can protect you from different connections that are used by malware, for example; the command and control server. Most Cryptowall types rely on a connection from home base to continue the attack. Firewalls may be able to prevent this from establishing a connection and therefore stopping the attack. [5]
· Avoid clicking links – Clicking unknown links from unusual emails is one of the worst things you can do. If this type of link has been clicked, you’re effectively allowing an attacker free access to your device. [5]
· Practice safe browsing habits regularly – You can do this by making sure your applications, browsers, OS, etc is up to date, use the most encryption possible, turn off adds and JavaScript. Only allow ads from trusted sources to run. [5]
· File Backups – Start creating backups of all work you create, if not just create backups of the important files. Use multiple cloud storages and external storage forms in order to minimise the risk of data loss. [5]
Procedures of eradication 
The most common and probably best way to deal with Crypowall attacks is to download security products that are known for their remediation and its scan running capabilities in order to remove any threats. This however, may result in loss of files. [6]















[bookmark: _GoBack]





References

[1] 	S. Employee, “Norton,” [Online]. Available: https://uk.norton.com/internetsecurity-malware-what-is-a-trojan.html. [Accessed 20 November 2019].
[2] 	J. Fruhlinger, “CSO,” 19 December 2018. [Online]. Available: https://www.csoonline.com/article/3236183/what-is-ransomware-how-it-works-and-how-to-remove-it.html. [Accessed 20 November 2019].
[3] 	I. Barak, “CyberReason,” 31 May 2017. [Online]. Available: https://www.cybereason.com/blog/how-does-ransomware-work. [Accessed 20 November 2019].
[4] 	P. Wagenseil, “Tom'sGuide,” 31 June 2017. [Online]. Available: https://www.tomsguide.com/us/ransomware-what-to-do-next,news-25107.html. [Accessed 20 November 2019].
[5] 	J. Petters, “Varonis,” 6 January 2018. [Online]. Available: https://www.varonis.com/blog/cryptowall/. [Accessed 20 November 2019].
[6] 	“Malware Bytes,” [Online]. Available: https://www.malwarebytes.com/ransomware/. [Accessed 20 November 2019].




2 | Page

image2.png
FILETYPES VULNERABLE TO
= CRYPTOWALL ENCRYPTION

XSL
tetimerac

WPD

—
—
-
o
o

s

PPT
PNG

PDF

.PDB

PAS
e e

.opT
PrS—

.0BJ

Vom0 e

MSG.
[e—

MPG

MP3

LUA

KEY
JPG
et s .

GIF

e o
LEPS.
[
.DTD.

CRT

cPp

CER

g
.BAY
[a——
AVI

.AVA

.ASS

et e

_ASP

s
JS
e —
oo

cs

M
O
RM




image1.jpeg




