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Network Operating Systems and Security Worksheet 1:  Building the NOS infrastructure using Active Directory.

State the benefits of Using Type 2 Hypervisor Virtualisation software in your design. Evaluate the strengths and weakness of the VirtualBox platform used in your network.

For my network I used Oracle VM VirtualBox v.6.0.10. This is a Type 2 Hypervisor. There are two types of Hypervisors: Type 1 and Type 2. The main difference of them is that Type 2 is installed in the host operating system and in Type 1 is installed on top of hardware and the operating system is running on top of hypervisor. The main advantages of Type 2 Hypervisor is that is simple to run and install, cheap or even free and don’t require any special hardware features. The main weakness is that is much slower than Type 1, because the virtual machine in order to access the hardware must go throw hypervisor, hypervisor will access the operating system and the operating system will access the hardware. 
For my design Type 2 is better because it is compatible with my laptop and it is easy to run and install.

Explain with use of diagrams the significance of the following term, Active Directory Forests, Tree, Parent and Child Domains.

In our worksheet the domain is uwtsd.com. A parent domain is defined as a logical group of computers that share same Active Directory Database. In a big company is difficult to have just a “group”. Usually the companies has more departments (security, accounting, production) and for that they need another domain. In this case they must to use a child domain. In our case a child domain will be security.uwtsc.com. A child domain is a domain which share the root name with the parent domain. 
All this parent and child domain create a tree. Then, a tree is a group of domains with same root name. Sometimes, in the big companies, like Coca-Cola, they have more than one tree. Coco-Coca produces the Sprite, Fanta, Dr. Pepper, Oasis, Costa Coffee, etc. They have many domains with different root name, which means more trees. In this case, they have a forest. That means that they may have an accounting department witch can have access to all tress and manage all of them. See Fig.1.

[image: ]
Fig.1 – Parent and child domain, tree and forest.




A. Investigate and document the main roles and responsibilities of an Active Directory Domain Controller.

We can consider Active Directory a database that store user and computer configurations in a domain. Domain Controller is the server based on Microsoft Windows Server which is responsible for allowing host access to domain resources. A Domain controller authenticates the users and the computers to join the domain. You can have many Domain controllers in your AD for many reasons, like redundancy and load balance as users can use anyone of them as they are replicating AD database.

B. What actions could we take in the event of a Domain Controller become unavailable?
If the Domain Controller (DC) goes offline, Authentication Services will automatically failover to another available DC.

When Authentication Services needs to connect to a new DC, it examines the DCs it knows about, and selects an available DC using the following:
1. Vas.conf realms section after the failed DC.
2. Random in-site DC.
3. Random out of site DC.
If no new DC can be found, QAS goes into "disconnected mode", where it will try every 30 seconds to find an available DC to communicate with.























Network Operating Systems and Security Worksheet 2:  Resource Management in Active Directory:  Users, Computers and Groups

A. Investigate the minimum password complexity requirements required as part of modern Network Operating System implementations 

Nowadays the password requirements differ from company to company. The basic requirement are: 6 digits, different from username, at least 1 alphabetical digit and they exclude same possibilities (for example “password”). The most complexity requirements of passwords are: minim length of 8 digits, at least 1 alphabetical digit, at least 1 numerical digit, at least 1 upper case, at least 1 lower case, at least 1 non-alphabetical digit and they don’t allow you to set a password that you used in past.

B. State the advantages and disadvantages of using Groups in Active Directory.
The group’s advantages are:
· Create different groups with different rights 
· Easier to manage
· Execute multi-tasking (as send email to all group, delete users from group)
· A group can be a member in another group – instead to add 2000 users which already are members in a group to another group, you can make the whole group part of the new group 
I cannot find any disadvantages for Groups in Active Directory.




















Network Operating Systems and Security:  Resource Management in Active Directory – Managing Access to Files and Folders, and Controlling Domain User Environments

A. Discuss the two different types of permissions in use tithing windows network environments.

There are two types of permissions: NTFS and Shared. Those function completely separately from each other, but serve the same purpose, to prevent unauthorized access. This determinate the type of access others have to the shared folder across the network. There are three types of shared permission: read, change and full control.
Share permission is when you want to share a folder and set the permission for that folder.
NTFS permission (New Technology File System) are used to manage access to folders and files stored in NTFS file system. NTFS can be set for groups or individually and offer a few more permission option the Share permission: read, write, read & execute, list folder contents, modify and full control. 

B. Evaluate the benefits of the NTFS File system in comparison with other network operating system’s file system.
NTFS is a file system created by Microsoft in 1993, his predecessor was FAT32. If we compare NTFS with FAT32 we can see that NTFS is much better. Firstly the NTFS use Unicode to filenames. On FAT32 was impossible to read or access files that contain non-Latin symbols. NTFS has a built-in security system which control the sharing of files between users, FAT32 didn’t have any of that. NTFS can encrypt and decrypt easily. NTFS can successfully deal with very large file and partition while FAT32 performs good partitions under 500 Mb.  

C. Identify the main benefits of using groups in an Active Directory domain.
The group’s advantages are:
· Create different groups with different rights 
· Easier to manage
· Execute multi-tasking (as send email to all group, delete users from group)
· A group can be a member in another group – instead to add 2000 users which already are members in a group to another group, you can make the whole group part of the new group.

D. Discuss the benefits of using Group Policy and Organisational Units to manage a domain’s resources.
Each company in the world has more departments or at least different category of employees. Maybe you don’t want that all you employees to have the right to add users on the group or to modify thing in the computer or delete information. For this things are the Group Policy. You can create a group where all the users from that group have the rights for read, not modify documents.
An Organisational Unit is an invaluable tool to facilitate the management of our network. Those are special containers that can start hierarchies. 

Network Operating Systems and Security Worksheet 4: Network Administration using DHCP
A. State some principal advantages of using the DHCP service in network infrastructure.
· DHCP is easy to implement and does automatic assignment of IP addresses to requesting clients.
· The implementation does not require any additional costs
· Duplicate or invalid assignment of IP addresses are prevented.
· It simplifies administration of the network.

B. What are some of the potential threats/dangers that could occur when using a DHCP service?
The following threats exist when you implement DHCP on your network:
· DHCP servers can overwrite valid DNS resource records with incorrect information
· Unauthorized DHCP servers can issue incorrect TCP/IP configuration information to DHCP clients
· Unauthorized DHCP clients can obtain IP addresses on the network
· DHCP can create DNS resource records without ownership defined.


























Network Operating Systems and Security Worksheet 5: Planning and Deploying DNS in the Network Infrastructure

A. Describe how the Recursive Query and Iterative Query Processes resolve DNS Client Requests?
With Recursive request the server will attempt to find the domain/IP address in question in its local cache. If cannot find an answer it will ask further on other DNS servers on your behalf until it finds the solution. It will respond with the result from each server’s query.
With Iterative Query the DNS server will attempt to find the domain/IP address in question in local cache. If cannot find an answer it will not ask others DNS server, but will reply back to the original request with “I don’t know, but you could try ask this server”.

B. Explain the significance of root hints and how this process enables us to resolve names that are not managed?
 Root hints are DNS data stored in a DNS server. This provides a list of resource records that can be used by the DNS server to locate other DNS servers. The root hints are used to prepare servers authoritative for non-root zones. This roots hints are essential for servers authoritative at lower levels of the namespace when locating and finding servers under these conditions.

C. The exact Full Qualified Domain Name for the host is Server1.nwtraders.msft.
D. Explain how DNS Zones are used in DNS, give examples to illustrate the use of multiple zones and how these can be used to manage resource records of domains. What important factors/characteristics do we need to be aware of?
A DNS zone is a distinct part of the domain namespace which is delegated to a legal entity—a person, organization or company, who are responsible for maintaining the DNS zone. A DNS zone is also an administrative function, allowing for granular control of DNS components, such as authoritative name servers.



















Screenshots

As the worksheets require, on this chapter I will provide screenshots of my work.
I will start by showing the connection of two computers. Server 1 with two connection one public one and other one private and Client 1 with a connection. (Fig.2 and Fig.3)
[image: ]
Fig.2 – Server 1 networks
[image: ]
Fig.3 – Client 1 network


I will continue to showing you that is connectivity between the server and client. (Fig.4 and 5)

[image: ]
Fig.4 – Ping Server 1 to Client 1
[image: ]
Fig.5 – Ping Client 1 to Server1



Then I installed a new role – Active Directory Domain Services (Fig.6).
[image: ]
Fig.6 - Successful install of Active Director Domain Service

As you can see in Fig.7 and Fig.8 I successful create parents and childs OU’s. 

[image: ]
Fig.7 - Create OU’s
[image: ]
Fig.8 - Create OU’s


On Fig.9 and Fig.10 you will see that I changed some of the group policy.

[image: ]
Fig.9 – I increase the number of fail intents of password from 3 to 7

[image: ]
Fig.10 - I changed the password length from 6 to 8

	The next step was to create accounts and groups in different OU’s (Fig.11, Fig.12 and Fig.13).
[image: ]
Fig.11 – Create a group
[image: ]
Fig.12 – Create a group
[image: ]
Fig. 13 - Add users in group






The next step was to do some changes on users – as disable an account or change them password from the main server. (Fig.14 and Fig.15)

[image: ]
Fig.14 - Account disable from the main server
[image: ]
Fig.15 – Changing an account’s password from main server





I continued by create a folder and a text file and make this folder a shared folder. (Fig.16)
[image: ]
Fig.16 - Create Folder and text file

Then I shared the folder with different groups and allowed different rights. (Fig.17 and 18)

[image: ]
Fig.17 – Share folder with AllStaff group (read only) 
[image: ]
Fig.18 – Share folder with Technical Staff group (Full Control)
Then I configured the NTFS permissions. (Fig.19)
[image: ]
Fig. 19 – Configure NTFS permission
	


	Then, using group policy I did some changes in the groups. In all staff group I disabled the right for right click on desktop, I disabled the function to add printers and I disable the function to hide the favourite bar in Internet Explorer. (Figs. 20, 21, 22, 23, 24 ,25) 
[image: ]
Fig.20 – Change rights to add printers
[image: ]
Fig.21 – Result of user station when try to add printer

[image: ]
Fig. 22 - Change the right for click right on desktop
[image: ]
Fig.23 – The result when user try to click right on desktop

[image: ]
Fig.24 – Change the right for Favourite Bar on IE
[image: ]
Fig.25 – Result when the user want to hide the Favourite Bar









Then I installed a new role: DHCP. (Fig. 26)
[image: ]
Fig.26 – DHCP role
	On Fig.27 you can see that the status of DHCP is active (the green tick/light).
[image: ]
Fig.27 – DHCP status (active)
	Then I create a new scope for the DHCP (Fig.28).
[image: ]
Fig.28 – DHCP new scope
On the next step I found some difficulties. When I type in command prompt ipconfig/release or ipconfig/renew there shows an error which I couldn’t solve it.
 
[image: ]
Fig.29. – Fail to ipconfig/renew
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