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Assignment 2- Network Operating Systems and Services

[bookmark: _Toc100943878]Worksheet 2 – Task 1 - MANAGING AND MAINTAINING NETWORK RESOURCES USING NETWORK POLICY AND SECURITY PRACTICES
The first part is understanding and implementing share and NTFS principles within server management. This section introduces the methods and functions of configuration and implementation of shared drive access and use of file access and permission settings. 
[bookmark: _Toc100943879]Shared Folder and Document Creation 
Initially, it was required to create a dedicated file for this activity. The file created would then be used to demonstrate permission configuration and implementation. 
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[bookmark: _Toc100943880]Permission Modification and Implementation
To restrict access to some regions of the file, e.g., a specific file, specific permissions can be given to each user regarding their access level. Using this method allows management to restrict files within an organisation. As Demonstrated below:
[bookmark: _Toc100943881]Default Permissions:
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[bookmark: _Toc100943882]Configured Permissions:
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[bookmark: _Toc100943883]Verification:
[image: ]Permission verification, to verify the permission changes, it was essential that each user was checked. Below is the non-Admin user. It is unable to save or modify the file.










[bookmark: _Toc100943884]Server Share Drive
Within a server, it was essential that to configure a shared access file within a client device, it must be set up within the share page on the server, which would allow specific user accounts to access the shared drive if added. 
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[bookmark: _Toc100943885]Client Shared Drive Access:
[image: ][image: ]After initial configuration, for the client to receive the created share drive, it must be added by the client administrator within the host client.  It is required to have the full root name of the shared drive location within the server for it to be added.
[bookmark: _Toc100943886]Group Policies
Group Policies are a crucial part of the server and organisational management. GPs are used to send widespread configurations and settings to user groups. There are numerous levels of Group policies, but this task requires the use of Organisational Unit Policies. It is necessary to configure four different policies within this task. 
[bookmark: _Toc100943887]Organisational Unit Creation
[image: ]Within the worksheet, before creating the policies, it was essential to create a new OU where the guidelines would be applied. 



[bookmark: _Toc100943888]GPO 1 – Control Panel Moderation
[image: ][image: ]Firstly, it was necessary to create, configure permissions and moderate access to the control panel for non-Admin users within the created OU. 
[image: ]After implementation, the next step was to force an update to the domain to apply the changes. This method is universal to each GP.
[bookmark: _Toc100943889]Verification
[image: ]Finally, every policy created needs to be verified within the user account.
[bookmark: _Toc100943890]GPO 2 – Command Prompt Moderation
[image: ]Next was the moderation of access to the internal command prompt within the client machine by a non-Admin user. 
As demonstrated previously, the forced update would then be required to enforce this policy. 
[bookmark: _Toc100943891]Verification
[image: ]Verification of GP creation and implementation. 
[bookmark: _Toc100943892]GPO 3 – Removable Drive Access 
[image: ]Removable drives are a massive cause for most major viruses and malware within organisations and devices. Therefore one central policy restricts all unauthorised users’ access to any removable drives within the host client. 
[bookmark: _Toc100943893]Verification
[image: ]Verification of Policy:

[bookmark: _Toc100943894]GPO 4 – Software Download Moderation
[image: ]Moderating software installations ensures the safety and threat negation within an organisational network. One of the main threats within a network is unknown software downloads. This policy provides the dissolution of this problem. 
[bookmark: _Toc100943895]Verification
[image: ]Software Install Denied
[bookmark: _Toc100943896]GPO 5 – Enforcing a Password Policy 
[image: ]The final policy within the worksheet for Task 1 was enforcing a strict password policy. A firm password policy ensures that the chance of passwords being cracked/bypassed is highly reduced. 
[bookmark: _Toc100943897]Verification 
[image: ]To verify the policy, it was necessary to create a new user and attempt to create a password that did not reform the policy. 




[bookmark: _Toc100943898]Worksheet 2 – Task 2 - ROUTING AND PACKET FILTERING WITHIN CORE TCP/IP SERVICES AND CRITICAL FAILOVER/REDUNDANCY PRACTICES
The final aspect of the worksheet was to understand the use of ARP and Routing Tables and the configuration and implementation of Routing and Remote Access services within a network. But also understanding and implementing the use of FTP protocol. 
[bookmark: _Toc100943899]ARP and Routing Commands
[image: ]We can use ARP protocol to identify and investigate what devices or servers have been connected to the host device or whether the ping command has been successful. The outlook of the table is demonstrated below:
[bookmark: _Toc100943900]FTP Server Installation and Configuration
[image: ]Firstly, it was nessecarry to install the relevant features within the server that would allow the use of FTP services.
[bookmark: _Toc100943901]Site Access Configuration and Setup
[image: ]Next, after the initial configuration, the next step was to create a dedicated FTP Site that the client could access within the host machine. 
[bookmark: _Toc100943902]Dedicated User Setup
[image: A screenshot of a computer

Description automatically generated]A dedicated user is required for the FTP server to be accessed by a host. The user is configured as needed below:



[bookmark: _Toc100943903]FTP Upload File Creation
[image: A computer screen capture

Description automatically generated with medium confidence]Before anything is allowed to be created, A destination for upload is requested within the worksheet. This folder will be used to store all uploaded files through FTP.
[bookmark: _Toc100943904]Client FTP Access
[image: ]Next was verifying that the client machine/user could remotely access the FTP server and upload the relevant files using the newly created user. 

[bookmark: _Toc100943905]Verification
[image: ]The final task was to verify that the uploaded file/command was successfully uploaded to the relevant directory within the server. 
[bookmark: _Toc100943906]Routing and Remote Access Installation and Setup
[image: ]The Routing and Remote Access protocol will allow us to create a few networks to enable each network to communicate. In this case, Server 1 and Client 1 can communicate with Server 2 and Client 2. 


[bookmark: _Toc100943907]Enabling Routing and Interface Config
Here, routing is enabled within the server, RIP is added within the server, and each interface within the server is added. These steps are universal to both servers. 
[image: ] 
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[bookmark: _Toc100943908]Verification of Connectivity
[image: ][image: ]Finally, verification was needed to ensure that the routing was configured correctly. 









[bookmark: _Toc100943909]IP Packet Filtering
Packet Filtering is one of the most basic firewall configurations available. It is used to restrict specific access to IP addresses etc. It helps control and moderate access to critical services and protocols within the network. 
[bookmark: _Toc100943910]Filter 1 – PrivateNet1 Moderation
The first filter ensures that no device on PrivateNet1 can access anything within Server 1, including protocol commands. 
Configuration
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Verification
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[bookmark: _Toc100943911]Filter 2 – FTP Access
Filter 2 restricts all access to the FTP server apart from PrivateNet2 Clients. Any other access attempt would be denied. This is done using Outbound Filters on Server 1 for any IP address within Server 2.
Configuration
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Verification
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[bookmark: _Toc100943912]Filter 3 – Specific Host Access
The final filter was to restrict all access to the FTP server apart from the Client 1 host. Inbound traffic filters were used to specify access to Client 1 only. Inbound Filters for 192.168.1.2 on Server 1 and Server 2 Inbound Filter for 192.168.11.2 were used to restrict access. 
[image: ][image: ]Configuration
Verification
This is undertaken by verifying that client one can connect to the FTP server and that Client 2 is denied access. 
[image: ][image: ]






Task 3 – Observational Tasks
[bookmark: _Toc100943913]Password Principles
Passwords are used in everything in this modern age. Password principles are highly used in our security and threat reduction, but what are sound and good password principles? Each password should vary in length and always be unique. The use of first names and surnames within passwords is the most common bypassed or breached passwords. Especially within modern networking, a solid and secure password is a must. One of the most critical password principles is Unique passwords, and no password should be reused more than once. Passwords should be difficult to memorise; each password should be different and contain a different sequence of symbols and alphanumerical digits and Lower- and Upper-case letters. 
Next, each password should also have another authentication/password attached; most passwords and networks now use Multi-factor Authentication, ensuring greater security within the passwords. For example, Microsoft uses a text message to verify your identity.  Also, passwords should be changed in a rotation, and each password should be active for around 60-90 days and then be changed. Finally, never should you have your system remember your password; many people select remember my password. Then the complex password would AutoFill, but the problem is a Hacker with the relevant view software installed would be able to view the saved passwords. 
[bookmark: _Toc100943914]Failover Clustering
A failover cluster is mainly used within organisations and enterprise networks that require a high or continuous availability environment. A failover cluster enables a server to function if there are internal errors as the failover cluster would always have fallbacks and redundant clusters ready. “If one or more of the cluster nodes fail, other nodes begin to provide service (a process known as failover)” [1].
Numerous concepts require thorough consideration and evaluation before deploying an FC within a system. There are many requirements to successfully installing and creating a failover cluster that must be considered, such as each node within the cluster must have a unique IP address within the same subnet – this would cause the range of network IP addresses to decrease significantly and could affect the expandability and scalability of the enterprise network. Also, every individual node within the Cluster is required to run the same operating system for the management software to work correctly; the main drawback of this is that each node would have to have its unique licence key to the OS, which can cost a significant sum to implement on top of the hardware costs. The final central concept is the space required to implement a Failover cluster; each node within the cluster must be within the same domain/organisational unit. Suppose an enterprise runs a small enclose network and wants a failover cluster installed. In that case, the web will become significantly more extensive and require more management and maintenance to ensure each node remains operational. 
Configuration of a Failover Cluster within a server requires several aspects and other roles enabled to install successfully; numerous steps need to be undertaken to be successful. 




The first essential step is creating dedicated storage drives for the implementation of the FC:
[image: Graphical user interface
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And then formatting them within the iSCSI function to create initiator and target servers – As stated by KindsontheGenius:
iSCSI stands for Internet Small Computer Systems Interface. It is standard network-based storage. iSCSI allows you to create storage devices on the network that are accessible via Internet Protocol. The storage disks are provisioned using the iSCSI protocol and are accessible to computers on the network as if they are local to that computer. [2]
To do this, the iSCSI role installation is required if not completed already:

[image: Graphical user interface, text
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[image: Graphical user interface, text, application

Description automatically generated]Configuration of iSCSI:

[image: Graphical user interface, text, application
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[image: Connecting the iSCSI initiators to the target]After the steps above, the target server must be specified in the initiators, and the failover cluster can begin to be configured. 













Figure 1 – Adapted from [2]

[image: Adding the Failover Clustering role]The Failover Cluster can now be configured and created as demonstrated in the figures below:
[image: Adding disks to cluster][image: Successfully creating a failover cluster][image: Failover Cluster Manager]


Figures 2 , 3, 4 and 5 – Adapted from [3]
The steps above are, in essence, the configuration and setup of a Failover Cluster. The sole importance of a failover cluster within an enterprise network can be described as the line between failure/loss and success. A failover cluster would ensure that if any application or piece of hardware fails, then they would still be available due to the failover cluster nodes taking over and initiating the process of Load Distribution – which is if any specific node fails or has an issue, then that particular data load will be transferred to another node. The use of an FC is essentially an insurance policy for application, hardware and data protection.




[bookmark: _Toc100943915]Network Construction
[image: ]When building and designing a network, we must consider numerous aspects that could affect the overall success and efficiency of the network constructed. A typical enterprise network topology should consist of a central server/hub, an internet/server network, and a dedicated data centre, each with internal servers/switched based on relevant departments within the enterprise.  Below is an example topology of a medium-sized network: 
The topology above demonstrates a brief overview of a district/country enterprise network; each network is connected through a firewall for security filtering. There is a remote access function for home working and a data centre/farm to store all corporate data externally to make it more secure. 
[bookmark: _Toc100943916]Policies
It is essential to have numerous policies within a network based on specific functions such as work and data storage and security, etc.  I will suggest the most critical guidelines I would implement within an enterprise network.
Account Management and Creation Policy
The first initial policy to consider is Account Management and Creation Policy. This policy is essential to have secure users and account creation within the network. Below are a few of the main policy concepts to implement in this network:
1. Every Account created must have signed approval from a manager/higher up for that company service. 
2. Shared Accounts will not be Permitted.
3. Every Default Password must conform to the company/organisational password policy.
4. After termination of staff, their associated account should be immediately deleted. 
5. System Administrators have the right to enable and disable accounts and edit any information that does not conform to company policy. 

Password Policy
This policy can be regarded as the most critical policy within information security. Without a solid and failproof policy, the network could quickly become compromised. 
1. Passwords must be Unique, and no common names used
2. Passwords cannot be reused 
3. Passwords must contain a variety of alphanumerical characters and symbols.
4. Passwords should be changed every 60-90 days
For Administrator Accounts:
1. Administrators should not forgo the above policy due to ease of use
2. Passwords should be a minimum of 12 characters while adhering to the guidelines above
3. Administrators should ensure that the same passwords are not used on multiple accounts. 
[bookmark: _Toc100943917]Security and Threat Management
The final most important thing within a network is its internal and external security. Security within the network can be done in numerous ways, such as through policies. Still, there are further improvements and software than can be used to ensure proper security and threat mitigation. 
The first important thing is to run an anti-virus and anti-malware software within every device on the network. This can be done by specific programming to install new software on each new device added to the network automatically. Next, using an MFA (Multi-Factor Authentication) method To login into the internal devices and networks would increase overall security. We could use bit locker drive lock, VPN and Authenticators simultaneously to improve safety. 
Finally, when thinking about overall security, it is essential that the network administrators would be able to monitor all active devices and users and monitor their activity. This would ensure no unauthorised activities would occur. This can also be mitigated by administrators setting privileges levels within user accounts. An example of this is that non-Admin users are not allowed to download the software but can browse the internet, etc. 









2

image2.png
i Client 1 Running] - Oracle VM VirtualBox

Fie Machine View Input Devices Help

(31 51 [ = | Share Fis NOSS - o x

2 ) jome shweiew

. 4 Ll < LocalDis. > Share Fis NOSS v Search sh

Quick access
Desitop

Dovrioad:

Essento Fle

Documents

= Pictures
OneDive
ThispC.

¥ Network

R o e oseacn = an e 27 &




image3.png
8 Cient 1 (nring) - Oracle VM VitsBes

Oumer Dot G VT G ©
o fomatin, St s sy o oy e, s e s i)
s Pt @ e

£ Tpeeretoseach





image4.png
i Chent 1 (Running) - Oracie VM VirtuaBox
Fie Wischine

)

Ve inpur_Devces o

GE
e

1 Advanced Secuty Setings orShre s NOSS

Ovmer Darie A Cation (WWT-DC@restask st ©

Permisions | Audting | BfeciveAccess

Permizion nte

For dtons nformation, douse-click  ermisio ey, To mociy s permision ety slct he ey and cick £ svalebe)

Ensblennrance

Repace ol chidobjct pemision enrie with inhrsbl paision enis o tis bject

e pinapa cces anertedrom vt

2 Allow Daniel & oo (NWT.DCE.. Fullontsl None hs o, sbloder nd e

2 ow  Johm Smith (NWT-5Gnosster.. Rerd & execte Hone Ths oo, sbloers and e
sda ==

o Cancel =





image5.png
W Client 1 Full[Running] - Oracle VM VirtualBox

Fie Machine View input Devices Help

Rl |
ot fom o

Test 1
e
]
o]
e

Y e e oseaen

x

Notepad x

Cshare s NOSSEssenta it sa
Tou do ot have permision o open i fl. See the owner

ofthe e o an administator to obtin permisson.

o

Ln2 Colt 100%  Windows (CRLP) _ UTF-8

. 1348
@ueme 20 @




image6.png
P New Share Wizard

Confirm selections

proi

Share Location

Confirm that the following are the correct settings, and then click Create.

‘SHARE LOCATION
Server:

Cluster role:

Local path:

‘SHARE PROPERTIES
Share name:
Protoco:

Access-based enumeration:

Caching:
BranchCache:
Encrypt data:

DCT-NWT
Not Clustered

CiShares\Share.Files NOSSS

Share Files NOSSS
M8

Enabled
Enabled
Disabled
Disabled

TAsks v

106 GB Used Space.
139 GB Free Space

Resource Manager must be
lalled.

Manager,start the Add Roles
res Wezard,





image7.png
Share Files NOSSS (WDCT-NWT) )

HEEE Mamsge
1 T > e Fles NOSSS ‘o Snae Fies NOSS: wn @

Quick scces

Desktop
Downleace
Documents

= Ftues
Onebive
mispC

p—

(3

o P
= B D) B g





image8.png
BB Client 1 Ful Runnin) - Oacl VM Vituslox

Fie Machine View input_Deices

sl

e - o x

> 0

nd « 43 e s

v Quickscees

Desktop ’ 30 Objects. r Desitop
] Downloads.
Documents Documents Downloads
joatdlh " B
1
4 |
£ —
»

= W o, B





image9.png
. |

Recycle in

Fle Acion View Help

- =]

3 Active Directoy Users and Com
Saved Queries

© 3 rossaskimstt

Name e Deserption
B MsM .. User
1 suiin
Computers
51 Domain Conrles
ForagecurtyPrincipt
Manoged Senice Accou
vsers
Non-Admin Users





image10.png
=/ Group Policy Management Editor
File Action View Help

e am = Em v

State Comment

Setting
Add or Remove Programs

Display

Personizstion

Printers

Programs

Regions! and Language Options

Hide specified Control Panel tems

Aways open AllControl Panel tems when opening Control
[ ]Prohibit access to Control Panelsnd PC setings
Show only specifed Control Paneltems
Settings Page Viibilty

No
No

Not configured
Not configured

No
No

Not configured
Not configured

5] NoCtrlPanAccess [DCT-NWT.N{ Control Panel
(& Computer Configuration
ol Profibit sccessto Control Panel and
Preferences. re
8 s Confguion Edit polcy stting
Software Settings || Requirements:
Windows Settings || A least Windows 2000
v (5 AdminstotiveTemp | o
v [ Control Panel || piczbles al Control Panel programs
‘Add or Remol | and the PC settings app.
Display
Personalizti | This setting prevents Controlexe snd
prrsonal221)| systemsettings.exe, the program fle
for Control Panel and PC settings,
Programs |l from starting. As a result, users
Regional and | cannot start Control Panel or PC
Desktop settings, or run any of their items.
Network
Shre Flders | T3 removesConie el
Stort Menw and T | T eeart screen
System File xplorer
Windows Compc]
2 AllSettings || This stting removes PC setings
Preferences. from:
The Startscreen
Settings charm
Account picture
Search results
Ifusers try to select s Control Panel
item from the Propertes tem on a
Context men, s message appears
explaining that s seting prevents the
action
< > |\ Bxtended (Standard

5 setting(s)





image11.png
4 Group Plicy Mamagerment

% Fle Adion View Window Help

o @
Non-Admin Users.
Lked Group Poley Cooct Grup Py e

oup oty Management
Deegmin

| Forest nosstaskmatt

5 Domain:

~ 82 nosstaskmtt [ Te— Ehowed  kEmbied | GPOSutm

Detaut DomainPotic 1 ™ Yo Ebied

Domain Controlers

51 Non-Adrin Uses
o NoCsnicces
(Group Poicy Objects
S Wi

3 Stoner G905

g stes

i Group Polcy Modeing
Group Pl Resls





image12.png
File  Action

&9

iicrosoft Windows [Version 16.8.17763.737.
(c) 2618 Microsoft Corporation. All rights reserved

[c: \Users\Administratorsgpuupdate /force
"gpuupdate’ is not recognized as an internal or external command
operable program or batch file

c: \Users\Administratorsgpupdate /force
updating policy. ..

conputer Policy update has completed successfully
user Policy update has completed successfully

c: \Users\Administrator>

explaining that a setting pi
action.

> |\ Btended (

3
-
% g B

©
Jus
[0
|
[
(]
m
m





image13.png




image14.png
(2 Group Policy Management - x

(% File Action View Window Help &%
e 2ol s
roup Policy Management NoCmdPrmptAccess
\ Forest: nosstasmstt S e | St Do
[ Domains
< 3 nostaskmstt P,
{ Defaut Domain Policy NT AUTHORITY\Authenticated Users. ~
Domain Controlers
v &1 Non-Admin Users e
] NoCmdPrmptacci Thee!roups and users have the specfied pemission for this GPO
i/ NoCtrlPanAccess
3 Group Polic Objects Name Alowed Pemissions Iherted
5 WMI Fitters NOSSTASK\Domain Admins Edt settings, delete, modiy securty No
[ Starter GPOs NOSSTASK\Enterprise Admins Edi settings, delete, modify security No.
] e ety Model NT AUTHORITY\Authertcated Lsers Read from Securty Fiterng) No
B croup by R~ NTAUTHORITY\ENTERPRISEDOMAN  Read No
CONTROLLERS
NT AUTHORITY\SYSTEM Edi settings, delete, modify security No.
Computer Configuration (Enabled)
Nosetings deined.
User Configuration (Enabled)
Administrative Templates
Policy definitions (ADMX files) retrieved from the local computer.
System
Policy Setting Comment
Pevent acoess tothe commandpronpt._ Enabled
Disbl the command prompt scrpt pocessing a2 No

v





image15.png
i

Corporation. ALl rignts
y key o continue - - . o

o & LR gm0 B





image16.png
(& Group Policy Management. -

X
& File Acion View Window Help - ax
e 2@ e Bm
2 ;inup Policy Management || NoRemDriveAccess
v &\ Forest nosstaskmsft
Scope | Detais Settngs | Delegaton
v 3 Domains " =
~ & nosstaskmstt
] Default Domain| = &
51 Domain Contro| NT AUTHORITY Atherticated Users
v 2] Non-Admin Usq
] NoCmdPrm| Delegation
i tocupms [T r———
% Group Policy O Name Alowed Permissions Inherted
MIFitters NOSSTASK\Domain Adrins Edt setings delete, mody securty No
4 5 Starter P05 NOSSTASK\Entemprise Adrins Edt setings delete, mody securty No
§#¥ Group Policy Modeling| NT AUTHORITY\Autherticated Users. Read from Securiy Fitering) No
2 Group Policy Results NT AUTHORITY\ENTERPRISE DOMAIN  Read No
CONTROLLERS
NT AUTHORITV\SYSTEM Edt setings delete, mody securty No
Computer Configuration (Enabled)
No setings defined.
User Configuration (Enabled)
Administrative Templates
Polcy defrtons (ADMX ) retfieved rom th local computer.
‘System/Removable Storage Access
Policy Setting Comment
Al Removable Storage classes: Denyl  Enabled
access v
< >





image17.png
>
oz
Lk
r Desttop.
x
onedive ]
e

DOme®)

-~





image18.png
(& Group Policy Management.

- X
& File Acion View Window Help - ax
e 2@ e Bm
[ Group Policy Management | NounauthSoftinstalls.
v A Forstnostaskmsft || e Dusiy Seings Delegaion
[ Domains
~ & nosstaskmstt =7
7 Defoutt Domain NT AUTHORITY Atherticated Users A~
Domain Contro
lon-Admin Us (==
B NWTClientCom| These groups and users have the specified perission for this GPO
] Nounauthsc
(5 Group Policy Ol Name Alowed Permissions Inherted
[ WM Fiters NOSSTASK\Domain Adrins Edt setings delete, mody securty No
(3 starter GPOs NOSSTASK\Entemprise Adrins Edt setings delete, mody securty No
] e ey Modin NT AUTHORITY\Authentcated Users Read from Secuty Fiterng) No
B ooty iy T o
CONTROLLERS
NT AUTHORITV\SYSTEM Edt setings delete, mody securty No
Computer Configuration (Enabled) &
Administrative Templates
Polcy defrtons (ADMX ) retfieved rom th local computer.
Windows Componerts/Windows Installer
Policy Setting Comment
Prohib Usernstalls Enabied
User Instal Behavior: Hde User stals
User Configuration (Enabled)
No setings defined. v

12:

D o B




image19.png
Do you want to allow this app to make
changes to your device?





image20.png
4
& Fle Acton View Window Help -a

e am X6 Hm

5 Group Poiic]
v A\ Forest
% Dom| File Acion View Help

vRAles 2@ XE HD ~

5 Group Policy Management Editor - o x

© 5 Comptr oo ey Policy Setting
M 5 Software Settings

v (2] Windows Seting:
q 5] Name Resolut

q 2 Scripts (Startu -
E = Deployed Prin Password must meet complexity requirements Enabled

B < 2, SecuritySetr Store passwords using reversible encryption Disabled
& oo v 3 AccountP

Enforce password history 6 passwords remembered
Maximum password age 10 days
Minimum password age 1 days.

3 Local Polc
>  Eventlog
4 Resticted
e [
4 Registry
74 File Systen
Wired Net
[ Windows |
[ NetworkL
Wireless N
5 Public Key
3 SoftwareF ,
< T

No settings defined. v





image21.png
User

Pol

Creatern:  nosstask msft/Users

When you cick Firish, the folowing object wil be created:

sccount for ad.
sin this group c.

Full name: Ben BS. Srmith
User logon name: BS@nosstask msft

The password never expires.

s of this group
s of this groupt.

< in this aroun

Active Directory Domain Services

Windows cannot set the password for Ben BS. Smith because:

The password does not meet the password policy
requirements. Check the minimum password length, password
complexity and password history requirements.

B Enterprise .. Securty Group.. Membersof tis group
B Group Polic.. Security Group.. Membersn this group .
F;6uest User Buitin account for gu.
B lomsmith  User

B Key Admins  Securty Group.. Membersof this group
B Protected Us. Securty Group.._Members o this aroun

1245
D o B





image22.png
:\Users\Administrator>ARP -A

Interface: 192.168.10.200 --- 0X3
Internet Address Physical Address Type
192.168.16.255 FE-FE-FE-FE-FF-FF  static
224.0.6.22 01-00-50-00-00-16  static
224.0.6.251 01-00-50-00-00-fb  static
224.0.6.252 01-00-5-00-00-fc  static
Interface: 192.168.1.1 --- 6X5
Internet Address Physical Address Type
192.168.1.255 FE-FE-FE-FE-FF-FF  static
224.0.6.22 01-00-50-00-00-16  static
224.0.6.251 01-00-50-00-00-fb  static
224.0.6.252 01-00-5-00-00-fc  static

Users\Administrator>route print

Interface List
3...08 €0 27 62 82 66 ...... Intel(R) PRO/1006 MT Desktop Adapter
5...08 @0 27 af eb 67 ......Intel(R) PRO/1006 MT Desktop Adapter #2
eiieeiieieeie.......SOftuare Loopback Interface 1

IPva Route Table

Active Routes:

Network Destination Netmask Gateway Interface Metric
127.0.6.0 255.0.6.0 on-link 127.0.6.1 331
127.0.6.1 255.255.255.255 on-link 127.0.6.1 331

127.255.255.255  255.255.255.255 on-link 127.0.6.1 331
192.168.1.6  255.255.255.8 on-link 192.168.1.1 281
192.168.1.1 255.255.255.255 on-link 192.168.1.1 281

192.168.1.255 255.255.255.255 on-link 192.168.1.1 281
192.168.16.6  255.255.255.6 on-link  192.168.10.206 281
192.168.16.260 255.255.255.255 on-link  192.168.16.208 281
192.168.16.255 255.255.255.255 on-link  192.168.10.206 281
224.0.6.0 240.0.6.0 on-link 127.0.6.1 331
224.0.6.0 240.0.6.0 on-link  192.168.10.206 281

L 85 6 mFE





image23.png
[ Add Roles and Features Wizard - X

N
Confirm installation selections oCh T e

o instal the following roles, role services, or features on selected server, click Instal.

You Begin

Instalation Type [ Restart the destination server automatically f required

r Selection Optional features (such as administration tools) might be displayed on this page because they have been selected automatically.If you do not want

toinstall these optional features, lick Previous to clear their check boxes.
 Rol

Web Server (I5)
Web Server
Common HTTP Features
Static Content

Default Document

Directory Browsing
HTTP Errors
Security
Request Fittering
Health and Diagnostics
HTTP Logging
Performance
Static Content Compression

Management Tools
1IS Management Console

FTP Server
FP Service

Export configuration settings
Specify an alterate source path

o] [ o> | [ [l





image24.png
€5 Internet Information Services (IS) Manager
S e

« » DC2-NWT » Sites »
Fie View Help N

‘3' Sites.

Actions

& AddWebsie
et WebsiteDefutts,

23 lustmr - [Local Usersand o,

§5 Start Page.
L oo | - 6o - GShowAll | Goupby NoGrowping - e
‘Application Pocls Nome o Sotws  Binding patn it
Stes @ defaut Webse 1 Started (... 80 (rtp) SystemDrvesiin
@ MYFTPSITE 2 Started (fp)  *21: (ftp) Chinetpub\ftproo || @ Help

15:12

B e B




image25.png
{8 Server 21 [Running] - Oracle VM VirtualBox - o X

File Machine View Input Devices Help

Settings

@ Home Other users
Other users

Accounts

Add someone else to this PC
4e

Your info ftpuser22
Local account

@, Sign-in options

A, Other users

12

D o B





image26.png
{8 Server 21 [Running] - Oracle VM VirtualBox

File Machine View Input Devices Help

NEEEE
Wome  share  view

~ 4 [ > ThisPC > LocalDisk (C:) > inetpub > ftproot » v O | Search ftproot

Nome Datemodiied | Type
Quickacces
1 FoUplosd 420221540 File folder
I8 Deskop
Dowrloads
9 Documents

&) Pictures
This PC

¥ Network

12

D o B




image27.png
Mier
iz}

ommand Prompt - ftp 1

C:\Users\Client 2>ftp 192.168.11.1
Connected to 192.168.11.1.
226-Microsoft FTP Service
226 Welcome to the Site

200 OPTS UTF8 command successful - UTF8 encoding now ON

User (192.168.11.1: (none))
331 Password required

Password

236 User logged in.
[Ftp> Idir C:\MyFTPFiles
Volume in drive C has no label
Volume Serial Number is 186A-B4B2

Directory

11/04/2022
11/04/2022
11/04/2022

200 PORT command successful

550 Access

of C:\MyFTPFiles

15:18  <DIR>
15:18  <DIR>
15:18

1 File(s)

Ftpuser22

@ myftpfilezupload. txt

o bytes

2 Dir(s) 1,989,076,848 bytes free
Ftp> cd FTPUpload

256 CuD command successful
Ftp> put C:\MyFTPFiles\myftpfile2upload.txt

is denied.

Ftp> put C:\MyFTPFiles\myftpfile2upload.txt

200 PORT command successful
125 Data connection already open; Transfer starting

226 Transfer complete.

Fp> o

Titem

=

@ 14°C A~ T Q) ENG

1540
oz B




image28.png
% Add Roles and Features Wizard -

X

Confirm installation selections DESTINATION SERVER

ESXv——

o instal the following roles, role services, or features on selected server, click Instal.

] Restart the destinston server automatical f required

Optional features (such as administration tools) might be displayed on this page because they have been selected automatically.If you do not want
1o nstall hese opional festuresclick PRgous o cesrther check b

RAS Connection Manager Administration it (CMAK)
Remote Access

DirectAccess and VPN (RAS)

Routing

Remote Server Administration Tools
Role Administration Tools.

Remote Access Management Tools.
Remote Access GUI and Command-Line Tools:

Web Server (IS)
Web Server

Common HTTP Features
Static Content

Default Document
Directory Browsing
HTTP Errors

Security
Request Fittering

1P and Domain Restrictions.

Health and Diagnostics

Export configuration settings
Specify an alterate source path

o] [ o> | [ [l





image29.png
%

= @ » DCZNWT » Stes » MYFIPSITE » @
Fie View Help
Connections (112 [ = | FreUpload - B x
e iz 8 home  shre view © oo
T StrtPage B r5aved
. [Chinetpub\iproot FTPUpload] o | sechrraL
€5 DC2-NWT (DC2 ! —~ 1
Application Name Datemodfied | Type size
v &l Sites # Quick access
myftplil2upload /0420221540 TextDocument oke
gmm M pesion ) mytepfiezupl 1047
MYETPSI
3 Downloads
& Documents
) Pictures
[ This PC
& Network

<

Configuration: ‘applicationHost.config’ o

e





image30.png
ADDS
& DNs

R File and S
fo s

i Remote Ad

File

T Routing and Remote Access

Action View Help

" Routing and Remote Access
5 Sever Status
B DCI-NWT (local)

“E e

Done.

T NetworkInterfaces
53 Remote Access Logging

& pw

 Generst
T sttic Routes

s @ XEC HE

Routing and Remote Access Is
Configured on This Server

This server has already been configured using the Routing and
Remote Access Server Setup Wizard. To make changes to the
current configuration, select an item in the console tree, and then
on the Action menu, dlick Properties.

Enable DirectAccess on this Server

You are currently using only VPN for providing remote access to
your dlients. You can use rich remote access experience based on
DirectAccess by enabling Directaccess on this server. Using
Directaccess, your domain-joined diients can seamlessly connect
to your corporate network. To enable DirectAccess on this server,
you can run the "Enable DirectAccess” wizard by selecting the
“Enable DirectAccess..." option on the action pane on the right or
on right-clicking the machine node on the left.

Hide

£ DNS

@ Manageability
Events

Services
Performance

BPA results

1548
D o B




image31.png
{8 Server 21 [Running] - Oracle VM VirtualBox
Help

Devices

View Input

File  Machine

T Routing and Remote Access

on View Help

. Routing and Remote Access
ServerStatus =
LDy et U mode
B Network nterfaces || B Publcet Periodic 56
&3 Remote Access Logging| | & PrivateNet2 Periodic 56
v E by
H Geners
T staic Routes
Fre
e

Responses sent

ROLES AND SERVER GROUPS

By B




image32.png
Miet
iz}

‘ommand Prompt

Approximate round trip times in milli-seconds
Minimum = ems, Maximum = @ms, Average = ems

lC: \Users\nut-dc>ping 192.168.10.201
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