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Introduction

This report will talk about what the Internet of Things (IoT) is, where it is used and how it can be used effective the use of IoT devices are in a Business Environment and a Home Environment. Furthermore, the author will talk about Smart Home Concepts and illustrate an effective use of Smart Home Devices within a home environment, explaining the positives and negatives within the report. 
IoT – What is Internet of Things? 

Internet of Things, abbreviated to IoT, is a term used for devices that are connected to the internet. These devices can be anything from kettles and watches to televisions and fridges. The Internet of Things (IoT) is a network of interconnected devices, systems and services within the existing Internet Infrastructure. The main purpose of the IoT is to allow for ‘all things connected’, in the communication between devices and objects, creating a more direct integration between the physical world and computer-based systems.  

How does IoT work? 


Figure 1
Figure one is an image taken from an article, in which the author briefly explains the process of the smart devices data and the process it goes through. He explains how the IoT devices gather the data, where it gets sent through the internet for processing. The data is then analysed centrally, normally at a Data Centre, or the cloud; although this is not always possible in cases such as shutoffs in industrial settings. The final action of the process as described by the author is that the Instructions based on analysis are returned to the devices. 

Why and Where is IoT used? 

There are various articles and website research that shows IoT devices are used worldwide, they are used in the home, corporate environments, medical facilities and industrial companies. IoT devices are used to in nearly everything that an individual owns or uses, from smart kettles and fridges in the household, to watches that you wear daily. Smart Devices also include medical electronics that are vital to helping patient care. As mentioned in an NCTA. Article from 2015, on an optimistic level, estimates show that there will be over 50 billion connected devices by 2020. 

What are IoT devices? 

The Internet of Things, which enables the network interconnection of everyday objects, is popular in many aspects of our lives from entertainment to health care. There are a range of IoT devices available for personal use, for example; smart watches, smart home appliances which include fridges, kettles and lightbulbs. The device itself will use an internet connection to link to a phone or tablet, which enables you to control the smart device from another location.  This can be particularly helpful if you want to warm up your house on a cold evening before you arrive home; you can turn on the heating, or quite lazy if you want to turn on your light without getting off the sofa, depends on your personal views.  

What are the positives of IoT Devices? 

Nearly all IoT devices require a link to the internet in order to use the device, and this link enables several devices to work together in a household, as well as being a valuable technology for remote and networked control of devices and data sources in corporate environments.  A survey carried out by J Clement, published on Statistca.com, shows that there are almost 4.57 billion people in the world using the internet, which accounts for 59% of the population.   
While there are several positive aspects of IoT devices, these are all often clouded with the negative security and privacy issues that are found from using these devices. 


What are the negatives of IoT devices? 

While there are several positives of having IoT devices within the home and business, there are also several negatives aspects of this as well, these include Information Misuse, Privacy Issues and Confusing Customers. The fact that data associated with IoT devices is sent through the Internet and stored in the cloud can make it vulnerable, exposing IoT devices to hackers.  The pricing tables provided by IoT providers aren’t easy to read along with the usage rates, which means the customer doesn’t fully understand whether their current deal, or the new deal would be the best, normally meaning the customer doesn’t get the best available deal. 

Information Misuse and Privacy Issues

Acquiring IoT devices such as smart bulbs, smart watches and even smart kettles usually means that you are required to input personal information into a sign up form or an application that controls the device from a mobile phone etc. which in turn means there is an opportunity for data compromise.  
The authors of The Journal of Marketing Management discuss Information Misuse and Privacy Issues around IoT devices. As the IoT involves tracking, monitoring and assembling detailed information about customers in order to serve them better, there is a potential for the misuse of information.  Other research articles share the same thoughts involving the privacy issues around IoT devices. 
Everything that is connected to the internet can be hacked, IoT products are no exception to this unwritten rule. There’s also the issue of surveillance. If every product becomes connected, then there’s the potential for unbridled observation of users. 

What is a Smart Home? 

A smart home/building is a building that uses internet-connected devices to enable the remote monitoring and management of appliances and systems, which includes such things as lighting, heating and refrigerators.  Users of smart technology within the home, often use these devices for convenience, comfort or energy efficiency or all three reasons, as the devices can be controlled from anywhere, which is a major benefit. For example, rushing to leave for work, and you forget to turn the heating off, this can be done on your mobile device which is efficient and energy saving. 
The author of an article for techtarget.com explains some uses of smart devices in the home. Some examples are; Using smart locks and garage-door openers, users can grant or deny access to visitors. Smart locks can also detect when residents are near and unlock the doors for them.  Smart Security cameras allow residents to monitor their homes while they are away on vacation. Smart motion sensors are also able to identify the difference between residents, visitors, pets and burglars, and can notify authorities if suspicious behaviour is detected. 


4.1 Building a Smart Home effectively 

From the research the author has conducted, it appears to her that there is no one way to build a smart home effectively, there are tips online that help users build a more effective smart home, by locating ‘dead spots’ for example. By locating these ‘dead spots’ and advising users to plan their smart home prior to buying and implementing several devices, allows the users to benefit the most from the implementation of their devices, ensuring connectivity 24/7 and from any location. 

Implementation of IoT Devices

Figure two, below, shows a basic design by the author as she shows a brief design of how IoT devices could work together in the home. 

One example of how Smart devices can be used in the home is the heating devices, there is a temperature monitor located at the top of the stairs, this is located in an open space of the residence to ensure the temperature is as accurate as it can be for the whole house and not just one particular room. The temperature monitor will be linked to the thermostat located downstairs. The residents will be able to set their preferred temperatures on the monitor, and once they are reached the thermostat will either turn off the heating or turn it on. Both devices will be connected to a mobile device, which can control the thermostat from anywhere, so forgetting to turn the heating off will not be a problem anymore. 
Another example would be connecting the lamp upstairs to the coffee machine downstairs. This could be set so the lamp is on a timer to come on in the morning, when the lamp turns on, it connects to the coffee machine downstairs which turns on to warm up, having your coffee warm and waiting for you by the time you come downstairs. All the devices can be linked to a mobile device to be controlled remotely as well, which is helpful. 
One of the advantages of these systems is that they are light, from an infrastructure standpoint, explained the author from a New York Times Article.  Ensuring a strong Wi-Fi connectivity throughout the residence, locating any dead spots and having enough power to provide connectivity to all the IoT devices connected in the home, will help with building a smart home. Although, it is recommended that your Smart devices do not sit on the same network as your personal devices, the reasoning behind this is simple; by keeping all of the IoT equipment on a separate network, any compromise of a ‘smart’ device will not grant an attacker a direct route to a user’s primary devices, usually where most of their data is stored. Jumping across two networks would require considerable effort from an attacker. 
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