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[bookmark: _Toc227666123]Introduction
Modern organisations operate in highly distributed environments characterised by hybrid workforces, cloud computing, Software-as-a-Service (SaaS), and artificial intelligence (AI) driven systems. Traditional perimeter-based security models are increasingly ineffective against modern cyber threats that exploit compromised credentials, insider threats, and misconfigured cloud services. Attackers frequently bypass firewalls by exploiting identity-based weaknesses and then move laterally across trusted internal systems. These challenges have driven the adoption of Zero Trust Architecture (ZTA), which removes implicit trust and enforces continuous verification of users, devices, and applications before granting access to resources [1].
Zero Trust Architecture operates on the principle of “never trust, always verify,” meaning that every access request must be authenticated, authorised, and validated regardless of network location. This model differs significantly from traditional approaches where users inside the network are automatically trusted. The increasing adoption of remote work, cloud platforms, and third-party integrations has accelerated the need for Zero Trust implementation. Organisations must therefore design security architectures capable of anticipating, protecting, detecting, and automatically responding to threats using identity-centric security controls and continuous monitoring [1], [2].
Recent academic research emphasises that Zero Trust is not simply a technological solution but a paradigm shift in cybersecurity. According to Rose et al. [1], organisations must transition from static trust models to dynamic trust evaluation mechanisms. Furthermore, Kindervag [2] argues that the concept of implicit trust is fundamentally flawed in modern environments where attackers can easily exploit identity-based vulnerabilities. As digital transformation accelerates, Zero Trust becomes essential for maintaining secure and resilient information systems [7].
[bookmark: _Toc227666124]Traditional Security Model Limitations
Traditional security architectures rely on network boundaries, firewalls, and Virtual Private Networks (VPNs) to protect internal systems. Once authenticated, users are typically granted broad access privileges. This trust-based model introduces significant risk because attackers who compromise credentials can move laterally across systems without additional verification. This problem is particularly severe in hybrid workforce environments where users connect from unmanaged devices and remote locations [2], [3].
Another limitation of perimeter-based security is its inability to protect cloud services effectively. Modern organisations rely on multiple cloud providers and SaaS platforms that operate outside traditional network boundaries. Network-centric controls cannot enforce consistent access policies across distributed environments. Furthermore, VPN solutions extend network-level access instead of restricting application-level access, increasing the attack surface [4].
In addition, traditional models struggle to address modern attack techniques such as phishing, credential stuffing, and social engineering. Research shows that a significant proportion of cyberattacks originate from compromised credentials, highlighting the limitations of static authentication mechanisms [8]. Once attackers gain access, the absence of continuous monitoring allows them to remain undetected for extended periods.
Another major weakness is the lack of visibility across systems. Traditional security tools operate in isolation, making it difficult to correlate events and detect advanced threats. According to Aftab et al. [9], the lack of integrated monitoring systems significantly reduces an organisation’s ability to detect and respond to cyber threats in real time.

[bookmark: _Toc227666125]Zero Trust Architecture Principles
Zero Trust Architecture is built upon a set of fundamental principles that redefine how access to systems and data is controlled. One of the most important concepts is the enforcement of least-privilege access, where users are only granted the minimum permissions necessary to perform their tasks. This approach reduces the likelihood of privilege misuse and limits the potential impact of compromised accounts.
Another critical principle is continuous authentication. Instead of relying on a single login event, access decisions are evaluated continuously based on factors such as user identity, device condition, and contextual risk. This ensures that access privileges can be revoked if abnormal behaviour is detected, even during an active session.
Network segmentation is also a key component of Zero Trust. Rather than allowing unrestricted movement across systems, resources are divided into smaller, isolated segments. Each segment requires independent authentication and authorisation, preventing attackers from spreading across the network if one area is compromised.
In addition, identity management plays a central role in Zero Trust environments. Authentication mechanisms such as Multi-Factor Authentication strengthen identity verification and reduce reliance on passwords alone. Continuous monitoring further supports this model by analysing system activity and identifying potential threats in real time, enabling rapid response when anomalies occur.

[bookmark: _Toc227666126]Core Zero Trust Technologies
The implementation of Zero Trust Architecture depends on a combination of modern security technologies that work together to enforce access control and provide visibility across systems. One of the key components is Zero Trust Network Access, which replaces traditional VPN solutions by granting access to specific applications rather than entire networks. This significantly reduces the exposure of internal resources.
Another important element is the integration of networking and security through cloud-based models such as Secure Access Service Edge. This approach allows organisations to apply consistent security policies across distributed environments, regardless of user location.
Identity verification is strengthened through Multi-Factor Authentication, which requires users to provide multiple forms of verification before access is granted. Endpoint security is also critical, with Endpoint Detection and Response solutions continuously monitoring device activity to identify suspicious behaviour.
In addition, centralised monitoring platforms such as SIEM systems collect and analyse data from multiple sources, enabling organisations to detect potential threats quickly. Cloud environments are further secured through tools that identify configuration errors and enforce compliance policies. When combined, these technologies create a comprehensive security ecosystem that supports continuous monitoring, rapid detection, and automated response.
[bookmark: _Toc227666127]Implementation Challenges
Despite its benefits, implementing Zero Trust Architecture presents several challenges. Organisations must redesign legacy applications that rely on network-based access. Identity management systems must be integrated across multiple platforms including cloud services and on-premises infrastructure. This increases complexity and requires careful planning [4].
Another challenge is user experience. Continuous authentication and least-privilege access may introduce additional verification steps. Organisations must balance security and usability to ensure productivity is not negatively impacted.
Multi-cloud environments further increase implementation complexity because each provider has different security controls. Maintaining consistent policies requires strong governance frameworks and automation tools.
Cost is also a significant factor. Implementing ZTNA, SIEM, identity management, and monitoring tools requires substantial investment. However, Zero Trust improves operational resilience and reduces breach impact, making it cost-effective in the long term [4].
Additionally, organisational resistance can hinder implementation. Employees may perceive Zero Trust controls as restrictive. Therefore, training and awareness programmes are essential to ensure successful adoption.

Compliance and Regulatory Alignment
Zero Trust Architecture supports compliance with modern regulatory frameworks including:
· General Data Protection Regulation 
· NIS2 Directive 
· Digital Operational Resilience Act 
These regulations require strong access control, monitoring, and incident response capabilities. Zero Trust enforces least-privilege access and continuous logging, which align with GDPR data protection requirements [5].
NIS2 requires organisations to implement cybersecurity risk management and incident reporting mechanisms. Zero Trust supports these requirements through continuous monitoring and automated response capabilities [5].
DORA focuses on operational resilience in digital systems. Zero Trust enhances resilience by limiting lateral movement and enabling rapid containment of incidents [6].
Academic studies confirm that Zero Trust simplifies compliance by providing auditable logs and enforcing consistent access controls across environments [7].

[bookmark: _Toc227666128]Critical Evaluation
Zero Trust Architecture significantly improves security posture compared to traditional models. Continuous authentication prevents attackers from exploiting compromised credentials. Micro-segmentation limits lateral movement. Automated monitoring improves detection capabilities. These benefits make Zero Trust particularly suitable for hybrid workforce environments and cloud-based infrastructures.
However, Zero Trust is not a single product but a strategic framework. Organisations must redesign identity management, segmentation, and monitoring processes. Poor implementation may introduce complexity and operational overhead.
Furthermore, reliance on identity systems introduces potential risks if identity providers are compromised. According to Fernandez [11], identity systems must be protected with redundancy and strong governance to avoid becoming single points of failure.
Despite these challenges, Zero Trust remains one of the most effective security architectures for modern organisations, particularly when combined with strong governance and risk management strategies.


[bookmark: _Toc227666129]Conclusion
Zero Trust Architecture represents a significant shift from traditional perimeter-based security to a model centred on identity, continuous verification, and least-privilege access. By addressing key limitations of traditional security approaches, such as implicit trust and lack of visibility, Zero Trust improves protection against modern cyber threats, particularly in cloud-based and hybrid environments.
The integration of principles such as micro-segmentation, continuous monitoring, and strong identity management enables organisations to reduce lateral movement and enhance threat detection. Additionally, alignment with regulatory frameworks such as GDPR, NIS2, and DORA highlights the relevance of Zero Trust in supporting compliance and operational resilience.
However, successful implementation requires overcoming challenges related to complexity, cost, and organisational change. Overall, Zero Trust provides an effective and forward-looking framework for securing modern digital environments and is increasingly essential for organisations facing evolving cybersecurity threats.
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[bookmark: _Toc227666133]Introduction
MediTrust Analytics Ltd operates in the HealthTech sector, delivering AI-driven clinical decision support systems and cloud-based platforms to healthcare providers. The organisation handles highly sensitive information, including patient medical records, diagnostic imaging data, and real-time inputs from IoT-enabled monitoring devices. Due to the critical nature of this data, maintaining confidentiality, integrity, and availability is essential for both operational effectiveness and regulatory compliance.
The organisation’s reliance on a hybrid workforce and multi-cloud infrastructure introduces additional security challenges. Employees, partners, and third-party collaborators access systems remotely using a variety of devices and networks, increasing exposure to cyber threats such as credential compromise, data breaches, and ransomware attacks. These risks are further amplified by the organisation’s expansion into the European Union, where strict regulatory frameworks impose additional security and compliance obligations.
To operate within this regulatory landscape, MediTrust must comply with requirements established by GDPR, DORA, and the NIS2 Directive. These frameworks emphasise strong access control, continuous monitoring, incident response capabilities, and operational resilience. Traditional security models are not sufficient to meet these demands, particularly in distributed and cloud-based environments.
Zero Trust Architecture provides a suitable solution by shifting the focus from network-based security to identity-driven access control. By requiring continuous verification of users, devices, and applications, Zero Trust reduces the risk of unauthorised access and limits the potential impact of cyber incidents. This report presents a strategic security programme based on Zero Trust principles, designed to protect MediTrust’s systems, ensure compliance with regulatory requirements, and support long-term organisational resilience.


[bookmark: _Toc227666134]Organisation Structure
To implement a Zero Trust-aligned security programme, MediTrust should establish the following organisational structure:
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              Figure 1: Organisational Structure for Zero Trust Security Programme

The proposed structure includes:
Chief Information Security Officer (CISO): Responsible for defining cybersecurity strategy, ensuring alignment with business objectives, and overseeing compliance with GDPR, DORA, and NIS2. 
Cloud Security Architect: Designs secure multi-cloud environments, ensuring implementation of micro-segmentation and identity-based access control. 
DevSecOps Lead: Integrates security into the software development lifecycle, ensuring secure coding practices and vulnerability management. 
Security Operations Centre (SOC): Monitors systems using SIEM tools, detects anomalies, and responds to incidents. 
Compliance and Risk Officer: Manages regulatory compliance, risk assessments, and reporting obligations. 
From an academic perspective, integrating DevSecOps and cloud security roles is critical in modern organisations. Research indicates that embedding security within development and cloud operations reduces vulnerabilities and enhances system resilience [10]. This structure ensures that security is embedded across the organisation rather than treated as a separate function.
[bookmark: _Toc227666135]Policies and Procedures
[bookmark: _Toc227666136]AI Usage Policy
MediTrust must implement a governance policy for AI training data and models. Access to AI datasets should follow least-privilege principles and require Multi-Factor Authentication. Model validation should be conducted to prevent data poisoning attacks. AI systems must operate within segmented environments to reduce exposure. These controls align with Zero Trust principles and identity-based access control recommendations [1], [3].
Additionally, continuous auditing of AI models is essential to ensure data integrity and accuracy. AI systems should include explainability mechanisms to verify outputs, particularly in clinical environments. Research highlights that compromised AI models can lead to incorrect medical decisions, making security controls critical in healthcare AI systems [9].
[bookmark: _Toc227666137]Secure SaaS Configuration Policy
The organisation relies heavily on SaaS platforms and cloud environments. Secure SaaS configuration policies should enforce role-based access control, logging, and monitoring. Cloud Security Posture Management tools should detect misconfigurations. API access must require authentication and conditional access policies. Continuous monitoring improves detection and aligns with NIS2 cybersecurity requirements [5].
Cloud misconfigurations are one of the leading causes of data breaches. CSPM tools provide automated scanning and remediation, reducing human error and improving security posture. Studies show that organisations implementing automated cloud security controls significantly reduce breach incidents [11].
[bookmark: _Toc227666138]BYOD Hybrid Workforce Policy
Hybrid employees accessing sensitive healthcare systems must follow BYOD security controls. Devices should be validated using endpoint posture checks before access is granted. Zero Trust Network Access should replace VPN solutions. Endpoint Detection and Response should monitor device behaviour. These controls prevent compromised devices from accessing patient data and support identity verification guidelines [3], [7].
Moreover, organisations should implement device encryption, remote wipe capabilities, and security awareness training. Human error remains one of the biggest cybersecurity risks, and user training is essential to minimise vulnerabilities.
[bookmark: _Toc227666139]Governance Model Based on NIST CSF 2.0
MediTrust should adopt a governance model aligned with the NIST Cybersecurity Framework 2.0:
	CSF Function
	Implementation

	Govern
	Security leadership and compliance management

	Identify
	Asset inventory and AI data classification

	Protect
	ZTNA, MFA, micro-segmentation

	Detect
	SIEM monitoring and anomaly detection

	Respond
	SOAR automated incident response

	Recover
	Backup and disaster recovery planning


This governance model ensures security strategy aligns with business objectives and regulatory requirements [4]. It also supports a proactive approach to cybersecurity, enabling MediTrust to anticipate threats rather than react to incidents.

[bookmark: _Toc227666140]Risk Assessment
MediTrust faces several critical risks due to AI and multi-cloud infrastructure.
[image: ]








  Figure 2: Risk Assessment Matrix.

	Risk
	Impact
	Likelihood
	Mitigation

	Poisoned AI models
	High
	Medium
	model validation

	Cloud misconfiguration
	High
	High
	CSPM monitoring

	Supply chain vulnerability
	High
	Medium
	dependency scanning

	Compromised SaaS
	Medium
	Medium
	Zero Trust access

	Credential compromise
	High
	High
	phishing-resistant MFA



Zero Trust reduces these risks by enforcing identity-based access control and segmentation. Continuous verification limits lateral movement and improves detection capabilities [1], [8].
From an academic perspective, modern cyber threats increasingly target software supply chains and AI systems. Attackers may inject malicious code into dependencies or manipulate training datasets. These risks are particularly relevant for MediTrust, as compromised systems could directly impact patient safety [9].

[bookmark: _Toc227666141]Compliance with DORA and NIS2
DORA requires operational resilience, incident response, and third-party risk management. MediTrust should implement continuous monitoring and automated response capabilities. Backup systems must ensure rapid recovery from ransomware attacks. Third-party vendors must follow Zero Trust access controls and identity verification.
NIS2 requires incident reporting and cybersecurity risk management. SIEM platforms should detect threats and generate alerts. Automated workflows should notify regulators within required timeframes. Zero Trust segmentation limits breach impact and improves compliance with regulatory obligations [5], [6].
Research shows that organisations adopting Zero Trust frameworks are better positioned to meet regulatory requirements due to improved visibility, logging, and control mechanisms [10].





[bookmark: _Toc227666142]Disaster Recovery Plan (Ransomware Scenario)
Scenario: ransomware encrypts AI training data and source code repositories.
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Figure 3: Zero Trust Security Controls Architecture
Ransomware attacks represent one of the most critical threats to healthcare organisations such as MediTrust Analytics Ltd, particularly due to the high value of patient data and the operational dependence on AI-driven systems. In this scenario, a successful ransomware attack compromises both AI training datasets and source code repositories, which are essential for system functionality and clinical decision-making. Such an incident could result in severe operational disruption, financial loss, regulatory penalties, and reputational damage.
To mitigate these risks, MediTrust must implement a structured and comprehensive disaster recovery (DR) plan aligned with Zero Trust principles and regulatory requirements.
Response Plan
1. Detection of the Attack
The attack is identified through anomalies detected by Security Information and Event Management (SIEM) systems. SIEM platforms aggregate logs from endpoints, cloud services, and networks to detect unusual activity patterns such as unauthorised encryption processes or abnormal data access [1], [8]. 
2. Isolation of Affected Systems
Once detected, Zero Trust segmentation mechanisms automatically isolate compromised systems to prevent the spread of ransomware. Micro-segmentation ensures that attackers cannot move laterally across systems, significantly reducing the impact of the attack. 
3. Disabling Compromised Identities
Any compromised user accounts or credentials are immediately disabled. Identity-based access control ensures that attackers cannot continue accessing systems using stolen credentials. Multi-Factor Authentication (MFA) further strengthens this control by requiring additional verification factors. 
4. Data Recovery from Secure Backups
Data is restored from secure and verified backups. Backup systems must be isolated from the primary network to prevent ransomware from encrypting recovery data. The use of immutable backups ensures that stored data cannot be altered or deleted by attackers. 
5. Forensic Investigation
A detailed forensic analysis is conducted to determine the origin, scope, and impact of the attack. This step is critical for identifying vulnerabilities and preventing future incidents. Digital forensics tools analyse logs, system behaviour, and attack patterns. 
6. Regulatory Notification
MediTrust must notify relevant authorities in accordance with NIS2 Directive requirements. Timely reporting is essential to ensure compliance and avoid regulatory penalties. 
7. Resumption of Operations
Systems are restored, validated, and gradually brought back online. Continuous monitoring ensures that no residual threats remain within the environment.
Enhancing Resilience
To strengthen resilience against ransomware attacks, MediTrust should implement the following measures:
· Immutable Backups: Prevent attackers from altering or encrypting backup data 
· Recovery Time Objectives (RTO): Define acceptable downtime 
· Recovery Point Objectives (RPO): Define acceptable data loss 
· Regular Backup Testing: Ensure recovery systems function correctly 
· Network Segmentation: Limit the spread of attacks 
In the event of a ransomware attack, rapid identification and containment are critical to minimising damage. Monitoring systems play a key role in detecting abnormal activity, allowing security teams to respond quickly. Once an incident is confirmed, affected systems must be isolated to prevent further spread. Access to compromised accounts should be revoked immediately, and recovery procedures should be initiated using secure backup systems. These backups must be protected from tampering to ensure their integrity. Following recovery, organisations must analyse the incident to identify its root cause and strengthen defences against future attacks. Regular testing of recovery procedures is essential to ensure that systems can be restored efficiently. By combining structured response processes with Zero Trust controls, organisations can significantly improve their resilience to ransomware attacks.

[bookmark: _Toc227666143]Protection Mechanisms
[image: ]The following controls should be implemented:











                                                                                                 
              Figure 4: Zero Trust Security Controls Architecture
The following controls should be implemented:
· Security Information and Event Management 
· Endpoint Detection and Response 
· Cloud Security Posture Management 
· Phishing-resistant Multi-Factor Authentication 
To support a Zero Trust security framework, MediTrust must deploy a set of integrated protection mechanisms that provide visibility, control, and rapid response capabilities. Centralised monitoring solutions enable the collection and analysis of system activity, helping to identify potential threats as they emerge.
Endpoint security tools continuously monitor user devices, ensuring that compromised systems can be detected and isolated before causing widespread damage. Cloud security solutions further enhance protection by identifying configuration weaknesses and enforcing security policies across environments.
Strong authentication mechanisms are essential for preventing unauthorised access, particularly in environments where users operate remotely. By combining multiple layers of security controls, organisations can reduce their attack surface and improve their ability to detect and respond to threats effectively.

[bookmark: _Toc227666144]Core Security Controls
The following controls should be implemented:
· Security Information and Event Management (SIEM) 
· Endpoint Detection and Response (EDR) 
· Cloud Security Posture Management (CSPM) 
· Phishing-resistant Multi-Factor Authentication (MFA) 

[bookmark: _Toc227666145]Security Information and Event Management (SIEM)
SIEM platforms play a critical role in Zero Trust environments by providing centralised visibility across systems. These tools collect and analyse log data from endpoints, networks, and cloud environments, enabling real-time detection of suspicious activities. Advanced SIEM solutions incorporate machine learning algorithms to identify anomalies and generate alerts automatically.
From an academic perspective, SIEM systems significantly enhance an organisation’s ability to detect advanced threats and reduce response times [8]. Integration with Security Orchestration, Automation, and Response (SOAR) tools further enables automated incident response, improving operational efficiency.

[bookmark: _Toc227666146]Endpoint Detection and Response (EDR)
EDR solutions continuously monitor endpoint devices, including laptops, servers, and mobile devices. These tools detect malicious behaviour such as unauthorised access, malware execution, and data exfiltration attempts. In hybrid workforce environments, EDR is essential for ensuring that remote devices do not introduce security vulnerabilities.
EDR systems also support automated response actions, such as isolating compromised devices or terminating malicious processes. This capability aligns with Zero Trust principles by ensuring continuous monitoring and rapid response to threats [7].

[bookmark: _Toc227666147]Cloud Security Posture Management (CSPM)
CSPM tools are essential for securing multi-cloud environments. These tools automatically identify misconfigurations, enforce compliance policies, and provide continuous monitoring of cloud resources. Misconfigured cloud services are a leading cause of data breaches, making CSPM a critical component of modern cybersecurity strategies.
Research indicates that automated cloud security tools significantly reduce the risk of misconfigurations and improve overall security posture [5]. CSPM also supports compliance by ensuring that cloud environments meet regulatory requirements such as GDPR and NIS2.

[bookmark: _Toc227666148]Phishing-Resistant Multi-Factor Authentication (MFA)
MFA enhances identity security by requiring multiple authentication factors, such as passwords, biometrics, or hardware tokens. Phishing-resistant MFA solutions, such as FIDO2-based authentication, provide additional protection against credential theft.
Since identity compromise is one of the most common attack vectors, MFA is a fundamental component of Zero Trust Architecture. It ensures that even if credentials are stolen, attackers cannot easily access systems without additional verification [3].

[bookmark: _Toc227666149]Integrated Security Approach
The effectiveness of these protection mechanisms depends on their integration within a unified security architecture. When SIEM, EDR, CSPM, and MFA operate together, they provide comprehensive visibility and control across all systems. This integrated approach enables:
· Real-time threat detection 
· Automated incident response 
· Continuous compliance monitoring 
· Reduced attack surface 
According to recent studies, organisations that implement integrated security solutions achieve significantly better protection against advanced cyber threats compared to those using isolated tools [8].

[bookmark: _Toc227666150]Alignment with Zero Trust Principles
These protection mechanisms directly support the core principles of Zero Trust Architecture:
· Continuous Verification: SIEM and EDR provide real-time monitoring 
· Least Privilege Access: MFA and identity controls restrict access 
· Micro-Segmentation: CSPM and cloud controls enforce segmentation 
· Automated Response: Integrated tools enable rapid threat mitigation 
This alignment ensures that MediTrust can effectively anticipate, detect, and respond to threats in a dynamic and complex environment.

These technologies enable continuous protection, detection, and response aligned with Zero Trust architecture and hybrid workforce security requirements [1], [7], [8].
[bookmark: _Toc227666151]Zero Trust Architecture Design
Proposed architecture:
Users → Identity Provider → ZTNA Gateway → Micro-segmented Cloud Services → AI Systems → Data Storage → SIEM Monitoring
All access requests pass through identity verification and policy enforcement. Continuous monitoring detects anomalies and automated response isolates compromised systems. This architecture protects patient data, AI models, and cloud workloads while supporting compliance requirements [1], [4].
This architecture also supports scalability and flexibility, enabling MediTrust to adapt to future technological developments while maintaining strong security controls.
[bookmark: _Toc227666152]Critical Evaluation
While these technologies provide significant security benefits, their effectiveness depends on proper implementation and management. Organisations must ensure that security tools are correctly configured and integrated. Additionally, reliance on automated systems requires continuous monitoring to prevent false positives and ensure accurate threat detection.
From a strategic perspective, protection mechanisms should be supported by governance frameworks, user training, and continuous improvement processes. This holistic approach ensures that technology, people, and processes work together to achieve effective cybersecurity outcomes.



[bookmark: _Toc227666153]Conclusion
The proposed Zero Trust-aligned security programme for MediTrust Analytics Ltd provides a robust and forward-looking approach to addressing cybersecurity challenges in modern healthcare environments. By shifting from traditional perimeter-based security to identity-centric access control, continuous verification, and segmentation, the organisation can better protect sensitive patient data and critical systems.
The design integrates organisational structure, policies, governance, and technical controls to ensure security is embedded across all operations. The implementation of AI governance, secure SaaS configuration, and BYOD policies effectively addresses key risks associated with hybrid workforces and multi-cloud environments. Furthermore, aligning the programme with the NIST Cybersecurity Framework 2.0 ensures that security activities support business objectives and regulatory compliance.
The adoption of modern security controls such as SIEM, EDR, CSPM, and phishing-resistant MFA enables continuous monitoring, threat detection, and automated response. Combined with a strong disaster recovery strategy, these measures enhance operational resilience and minimise the impact of cyber incidents.
While Zero Trust offers significant benefits, its successful implementation requires careful planning, organisational readiness, and continuous improvement. Overall, the proposed programme positions MediTrust to effectively manage cybersecurity risks, maintain regulatory compliance, and support long-term growth in an increasingly complex digital landscape.
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Figure 3 — Risk Assessment Matrix
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Figure 4 — Ransomware Disaster Recovery Flowchart
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