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Introduction

Between 8 – 10 percent of patients suffer healthcare-acquired infections while in hospital. These infections can cause increased length of stay, pain and costs to healthcare providers (Debnath, 2010). Prevention of infection was brought to prominence in the 1800s, in part by the work of Florence Nightingale during the Crimean war (Rafferty and Nelson, 2010). Challenges in preventing and controlling infections in hospitals continue to the present day, with new difficulties such as antibiotic resistant organisms (Wang et al. 2019).
Hand hygiene is one of the simplest and most effective ways to reduce the risk of nosocomial infections in hospital. Multiple studies have proved this effectiveness; however, these measures are not always followed (Pittet et al. 2004).
When, and how to perform hand hygiene is well known among healthcare staff thanks to national and international campaigns such as the World Health Organization’s ‘5 Moments for Hand Hygiene’ (World Health Organization, 2009).
The ongoing COVID-19 pandemic has had an impact on handwashing within healthcare. Huang et al. (2021) found that while hand hygiene rates on room entry decreased over the period of the pandemic, rates on room exit increased. This difference is potentially explained by the additional personal protective equipment (PPE) discouraging hand hygiene on entry. It is also possible that the increase in hand hygiene on exit was due to healthcare workers’ concern about becoming infected with COVID-19.
Regardless of the causes of variation, it is universally acknowledged that increasing hand hygiene rates among healthcare workers is a positive step and reduces the risk of patients contracting an infection while in hospital (Allegranzi and Pittet, 2009).
The policy aim considered within this paper is the ‘WHO multimodal hand hygiene improvement strategy’ (World Health Organization, 2009). The strategy implements the ‘5 moments for hand hygiene’.
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Δ Figure 1 – 5 Moments for hand hygiene (World Health Organization, 2009)
The implementation strategy is broken down into 5 components:

1. System change – which includes infrastructure requirements, such as access to a safe water supply, soap and towels.
2. Training / education – teaching staff of the importance of the 5 moments for hand hygiene (figure 1).
3. Evaluation and feedback – monitoring and feedback of hand hygiene compliance to healthcare workers.
4. Reminders in the workplace – providing prompts for healthcare workers on the importance of hand hygiene.
5. Institutional safety climate – Participation of a healthcare organisation and creation of an environment which prioritises hand hygiene.
[bookmark: _Int_kb1YgKJd]As a global organisation, WHO’s strategy covers some aspects that apply less to economically developed countries, such as the United Kingdom. For example, challenges with obtaining a safe water supply are unlikely to be relevant to UK hospital settings but can be vital in developing countries. (Kanagasabai et al. 2021).
This paper will primarily consider a digital solution to component 3 of the implementation strategy. While digital technologies may assist with the other components of the strategy, evaluation and feedback of hand hygiene practices, combined with reminders for staff are likely to be the most amenable to digital intervention and have the most scope for improvement.
The overarching aim of both the component and the wider strategy is to increase healthcare workers’ compliance with hand hygiene, and therefore reduce the number of healthcare acquired infections among patients. 
The WHO strategy has been shown to be effective in increasing hand hygiene, although in most studies this was indirectly measured through monitoring of alcohol-based hand rub consumption (Suzuki et al. 2020).
Some literature has been previously published which explores some digital interventions to encourage hand hygiene among healthcare workers, although these are mainly small-scale (Pong, Holliday and Fernie, 2018; Higgins and Hannan, 2013).


Methods
In order to improve hand hygiene rates among healthcare staff, these rates must be reliably measured, so that the impact of any interventions can be demonstrated and understood. Direct observation has been frequently used to monitor hand hygiene, but this is labour intensive (Gould, Drey and Creedon, 2011). While being seen as the gold standard, variations in collection can affect the data’s validity (Jeanes et al. 2015). Gould, Drey and Creedon (2011), highlighted cost as a barrier to the use of electronic alternatives. As technology costs often decrease over time, this would be likely to be a less significant factor more than 10 years later.

The gold standard of hand hygiene is considered to be direct observation, using a structured tool such as the Hand Hygiene Observational Tool (HHOT), developed by McAteer et al. (2008). Direct observation allows the measurement of the number of indications for hand hygiene, such as after touching a patient, and the proportion of those indications where hand hygiene was carried out.
This direct observation generates useful data, but is very labour intensive and cannot realistically be applied across a healthcare organisation on an ongoing basis. Monitoring is limited by the availability of trained observers and is more difficult in remote settings and out of hours (Gould, 2010).
Current technology is unlikely to be able to replicate the identification of indications for hand hygiene in as much detail as direct human observation. It should however be noted that direct observation methods are not infallible, as for example observers reported difficulties in detecting the use of personal hand rub dispensers and when patient care occurred out of sight, such as behind curtains for privacy (McAteer et al. 2008).
An area of hand hygiene monitoring that has already been shown to be suitable for technological intervention is measuring the number times one or more healthcare workers wash their hands. Solutions range from simple counters (Marra et al. 2010) to wearable technology, such as a smart ring described in Zhang et al. (2018). Although the paper does not consider whether the ring itself introduces a risk of accumulating bacteria, which has been demonstrated in other hand hygiene studies (Alur et al. 2009). Some technological interventions attempt to measure the quality of hand hygiene using automatic video auditing at sinks (Lacey et al. 2020).
This paper considers a digital technology solution to automate monitoring of hand hygiene and provide reminders to staff in secondary care settings within Cardiff and Vale University Health Board.
The design requirements in this paper were developed from a review of existing literature, the author’s knowledge of the Health Board and the overview of hand hygiene monitoring by Boyce (2017). Following specification of the design requirements, a gap analysis considered the existing infrastructure and capabilities within the Health Board.
Finally, an analysis of three options was undertaken to inform the choice of strategy explored in the discussion section.

Results

Design requirements
Functional requirements

1. Count the number of hand hygiene events
As with any quality improvement project, a baseline measurement is required to compare with measurements after intervention (The Health Foundation, 2021). In order to establish this baseline level of hand hygiene within a healthcare facility, the number of hand hygiene events (hand washing at a sink or use of handrub) needs to be measured. This form of hand hygiene monitoring has been implemented in a number of healthcare settings and subject to published studies (Larson et al, 2000; Morgan et al, 2012).

2. Capture date and time
While recording a count of the number of times hand hygiene is performed by monitoring activations of sinks or handrub dispensers can provide data over time to establish trends, capturing the date and time of each activation gives additional insight into pattens of hand hygiene across daily and weekly shift patterns (Marra et al. 2010). 

3. Have an identifier that can be linked to a sink/handrub location
In addition to date and time recording, establishing the pattern of usage between hand hygiene locations can be used to target interventions. Location data has previously been used in conjunction with the movement data of hand hygiene auditors to study the impact of the Hawthorne effect on hand hygiene compliance (Srigley et al. 2014). 

4. Not negatively impact the operation of the sink or handrub dispenser
Any monitoring system or related intervention should not negatively impact the user’s ability to complete thorough hand washing or decontamination with handrub in line with internationally accepted standards (World Health Organization, 2009).

5. Be easy to install and not require mains power
While hardwired solutions have been used in some single-area interventions, when considering a hospital or health board wide implementation, the cost and disruption of a hardwired system is likely to be prohibitive. The work required to install a hardwired system is even reported to be a potential source of infection (Ward et al. 2014).

6. Transmit data in real-time using a wireless method
Installation of a hardwired data system is likely to present similar issues to those of hardwired power explained by Ward et al. (2014). While some electronic monitoring systems require regular manual download of data, real-time data transmission is preferable as it allows for staff reminders and reduces staff time spent administering the system.

Non-functional requirements

While the task of recording hand hygiene activities via counters in sinks and handrub dispensers is straightforward, the system needs to be reliable. This required reliability is twofold – the system needs to capture the activations 24/7 without interruption, and the functional hand hygiene aspect must be robust enough to withstand hundreds of uses per week (Conway, 2016; Srigley et al. 2014). The practicality, cost and staff time of battery charging or replacement must be considered, with some systems needing monthly battery changes (Filho et al. 2014). While this may be achievable within a small unit, the impact of this ongoing task becomes more significant when considering a hospital or healthcare provider wide deployment. Faulty or inoperable counters can affect data accuracy (Filho et al. 2014).
Accuracy in counting hand hygiene activities is important, and the system should be designed to ensure accuracy. For example, by including a function to ignore multiple activations within a set time period to prevent double-counting of a single event. The system used by Filho et al. (2014) was designed to count more than one activation within a two second period as a single event.

Data collection and analysis

The primary function of a hand hygiene monitoring system is to collect data which can be used to identify patterns of use and the impact of any interventions, such as a staff education programme, for example. The data produced by the system should be structured in a way which aids analysis and reporting, as feedback on hand hygiene compliance is an integral part of the ‘evaluation and feedback’ component of the implementation strategy required to achieve the policy goal (World Heatlh Organization, 2009).

Gap analysis
Within Cardiff and Vale University Health Board, hand hygiene audits are undertaken by ward staff and/or infection prevention and control staff. These audits are completed once per month per ward (Jones, 2022).

Measure 1 – Monitoring
Currently the hand hygiene audit programme only captures approximately 0.05% of the time each month. In order to gain a greater understanding of patterns with hand hygiene across days and months, a significant increase in monitoring is required to reduce the possibility of an insufficient sample size affecting the validity of data analysis (Boyce, 2014)
Aim 1 – Increase monitoring to 95% of each month.


Measure 2 – Staff time
The direct observation required to undertake the existing level of hand hygiene audits is 20 minutes per ward per month (Cardiff and Vale University Health Board, 2015). With approximately 80 wards, taken across the Health Board this equates to 27 hours per month of staff time (Cardiff and Vale University Health Board, 2022). Using an estimate of Band 4 pay at £11.56 per hour, this gives a total annual cost for the existing programme of £3520 (Nursing Notes, 2022). This estimation only includes the time taken directly for observations, and does not include any time for analysis.
As well as the financial cost to the organisation of the direct observation audits, the programme takes staff away from patient care to undertake the audits.

Aim 2 – Decrease the staff time required to undertake hand hygiene audits to less than 5 minutes per ward per month.


Measure 3 – Hand hygiene compliance
The most recently available published data shows a good level of compliance with hand hygiene, although this may be influenced by the Hawthorne effect (Cardiff and Vale University Health Board, 2021a; Srigley et al. 2014).
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Δ Figure 2 – Hand hygiene audit scores (Cardiff and Vale UHB, 2021a)

As discussed under Measure 1, the direct observation audits provide a limited snapshot of compliance and are primarily completed in normal working hours. This provides incomplete assurance of hand hygiene compliance across the 24/7 delivery of care within the Health Board.
Aim 3 – Increase the hand hygiene compliance scores and strengthen assurance that the scores recorded are not artificially inflated due to the Hawthorne effect.

Existing technical capabilities

Considering the technical requirements set out above, the following infrastructure could be used to aid implementation of a digital solution:
Networking – The Health Board has an existing network across its hospital sites, with extensive Wi-Fi coverage (Cardiff and Vale University Health Board, 2016). This Wi-Fi network is already used to enable digital technologies, such as point of care testing equipment. 

Data analysis – Business intelligence and data analysis capability is already available within the Health Board, with an IBM Cognos system. This is due to be supplemented by or replaced with Microsoft Power BI (Cardiff and Vale University Health Board, 2021b). The business intelligence system allows analysis of multiple data sources and output to live dashboards.

Options appraisal
In order to achieve the policy aim, three main options were considered:
· Purchasing a complete system, including counters and data capture/analysis software (‘Buy’).
· Purchasing counters and using existing data capture and analysis capabilities (‘Hybrid’).
· Designing and building a complete system in-house (‘Build’).
While a complete options appraisal was outside of the scope of the paper, a basic Strengths, Weaknesses, Opportunities, and Threats (SWOT) analysis was undertaken for each of the three options to identify areas for consideration (Local Partnerships, 2012). The SWOT analysis is set out in table 1.

	Option
	Strengths
	Weaknesses
	Opportunities
	Threats

	Buy
	Rapid deployment possible, as limited development would be required.

Proven system used in other healthcare settings.
	Likely to be more expensive than other options, although only limited information on costs is published (Conway, 2016).

Staff time to train on proprietary data analysis software.
	System may have already been independently verified 

Learning from other organisations using the system
	Integration with existing business intelligence system may be difficult or incur additional cost.

May be locked into one vendor and gives potential problems if soap or handrub refills change and are not compatible (Pineles et al. 2014).


	Hybrid
	Using proven hand hygiene counters limits the development time required.

Data can be analysed using the existing business intelligence system, which has a supporting department and training already in place (Cardiff and Vale UHB, 2021b).

	Integration with business intelligence system would lead to a longer development time than the ‘buy’ option.

Less control than with the ‘build’ option as functionality may be limited by the specification of the purchased hand hygiene counters.

	Integration with the business intelligence system allows for easier analysis and for use of other data sets, such as ward admission data.
	Reliance on existing infrastructure and capabilities.

	Build
	Health Board has control over entire system.

Counters could be designed specifically for soap / handrub dispensers already in use within the Health Board.
	Design and manufacturing process could lead to delays if issues are encountered.

Requires in-house skills and knowledge to design and build both hardware and software.
	System can be designed with future developments and integration in mind.

Development cycles and deployment controlled by Health Board and could be altered to fit with operational needs.
	System would have no independent verification.

Any issues encountered would need to be managed locally, without the benefit of previous learning from system deployments in other organisations.

Reliance on existing infrastructure and capabilities.



Δ Table 1 – SWOT analysis
Considered together, the SWOT analysis shows that the choice of ‘buy’, ‘hybrid’ or ‘build’ is a trade-off between four key factors as demonstrated in figure 3.
Faster development and deployment
Slower development and deployment
Proven system
Unproven system
Higher cost
Lower cost
Less control
More control
‘Build’
‘Hybrid’
‘Buy’











Δ Figure 3 – Key factor trade-offs
The choice of option for an organisation will depend on a number of factors, such as the funding model, in-house system development capability, risk appetite and required timescales. However, unless a specific requirement necessitates either the ‘build’ or ‘buy’ options, the ‘hybrid’ option is preferred as it avoids exposing the organisation to the risks of high cost and low control with ‘buy’, and the long timescales and risk of failure with ‘build’.


Discussion
As with many other aspects of healthcare, digital technology can be used to improve hand hygiene. However, it is important to remember that a digital solution alone does not necessarily lead to improvement. The solution discussed within this paper would improve the coverage of hand hygiene audits and reduce the staff time required to complete these, but it is the analysis of the digitally-obtained data that can inform improvements.

Staff acceptance of technology is a crucial factor to consider when developing a digital strategy. Levin et al. (2019) describe staff members’ initial enthusiasm for an electronic hand hygiene monitoring and prompting system, which quickly deteriorated into disappointment and an unwillingness to continue using the system. Levin suggests the primary cause for the dissatisfaction was low levels of accuracy in counting hand hygiene events. There is also potential for resistance when the digital system contradicts other guidance, such as with wearable sensors in the form of a wristband or ring, which goes against the ‘bare below the elbows’ principle.

Engagement with stakeholders early, and throughout an implementation is a known factor for successful information technology implementations within healthcare (Harrison et al. 2021). It is vital that the workflows within a ward environment are understood before an electronic hand hygiene monitoring system is designed. For example, monitoring wall-mounted or bedside handrub dispensers is likely to give incomplete data if staff primarily use personal clip-on handrub bottles (Cheng et al. 2011).
Monitoring the success of the digital solution includes two aspects: ensuring that the system is functioning as per the design specifications, and measuring the impact on the policy goal of improving hand hygiene within the healthcare setting. Measures 1 and 2, considered in the gap analysis are direct measures of the system’s performance and easy to obtain. Measure 3 is less direct, but considers whether the digital solution has allowed the organisation to address the policy goal, although this is reliant on other factors such as the success of training which is informed by analysis of the collected data. 
While accurately and widely measuring hand hygiene rates generates data which can be used to target improvement work, such as staff education, a digital solution as discussed in this paper also lays the foundation for more novel interventions such as automated reminders for individual healthcare workers (Bishop et al. 2020).
The key weakness of digital monitoring of hand hygiene when compared to direct observation is the difficulty in automatically detecting hand hygiene opportunities (Boyce, 2017). The number of hand hygiene opportunities during a staff member’s interaction with a patient varies depending on the nature of the interaction.
Interestingly, the use of digital technology to assist in hand hygiene has crossed the boundary from healthcare into consumer electronics, with Amazon introducing a soap dispenser that pairs with a voice-assistant and includes a visual countdown of the recommended handwashing time (Bonifacic, 2021).
Literature shows that healthcare staff understand the importance of good hand hygiene and its impact on reducing hospital acquired infections, but lapses in this practice can happen. Although reported results are variable, there is a role for digital technology to assist healthcare organisations in their pursuit of improved hand hygiene compliance. 
The 5 moments for hand hygiene are widely known, and the task of hand hygiene is simple. It is important that any digital system to support this does not increase complexity for staff or introduce additional risks. The use of electronic monitoring in healthcare settings has already proven the value of simple steps, such as considering the placement of handrub dispensers to maximise their use. Boyce (2014) sensibly suggests that staff time saved by automating hand hygiene audits could be used to identify barriers to compliance and to improve teaching.
Monitoring alone does not improve compliance with hand hygiene, however sustainable and widespread improvement within an organisation is unlikely to be achieved without accurate monitoring. This has traditionally taken significant amounts of staff time and still given extremely limited coverage. Digital solutions can address these issues and lay the foundations for innovative interventions to help staff improve their compliance with the 5 moments for hand hygiene, and in turn reducing the risk of infection for the patients within their care.
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