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Assignment
1. Download assignment from Moodle
2. The assignment is made up of two parts
a. Research on three or more tools
b. Case study based on sabotage
3. The research aspect must be done using credible sources such as peer reviewed articles and relevant company sites and white paper.
4. Proper referencing citation using the number referencing style [1], or what is know as the IEEE referencing style.
5. The research aspect must be done using the IEEE reporting format that is the double column format.
6. Task 2 (case study) can use any reporting format.
7. Sample template will be added to Moodle as a guide.
8. In task 2 where it asks for a sample professional report; it is recommended that this sample report be generated from the FTK software which is on all computer in room 205.
9. To generate sample report please use evidences and samples from the shared folder on onedrive Forensics tools
10. 

Exterro FTK
FTK software tools help law enforcement officials, corporate security, and IT professionals access and evaluate the evidentiary value of files, folders, and computers.
The admissibility of digital evidence in a court of law, can be dependent on preserving the integrity of the source data when it is acquired. When digital evidence is acquired, forensic examiners create clones of the digital evidence to prevent any possibility of the digital evidence being changed or modified in any way. This acquired duplication is called a forensic image. If there is question to the authenticity of the evidence, the image can be compared to the original source data to prove or to disprove its reliability. 
To create a forensic image, the data must be acquired in such a way that ensures that no changes are made to the original data or to the cloned data. The acquired data must be an exact “bit-by-bit” duplication of the source data. You can use AccessData’s Imager tool to acquire exact duplicates of digital evidence. Preserving the evidence is accomplished both in the method of acquisition and the storage of the acquired data. Creating an exact replica of the original source is critical in forensic investigations. Keeping that replica safe from any source of corruption or unauthorized access involves both physical and electronic security. Once a case is created and the evidence is added to it, the case becomes just as critical. Acquired 001, E01, S01, and AD1 images can be encrypted using AD Encryption.

Creating your login

1. Click the shortcut icon on the desktop to open the application. 
2. In the log in dialog box, log into the database using 
· Username: cisco 
· Password: Password 

3. Click Database > Administer Users > Create User. 
4. In the Add New User dialog, enter information for the following: 
a. User Name: Enter the name that the user is known as in program logs and other system information. 
b. Full Name: Enter the full name of the user as it is to appear on case reports. 
c. Password: Enter and verify a password for this user. 
d. Email Address: Enter a valid email address; this will be used for any notifications. 
e. Role: Assign rights to the selected user name using roles. 
i. The default role is Application Administrator - Can perform all types of tasks, including adding and managing users. 
ii. Case/Project Administrator: Can perform all of the tasks an Application Administrator can perform with the exception of creating and managing users. 
iii. Case Reviewer: Cannot create cases, can only process cases. 
5. Click OK to apply the selected role to the new user. 
6. Click OK to exit the Add New User dialog. 
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Creating and Configuring New Cases
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There are five pre-defined, one-click processing profiles: 
· Forensic processing (these were the Factory Defaults in version 4.x and earlier) 
· eDiscovery processing 
· Summation processing 
· Basic assessment 
· Field mode 
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Example Working with Evidence Image Files
· Verifying Drive Image Integrity 
· Mounting an Image to a Drive 
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Remember to use Evidence images for the Shared OneDrive
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Adding Case Information to a Report 
· The Case Information dialog lets you add basic case information to a report, such as the investigator and the organization that analyzed the case.
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Lab Analysis 
Explore FTK tools and the case Manager. Use example evidence from the shared drive and then generate your FTK report.  These samples can be used as evidence in your assignment.

Task: tryhackme.com

Create a login account on www.tryhackme.com

The tryhackme.com website is a learning cybersecurity platform where you can develop your skills by working through hands-on guide tasks and supporting videos.  You can also learn and test your skills with gamified, real-world cybersecurity challenges.

Now that you have created your account.

1. Once you have sign in go to learn
[image: ]

2. To select a free walk through task, select 
a. Search
[image: A screen shot of a computer
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b. Type Forensics
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c. In the drop-down menus below the search, select the following in red circle:
[image: ]

d. Chose any of the free walkthrough exercises and give it a go. 

If you want specific labs such as Forensics type forensics in the section “Search security terms or topics” see figure above and attempt a lab of your choice. Each week try to complete a different one. 

There are many other similar site.  If you are using a different one please share it to the class.  We will use a number of this site free walkthrough exercise but the option is yours if you want to subscribe (pay).
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Menus of the Case Manager

File
Database

Case

Tools

Manage

Help

The File menu lets you exit the Case Manager.

The Database menu lets you administer users and roles.
The Case menu lets you create, backup, and delete cases. You can also assign
users to roles.

The Tools menu lets you configure the processing engine, recover interrupted
jobs and restore images to a disk.

The Manage menu lets you administrate shared objects such as columns, labels

and carvers.

The Help menu lets you access the user guide as well as view version and

copyright information.
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To start a new case:

1. Open the Case Manager.

2. Click Case > New. The New Case Options dialog opens.
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Enter a name for the case in the Case Name field.
(Optional) Enter any specific reference information in the Reference field.
(Optional) Enter a short description of the case in the Description field.

o os W

You can use the Description File option to attach a file to the case. For example, you can use this

field to attach a work request document or a warrant to the case.

In the Case Folder Directory field specify where to store the case files. If you wish to specify a
different location for the case, click the Browse button.

[0 Note: if the case folder directory is not shared, an error occurs during case creation
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8. (Optional) In the Database Directory field you can specify a location for where to store database
directory files. You can check the In the case folder option to save the database directory in the case
folder. If you do not specify these options, the database directory is saved to the default location of
the database.

Note: The location that you specify for Database Directory is relative to your database
-1 computer. If you intend to specify a location that is on a different computer than your
database, for example in a multi-box scenario, then you must enter a network path.

Important: If using a UNC path for the case folder, and selecting the In the case folder option for the
database directory, and if the database process isn't running as a network user, it will not be able to access
the UNC path and wil therefore fail to create the database files.

9. Select the required Date Format.

10. Configure the default processing options for the case by either using a processing profile or using
custom settings.

1. If you wish to open the case as soon as it is created, mark Open the case.

12. Click OK to create the new case.

When you configure Detailed Options for a case, there are options for doing the following:

« Configuring Default Processing Options for a Case.
« Configuring Evidence Refinement (Advanced) Options.
o Selecting Index Refinement (Advanced) Options.
 Selecting Lab/eDiscovery Options.

« Managing Custom Identifiers.
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About Processing Options
To help you in investigating the evidence in a case, the evidence data is processed. When evidence is
processed, data about the evidence is created and stored in the database. You can view the processed

data in the Examiner.
Evidence is processed at the following times:

« When adding evidence to a case
o After the initial processing, when performing an additional analysis

There are many different types of processing options. You can choose which processing options are

relevant to your case. The following are some examples of how your data can be processed:

«  Generate hash values for all of the files in the evidence.

o Categorize the types of files in your evidence, such s graphics, office documents, encrypted
files, and so on.

« Expand the contents of compound files, such as ZIP or TAR files.

o Create an index of the words that are in the evidence files for quick searches and retrieval.

o Create thumbnails for the graphics and videos in the evidence.

«  Decrypt encrypted files.

o Compare files in your evidence against a list of known files that you may want to be alerted
about (such as contraband images) or files that you want to ignore (such as Windows system
files).
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Each processing option that you enable increases the time that it take to process the evidence.
Depending on your situation, you may want to select more or fewer options.

For example, in one scenario, you may want to process the evidence as quickly as possible. In this case,
You can use a pre-defined “Field Mode" that deselects almost all processing options and therefore takes
the shortest amount of time. After the initial processing, you can perform an Additional Analysis and

enable additional processing options.

In another scenario, you may want to take the time to categorize and index files during the initial
processing, so you can enable those options. This will take a significant amount of time for a large

evidence set.

There is a Pause button available in the Data Processing Status window for situations where you

need to interrupt evidence processing. Once you are ready to continue, select the Resume option.
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About Pre-configured Processing Profiles
There are five pre-defined, one-click processing profiles. You cannot edit, delete, or export these profiles.

However, you can use them as a template for a new custom profile.
The following are the pre-configured profiles.

Forensic processing

This profile includes the following processing options:

e MDS5 Hash

* SHA-1Hash

«  Expand common compound files

o This will expand many types of compound files.

o File Signature Analysis

o Flag Bad Extensions

* Search Text Index

o This processing profile will not index unallocated space or slack space. Unindexed areas such
as the unallocated spaceffile slack can be indexed by utilizing Additional Analysis.

o Create Thumbnails for Graphics

o Include Deleted Files

o Include File Slack

o Include Free Space
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eDiscovery processing

The eDiscovery profile allows the processed evidence to be easily imported into AD eDiscovery. These
options include:

e MDS5 Hash

« Flag Duplicate Files

«  Expand Compound Files

o File Signature Analysis

* Search Text Index

o This processing profile will not index unallocated space or slack space. Unindexed areas such
as the unallocated spaceffile slack can be indexed by utilizing Additional Analysis.

«  Document Content Analysis

«  Don't Expand Embedded Graphics

« Do not include document metadata in filtered text

«  Enable Advanced De-duplication Analysis

«  Propagate Email Attributes

o Create Email Threads

o Cluster Analysis

o Include Extended Information in the Index
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Summation processing

The Summation profile allows the processed evidence to be easily imported into AD Summation.
These options include:

e MDS5 Hash

« Flag Duplicate Files

«  Expand Compound Files

o File Signature Analysis

o Flag Bad Extensions

* Search Text Index

o This processing profile will not index unallocated space or slack space. Unindexed areas such
as the unallocated spaceffile slack can be indexed by utilizing Additional Analysis.

o Create Thumbnails for Graphics

o Create Thumbnails for Videos

« Generate Common Video File

«  Document Content Analysis

« Do not include document metadata in filtered text

«  Enable Advanced De-duplication Analysis

«  Propagate Email Attributes

o Create Email Threads

o Cluster Analysis

o Include Extended Information in the Index
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Basic assessment

This profile includes the following processing options:

Expand Compound Files
Include Deleted Files
Include File Slack
Include Free Space

Include Message Headers
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Image Processing

This profile includes the following processing options:

e MDS5 Hash

* SHA-1Hash

«  Expand common compound files

o This will expand many types of compound files.
o File Signature Analysis

o Flag Bad Extensions
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Video Processing
This profile includes the following processing options:

e MDS5 Hash
* SHA-1Hash
«  Expand common compound files
o This will expand many types of compound files.
o File Signature Analysis
o Flag Bad Extensions
* Search Text Index
o This processing profile will not index unallocated space or slack space. Unindexed areas
such as the unallocated space/file slack can be indexed by utilizing Additional Analysis.
o Create Thumbnails for Videos
o Generate Common Video File
o Bxplicit Image Detection
o Include Deleted Files
o Include File Slack

o Include Free Space
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All Communication
e MDS5 Hash
* SHA-1Hash
«  Expand common compound files
o This will expand many types of compound files.
o File Signature Analysis
o Flag Bad Extensions
* Search Text Index
o This processing profile will not index unallocated space or slack space. Unindexed areas
such as the unallocated space/file slack can be indexed by utilizing Additional Analysis.
o Include Deleted Files
o Include File Slack

o Include Free Space
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Verifying Drive Image Integrity
A drive image can be altered or corrupted due to bad media, bad connectivity during image creation,
or by deliberate tampering. This feature works with file types that store the hash within the drive image
itself, such as EnCase (EOT) and SMART (S01) images.

To verify an evidence image’s integrity, a hash of the current file is generated and allows you to compare
that to the hash of the originally acquired drive image.

To verify that a drive image has not changed
1. Select Tools > Verify Image Integrity.

In case the image file does not contain a stored hash, one can be calculated. The Verify Image
Integrity dialog provides the following information:

Image Name Displays the filename of the evidence image to be verified.
Path Displays the path to the location of the evidence image file.
Command Click Verify or Calculate to begin hashing the evidence image file.

2. Click either calculate, or Verify according to what displays in the Command column, to begin
hashing the evidence file.

The Progress dialog appears and displays the status of the verification. If the image file has a stored
hash, when the verification is complete, the dialog shows and compares both hashes. Completing these
processes may take some time, depending on the size of the evidence, the processor type, and the

amount of available RAM.
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Mounting an Image to a Drive
Image Mounting allows forensic images to be mounted as a drive or physical device, for read-only
viewing. This action opens the image as a drive and allows you to browse the content in Windows and

other applications. Supported types are RAW/dd images, EO1, S01, AD1, and LO1.

Full disk images RAW/dd, EO1, and SO1 can be mounted Physically. Partitions contained within full disk
images, as well as Custom Content Images of AD1 and LOT formats can be mounted Logically. The

differences are explained in this section.

[0 Note: Encrypted images cannot be mounted as either a drive or physical device.
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Mounting an Image as Read-Only

To mount an image

1. Ifyou already have the desired image added as evidence in the case, select that item, then do Step
2 to auto-populate the Source box with the image file to be mounted, as shown in Step 3.

If you do not already have the desired image added as evidence, begin with Step 2.

2. Do one of the following:
« Right-click and choose Mount Image to Drive.
o Select the image from the Evidence tree. Right-click and choose Mount Image to Drive.
« Click Tools > Mount Image to Drive, then browse to the image on your local drive orona
network drive you have access to.
3. Enter the path and filename, or click Browse to populate the Source box with the path and

filename of the image to be mounted.

After selecting an image, the Mount Type will defaut to the supported mapping based on the image
type selected. Click the drop-down to display other available mount types. After selecting an image, the
Map Type will default to the supported mapping based on the image type selected. Click the drop-
down to display other available map types.

4. Select the Mount Type to use for mounting.
Available Mount Types are Physical & Logical, Physical Only, and Logical Only.

If the Mount Type selected includes Logical, you can select the Drive Letter to assign as the mount
point.
5. Click the Drive Letter drop-down to see all drive letters that are available for assignment to the

mounted image.
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Mounting a Drive Image as Writable

When mounting an image as writable, you must be working with a physical image, and the mount
type you select must be Physical & Logical. Thi
/Writable Mount Method.

is the only option that provides the Block Device

To mount a drive image as writable

1. In the Examiner, click Tools > Mount Image to Drive.

2. Select a full disk image such as 001/Raw dd, E01, or SO1 file type.

3. In the Mount Type drop-down, select Physical & Logical.

4. In the Drive Letter drop-down, select Next Available (default), or select a different drive letter.

[l Note: Check your existing mappings. If you map to a drive letter that is already in use, the
original will prevail and you will not be able to see the mapped image contents.
5. In the Mount Method drop-down, select Block Device / Writable.
6. In the Write Cache Folder text box, type or click Browse to navigate to the folder where you want
the Write Cache files to be created and saved.
7. Click Mount.

You will see the mapped images in the Mapped Image List.

To view or add to the writable mapped drive image

1. On your Windows desktop, click Start > Computer (or My Computer).

2. Find the mapped drive letter in your Hard Disk Drives list. It should be listed by the name of the
Image that was mounted, then the drive letter.

Double-click on it as you would any other drive.

As a test, right-click and choose New > Folder.

Enter a name for the folder and press Enter.

The folder you created is displayed in the Folder view.

Ny oaw

Mapped images remain mapped until unmapped, or until the application is shut down.
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Unmounting an Image
To unmount a mounted image
1. Click File > Image Mounting.
= The Map Image to Drive dialog opens.
2. Highlight the images to unmount, click Unmount. To unmount multiple mappings, click the first,
then Shift-click the last to select a block of contiguous mappings. Click a ile, then Ctrl-click individual
files to select multiple non-contiguous mappings.)

3. Click Done to close the Map Image to Drive dialog.

Restoring an Image to a Disk
A physical image such as 001 (RAW/dd), EO1, or SO1, can be restored to a drive of equal or greater size

to the original, un-compressed drive.

To restore an image to a disk

1. Connect a target drive to your computer.

2. In the Examiner, click Tools > Restore Image to Disk.

3. Click Browse to locate and select the source image. It must be a full-disk image such as 001
(Raw/dd), EO1, or SO1.

The source image must be a disk image. A logical image such as AD1 will not work for this feature.

4. Click the Destination Drive drop-down, select the target drive you connected in Step 1. If you do
not see that drive in the list, click Refresh.

5. Mark the Zero-fill remainder of destination drive check box if the drive s larger than the original
un- compressed drive.

6. Mark the Notify operating system to rescan partition table when complete check box to allow
the new drive to be seen by the OS. If you plan to connect the drive in a different computer there is
no need to do this step. When you are finished selecting options, click Restore Image to continue.
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6. Click the Mount Method drop-down to select Block Device / Read Only or File System / Read
only.

Note: If you are mounting an HFS image of a Mac drive, you must choose File System /
[\ Read Only to view contents of the drive. Otherwise, it will appear empty, and may prompt
You to format the drive.

7. Click Mount.
All the related mount information will be displayed in the Mapped Image List.

To mount another image, repeat the process. You can continue to mount images as needed, until you
run out of evidence to add, or mount points to use. Mounted images remain available until unmounted,

or until the program is closed.

8. Click Close to return to the main window.
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To Create a Case Report

1. In the Examiner, click File > Report to run the Report Wizard.
2. Define your requirements for the following:

Case Information
Bookmarks
Graphics

Videos

File Path List

File Properties List

Registry Selections
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To Add Case Information to a Report

1. In the Examiner, click File > Report.

2. Inthe left pane, under Report Outline, highlight Case Information to display the Case Information
options in the right pane.
You can select the Case Information check box to include a case information section in the report. You
can deselect the Case Information check box to exclude a case information section from the report.

3. In the Default Entries pane, deselect any entries that you do not want to include in the report.

If you inadvertently remove a default entry that you require, close and reopen the case to have the

default entries displayed again.

4. Double-click the Value field to enter information.

5. Add and remove entries with the Add and Remove buttons under the Default Entries section.

6. Provide a label (Name) and a value (Information) for the included entries.

7. (Optional) Select the Include File Extensions option to include a file extensions list and count in
the File Overview portion of the report.

The list of file extensions appears in the report under Case Information, after File Items and File
Category, and before File Status. The File Extensions List can be very long and may span many pages.
Ifyou intend to print the report, this may not be desirable.
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The Case Manager

You can use the Case Manager to manage application settings that apply to multiple cases. The
following is an example of the Case Manager:
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The Examiner

You can use the Examiner to locate and interpret case data. The following is an example of the Examiner:
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