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[bookmark: _Toc27154999]Abstract

This report will try to answer the question of “How can cities leverage the benefits of digitalisation to relieve stress on overstretched services and resources?”.  This will first be done through an investigation into the topic of pollution management and monitoring systems, and secondly through a physical implementation of a pollution monitoring system.

1. [bookmark: _Toc27155000]Introduction

Climate change and pollution have become a global problem. In some areas of the world, such as China, air pollution has become so bad that citizens have to wear dust masks to protect their lungs. The use of IoT devices to monitor and manage pollution is widely growing, and this report will dive into that.

2. [bookmark: _Toc27155001]Pollution Management / Monitoring Systems

Pollution monitoring systems are a necessity in modern cities. The increasing population and vehicles on the road are causing a massive increase in CO2 levels and smog. Pollution monitoring sensors can be put in place to ensure that levels do not get out of hand in areas of the cities. The use of pollution monitoring sensors can help government and councils decide where and when something should be done. Cities are already starting to use low-cost IoT (Internet of Things) based pollution sensors, placed in cities to detect pollution levels. [1]

According to the World Health organisation, air pollution kills around 7 million people per year. [2] This is from a range of air pollution causes, such as smog and indoor smoke. The World Health Organisation states that this is “largely as a result of increased mortality from stroke, heart disease, chronic obstructive pulmonary disease, lung cancer and acute respiratory infections” [2]. They also state that more than 80% of people living in urban areas that already monitor the air quality are exposed to levels that exceed their guidelines. This shows just how essential and useful pollution monitoring sensors can be and why they are needed in modern cities.
2.1. [bookmark: _Toc27155002]Carbon Dioxide Sensors

One of the primary pollution monitoring sensors that are used are CO2 (Carbon Dioxide) sensors. There are many different brands and types of CO2, each varying in accuracy and price. The most accurate are NDIR (Nondispersive Infrared) sensors; these are much better than the chemical-based counterparts. NDIR CO2 sensors are also relatively low cost, making them incredibly useful for projects where you would want to have a lot of sensors placed over an area. [3]
CO2 is one of the main contributors to climate change and smog, therefore monitoring the levels in cities and other areas could be incredibly useful. Knowing where the gases are coming from will allow organisations to be able to combat the levels in each specific area.
Placing sensors around cities could allow the council to monitor the amount of carbon monoxide in each area, from there they could choose to reduce the number of vehicles allowed in that area or declare it a low emission zone, only allowing certain vehicles through. They may even decide to invest in green energy for that area, such as solar panels or hydroelectric.

2.2. [bookmark: _Toc27155003]Carbon Monoxide Sensors

Carbon monoxide is another gas that significantly contributes to climate change and smog. Carbon monoxide is not just bad for the environment; it is bad for your health too, it can lead to damage to your vital organs such as the brain, nervous system. Detecting this gas is essential for keeping the air clean and keeping people healthy. Carbon monoxide is released from motor vehicle exhausts and industrial activities such as steelmaking. Cigarette smoke can also release carbon monoxide, being one of the main sources of indoor carbon monoxide. Just like CO2 sensors, these can come in both chemical-based and NDIR form, NDIR being the more accurate of the two.
Like with CO2 levels, councils/governments/organisations would be able to use this data to decide when are where needs a system putting in place to reduce emissions, whether it be reducing vehicle emissions or green energy.

2.3. [bookmark: _Toc27155004]Temperature / Humidity Sensors

There are many widely used, accurate sensors that detect both temperature and humidity in the air. Measuring the temperature and humidity could be useful for general weather updates, as well as recording data to be used in climate change studies. Like gas sensors, there are many different types of temperature and humidity sensors. Thermocouples, thermistors, RTD (Resistance Temperature Detectors) and Infrared. Infrared sensors are also one of the best choices here, especially in applications such as conveyor belts and other moving machinery. [4]

3. [bookmark: _Toc27155005]Design and Implementation

A project was carried out to attempt to create a pollution monitoring device. This project included an Arduino based pollution monitoring device and a back-end webserver to record and display the data.

The sensors used were not identical to the sensors written about in previous sections. However, they worked well and served their purpose as a proof of concept. These sensors had to be used to do resource constraints.

3.1. [bookmark: _Toc27155006]Pollution Monitoring Device(s)

The project started with a choice of sensors; commercial-grade sensors are hard to get hold of and can be very expensive. However, there are a good number of relatively accurate, chemical-based sensors that can be used for detecting various gasses in the air.
The device was Arduino based, using an Arduino Uno to connect the sensors to. Due to a lack of WiFi module, to communicate with the server the Uno was connected to a NodeMCU via a Software Serial, from there the NodeMCU would receive the sensor data and forwarded it to the webserver via Socket.



 
3.1.1. DHT11 – Temperature & Humidty Sensor

[image: ]The first sensor chosen for the project was a DHT11 sensor. This is a small, basic but effective temperature and humidity sensor. The code for this can be seen to the right. The sensor was very easy to code, only taking a few lines to read the temperature and humidity thanks to the available libraries. The DHT 11 sensor is relatively accurate; it reads temperature to an accuracy of +-2 degrees Celcius. This sensor would be used to track the temperature changes in the area; other sensors could then be used to detect gasses such as CO2 to see if there is a correlation between the two, contributing to climate change. The physical implementation for this sensor can be seen in Appendix A.Figure 1 - The code used to program the DHT Sensor


[image: ]Like previously mentioned, due to the lack of analogue ports on the NodeMCU, the data had to be collected on an Arduino Uno then sent to the NodeMCU before being emitted to the web server via socket. A ‘sendData’ method was created. This would take in the sensor name and the value to be sent to the NodeMCU. In the ‘sendData’ method, the data was transferred into a JSON format before being emitted to the server. To convert to JSON, another library was used. This library was called ArduinoJSON, it made the conversion process much simpler as the only other alternative was to manually convert all values to a char then created a string containing the correct brackets and name-value pairs.  The ‘sendData’ method can be seen in the screenshot below.Figure 2 - The code for the 'sendData' method







3.1.2. MQ2 – CO/ LPG / Gas Sensor

[image: ]The next sensor implemented into the pollution monitoring device was an MQ2 sensor. This is a chemical-based gas sensor. Chemical-based sensors are not as accurate as their infrared counterparts, but they are incredibly cheap and reliable. In this implementation, the MQ2 sensor was used to detect both CO and LPG in the air. The sensor can detect other gases, but they were not needed for this project as they are not a climate or health worry. This sensor was a useful implementation as CO is a significant health and climate change hazard. Being able to record this is incredibly helpful and important. The data tracked over time can also be used in climate studies.Figure 3 - The code used to program the MQ2 Sensor

[image: ]The Arduino code for this sensor can be seen in the screenshot on the left (Figure 2). The physical implementation for the MQ2 sensor can be seen in Appendix B. 


The methods created for this, and other sensors were called in the Arduino ‘loop’ function. The code for this can be seen to the right. 




3.1.3. MQ135 – CO2 / Gas Sensor

The final sensor implemented into the device was an MQ135 gas sensor. This is another chemical-based gas sensor that works in the same way as the MQ2 sensor. The difference is in the chemical within the sensor; this sensor can be used to detect CO2 and other gasses in the air. This implementation only used it to detect CO2 as that is all that was required. CO2 is one of the main contributors to climate change and smog. Therefore it was a good choice for the pollution monitor. The code for this implementation can be seen on the screenshot below. The physical Arduino implementation for this device can be seen in Appendix C.
[image: ]
Figure 4 - The code used to program the MQ135 sensors

3.1.4. Socket Communication

To communicate with the server, sockets had to be used. In this case, a Socket.io client library was found that worked with Arduino. This made the connection and data transfer via sockets much simpler. Although the Arduino library was missing some features, it had everything that was needed to connect to and send data over SSL to the webserver. The data was converted from a String sent from the Arduino Uno in a char array to be sent over the socket. The code for converting the string to char array and sending the data can be seen below.

3.1.5. [bookmark: _Toc27155007]Security

There are a few security issues with a device like this that will be placed in a public place. Because it is easily accessible, it needs to be ensured that it is not easily accessible via serial/direct connection. This meant the device would have to be stored in a secure container/case, and that code on the device should not leave anything vulnerable should it be stolen. 
The device had to transfer the data it gathers from the sensors to a webserver. Therefore, the connection to the webserver had to be secure. To do this, a self-signed SSL certificate was created to secure the socket communications between the device and the server. It had to be self-signed as it was a prototype device being run on a local network. A real-world device would most likely need a signed certificate.
When connecting to the server, the device had to first send an API key to the server to verify its connection. If the API key did not match anything the server had, it would deny the connection. 

3.2. [bookmark: _Toc27155009]Pollution Management/Monitoring Panel

A web server was created to allow the data to be visible at any time, from anywhere. This server would take the data from the devices via socket, then immediately send it out to any browser connections. An image of the functioning website can be seen in Appendix D.

3.2.1. [bookmark: _Toc27155010]Security

The site was secured using HTTPS, using the same SSL certificate that was generated and self-signed. A login had been planned to be developed to allow each user to generate an API key for device connections to allow for personal device data. However, due to time constraints, this was not possible. 

3.2.2. [bookmark: _Toc27155011]Server-Side / Back End

The server side programming was developed using NodeJS. Express.JS was used as the web framework, functioning with a basic HTTP/HTTPS server underneath. Express was used for the routes and serving the web pages to the user. [5]

[image: ]
Figure 5 - The code for setting up the SSL and HTTPS Server

The Socket.IO server was also created on the web-server. It used the same HTTPS Server that was passed to express, this meant that it also used the same SSL certificate and therefore had the same encryption/security. The server stored a list of devices and web browsers that had connected, each in individual arrays. This was done to make it easier to send data to ALL browsers or ALL devices at once, by just looping through the array. This was especially useful for sending data to the browsers as when the data was coming through from the device it was immediately sent to all web browser connections, giving them the live data update. The code for this can be seen below. Note the function ‘sendDataToBrowsers’ looping through the browsers array and sending the data to ALL browser connections.
[image: ]
Figure 6 - The server side code taking data from the device and immediately sending it to browsers


3.2.3. [bookmark: _Toc27155012]Client Side / Front End

The front end was created using HTML, CSS and JS. The libraries used include Bootstrap, ChartJS, MomentJS. There was only one page created for this site, the dashboard page which contained the charts for the sensor data. A screenshot of this page can be seen Appendix D. The charts for this page were created using ChartJS, example code from one of the charts can be seen in the screenshot to the right.

A socket connection had to be made from the browser to the server. This was carried out by using Socket.IO once again. The browser would send a query to the server on connection to tell the server that it was a browser connection and not a device connection. This would then allow the server to know which socket(s) to send the data back to. The data received from the server was then plugged into the ChartJS charts to display the updated, live data.
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void readDHT() (

// Read the Humidity from the DHT Sensor
float h = dht.readHumidity();

// Read the Temperature from the DHT Sensor (In Celsius)
float t = dht.readTemperature();

// Convert the data to char
char humid([8];
char temp[8];

dtostrf(h, 6, 2,
dtostrf(t, 6, 2,

// Send the Humidity and Temperature to the NodeMCU

sendData ("DHT11_HUMIDITY", humid);
sendData ("DHT11_TEMPERATURE", temp!
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void sendData(char* sensorName, char* value)
DynamicJsonDocument doc(1024) ;

JsonObject obj = doc.to<JsonObject> ()7

©obj ["SENSOR_NAME"] = sensorName;
obj ["DATA"] = value;

char json[10241;
serializeJson(doc, jsom);:
serial.println(json);

toEsp.printin(json) ;
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void readMo2() (
// Get the CO (Carbon Monoxide) concentration from the MQ2 Sensor
float co = MQ2.readSensor ("CO");

// Get the LBG (Liquid Petroleum Gas) concentration from the MQ2 Sensor
float 1pg = MQ2.readSensor ("LEG");
char carMon[8];

char ligPet[8];

dtostrf(co, 6, 2, carMon);
dtostrf(lpg, 6, 2, ligeet);
// Send the CO and LPG concentrations to the NodeMCU

sendData ("MQ2_CO", carMon);
sendData ("MQ2_LPG", ligPet);
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void loop() {

// Update the MQ Sensors
MQ2.update () ;
MO135.update ()

// Read Data from the DHT Sensor
readDHT () 7

// Read Data from the MQ2 Sensor
readMoz () ;

// Read Data from the MQ135 Sensor
readMQl3s (

// Delay by 2s
delay(2000);
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void readMQl3s() {

// Get the CO2 (Carbon Dioxide) concentration from the MQ135 Sensor
float co2 = MQ2.readSensor ("CO2");

char carDiox[81;

dtostrf(co2, 6, 2, carDiox);

// Send the CO2 Concentraton to the NodeMCU
sendData ("MQ135_CO2", carDiox);
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y/e
" create vrres server.
*/

var httpsServer = https. createserver(
optons: {
key: fs. readFilesync( path: *./ss1/localhost.key'),
cert: fs.readFileSync( path './ss1/localhost.crt')

o




image15.png
let socket_io = require('socket.io’);
let do = socket_io();

let devices = [1;
let browsers = [1;

do.on("connection’, (socket) = {
cansole. log( 'Connected");

let socketType = socket.request._query['type'l;

switch (socketType) {
case undefined:
devices. push(socket) ;
break;

case 'browser's
browsers.push(socket) ;

sendDataToBrowsers ( dsta: 'test');
break;

}

socket.on('SEND_DATA', (data) = {
let dataStr = JSON.stringify(data);

sendDataToBrowsers (data) ;

console.log(dataStr);
h;
n;

function sendoataToBrowsers (data) {
browsers. forEach( (browser, index :mumber ) = {
browser. emit('UPDATE_CHART', data);
»:
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