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Part I: Research Report 
 
 
 
Internet Protocol version 6:  
Benefits and Deployment Issues  
 
 
 
 
 
 
 
 




 
 
 


 
 
 
 
 
 
 
 
 
 
The role of Internet Protocol (IP) is to interconnect end systems and routers and therefore provide connection across a number of networks (Stallings, 1996, p. 1). Due to the technological advancement and development of various devices that connect to the Internet, there is higher public demand for the use of Internet, and therefore an increased demand for the application of IP across end systems (Kristadi and Dion, 2016, p.1). The most recent version of IP is version 6, also known as Internet Protocol version 6, or IPV6. IPV6 was designed to overcome the issues that Internet Protocol version 4 (IPv4) had, and has further added new functions in order to adapt to the complexity of network environment (El Khadiri et al. 2018, p.1). The main advantages of IPV6 over IPv4 include increased address space, from 32 bits to 128 bits, better security (integrated by default), as well as the new essential function of auto-configuration and higher quality support for applications (El Khadiri et al. 2018). Despite these advantages, there are significant challenges around the deployment of IPV6, including security, availability and adoption as well as the current network infrastructure.  
 
Benefits of IPv6 
One of the main improvements of IPv6 over IPv4 is the increased total of IP addresses. For example, Internet Assigned Numbers Authority and the Regional Internet Registry don’t have any more IP addresses left in Asia, South America and Europe (Yannakogeorgos, 2015, p.8). Furthermore, as discussed above due to the expansion of the use of Internet through different devices (such as computers, appliances and gaming systems, tablets, smartphones and even body-worn bio-metric devices (Minoli and Kouns, 2016, p.4), it is likely that the world is facing a shortage of IPv4 address space (Yannakogeorgos, 2015, p.8). In order to prevent this shortage from obstructing the demand of Internet use, this could mean that IPv6 offers the possibility of many more devices “to seamlessly connect to the internet” (The Internet Tips, 2015). Considering the address space offered by IPv6, Buenaventura et al. (2016) argue that IPv6’s address space is “inexhaustible” (p.1). 
Another important improvement of IPv6 is that it offers a more simplified network configuration through the stateless address autoconfiguration mechanism, SLAAC (Thompson, Narten and Jinmei, 2007, p.3). This mechanism allows “the host to self-generate its own IPv6 address without the presence of a DHCPv6 server” (Praptodiyono et al. 2015, p.6), which in other words means that IPv6 can set its own IP address automatically, providing convenience to the users (Buenaventura et al. 2016, p.2). As the lack of need of central server, the need for management of the tracking and addressing is made redundant (Buenaventura et al. 2016, p.). This means that IPv6 can handle the communications for a significantly larger count of devices and facilitates a more efficient routing (Buenaventura et al. 2016, p.2).  
The demand for multimedia applications has increased substantially; the concept of quality of service (QoS) in essence refers to how efficiently an application is running in the network (Al-Fayyadh and Koyuncu, 2020, p.1).  Hader et al (2019, p.1) who analysed QoS in the use of applications, stated that QoS includes the volume of data transferred in a particular time (also referred to as bandwidth), the time during which the data is placed in a link and the variation in the time (delay and delay variation) and packet loss, which is the total sum of transmitted packets versus the amount of packets received as a specific time. The researchers concluded that QoS in IPv6 is delivering better performance than IPv4 in the use of applications (p.4).  
 
Deployment Issues 
The security of IPv6 is a very controversial topic, as evidence is not conclusive. For example, Minoli and Kouns (2016, p.2), argue that the authentication and privacy capabilities of IPv6 are another advantage over IPv4. This benefit is based on the build-in feature of IPv6 to have the authentication, encryption and confidentiality extensions. For example, Internet Protocol Security, known as IPSec, defined as “mandatory” by the authors is featured in IPv6, whereas in IPv4 it had to be additionally added. On the other hand, Praptodiyono et al. (2015, p.1) state that although the SLAAC mechanism in IPv6 provided by Neighbour Discovery Protocol (NDP) is extremely user-friendly due to the automatic allocation of IP addresses, NDP doesn’t have security verification for messages exchange which makes it prone to hacker attacks, “namely the malicious last hop router, neighbour spoofing, and duplicate address detection denial of service attacks” (Buenaventura et al. 2015, p.2). 
The availability of IPv6, as well as its adoption and use are two factors identified as the main dependant factors for the deployment of IPv6 (Nikkhah and Cuerin, 2015, p.1). For example, the authors argue that there are three stages of IPv6’s evolution with the first one beginning in 1995, circa IPv6’s inception, and the third one beginning in 2012 when the use of IPv6 accelerated. Additionally, Data from Bieringer et al. (2006, p.7) study suggests that IPv6 was launched across key applications at different phases, e.g., IPv6 was launched for Python in 2003 (phase one), but only launched for Office 365 in 2013 (phase three). This inconsistent migration of the Internet to IPv6 suggests that IPv6 cannot be deployed in full until all applications support its use. 
Another important challenge for the deployment of IPv6 is related to the fact that the network infrastructure is designed in IPv4 (El Khadiri et al. 2018, p.1) and IPv6 is not backwards-compatible with IPv4 (Alhassoun and Alghunaim, 2016, p.2). This creates a complex environment for the implementation of the network transition from IPv4 to IPv6. For example, all IPv4/IPv6 transition mechanisms have advantages and disadvantages and pose different security and implementation issues. Fan et al. (2016, p.3) states that when using configured tunnelling, reaching communication between IPv4 and IPv6 could be an issue. This is supported by El Khadiri et al. (2018,p.6) who found in their study that dual stack mechanism supports increased performance in IPV6. Furthermore, additional issues around the deployment include the complexity of the implementation (El Khadiri et al. 2018, p.1) as well as the financial costs to organisations (Alhassoun and Alghunaim, 2016, p.2) 
 
Discussion  
Internet Protocol version 6 (IPv6) was created in order to address the limitations of Internet Protocol version 4 (IPv4), particularly the insufficient for the needs of the Internet connectivity demands IP address numbers (. Not only did IPV6 increase the added address space but it further improved the performance of the networks through its improved Quality of Service (QoS), but it also improved routing and allowed for a larger number of devices to be connected to the network through its stateless address autoconfiguration mechanism (SLAAC).  
Although it has been over 20 years since IPV6 was introduced, and although IPV6’s benefits are multiple and its launch with significant applications is gradually increasing, there are still significant challenges relating to the deployment of this protocol. For example, despite there are multiple advantages over IPv4 with respect to the security and privacy settings of IPv4 (Alhassoun and Alghunaim, 2016, p.1), there are some new issues such as the lack of verification related to the Neighbour Discovery Protocol (Praptodiyono et al. 2015, p.1), making IPV6 susceptible to hackers (Buenaventura et al. 2015, p.2). Furthermore, it is not clear when all applications will launch IPV6, and this issue means that the use of IPV6 wouldn’t be global until this is overcome. Of course, the deployment is also related to financial assets, which is also a problem in its own (Alhassoun and Alghunaim, 2016, p.3). Another one of the main problems with the deployment of IPV6 is the lack of standardized method for integration. This leads to the use of various transfer mechanism, which instead of eliminating the extensive obstacle that the entire network infrastructure is based on IPV4, add further issues to the deployment of IPV6 (El Khadiri et al. 2018, p.5).  
It can be concluded that although currently IPV4 and IPV6 are coexisting well enough to balance out each other disadvantages, and to make the network connection efficient enough to support the growing demand for network for speed, quality and accuracy, many stakeholders are expressing doubts whether the migration to IPV6 will actually happen (Nikkhah and Guerin, 2015, p.1). 
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Part II:  
IP Addressing Scheme Design 
 
 
 
 
 
 
 
 





















 
 
 
 
 
As a network administrator, I have been asked to design a hierarchical IP addressing scheme for Faculty’s networks. I chose Class B from Private Address Space - 172.16.0.0 /20 to support more than 2000 users and future growth. The Faculty has four Schools which are on the figure below. 
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	Lab No 
 
	Network Address 
	First IP address 
	Last IP address 
	Broadcast add 
	Subnet Mask 

	School 1 /704/ 
	172.16.0.0/22 
	172.16.0.1 
	172.16.3.254 
	172.16.3.255 
	255.255.252.0 

	School 2 /285/ 
	172.16.6.0/23 
	172.16.6.1 
	172.16.7.254 
	172.16.7.255 
 
	255.255.254.0 

	School 3 / 337/ 
	172.16.4.0/23 
	172.16.4.1 
	172.16.5.254 
	172.16.5.255 
 
	255.255.254.0 

	School 4 /278/ 
	172.16.8.0/23 
	172.16.8.1 
	172.16.9.254 
	172.16.9.255 
 
	255.255.254.0 


 






School 1 – School of Applied Computing (Includes a Test Centre, with pcs, an IP phone, a printer and a video camera, as well as an Open Access lab with pcs and printers) 

	Lab No. 
 
	Network Address 
	Firs IP address 
	Last IP address 
	Broadcast add 
	Subnet Mask 

	Lab 301 / 50/ 
	172.16.0.128/126 
	172.16.0.129 
	172.16.0.190 
	172.16.0.191 
	255.255.255.192 

	Lab 302 /30/ 
	172.16.1.0/27 
	172.16.1.1 
	172.16.1.30 
	172.16.1.31 
	255.255.255.224 

	Lab 303 /30/ 
	172.16.1.32/27 
	172.16.1.33 
	172.16.1.62 
	172.16.1.63 
	255.255.255.224 

	Lab 306 /40/ 
	172.16.0.192/26 
	172.16.0.193 
	172.16.0.254 
	172.16.0.255 
	255.255.255.192 

	Lab 308 /120/ 
	172.16.0.0/25 
	172.16.0.1 
	172.16.0.126 
	172.16.0.127 
	255.255.255.128 

	Lab 305 /20/ 
	172.16.1.64/27 
	172.16.1.65 
	17216.1.94 
	172.16.1.95 
	255.255.255.224 

	Lab 410  / 60/ 
	172.16.2.0/26 
	172.16.2.1 
	172.16.2.62 
	172.16.2.63 
	255.255.255.192 

	Lab 411 /30/ 
	172.16.2.128/27 
	172.16.2.85 
	172.16.2.126 
	172.16.2.127 
	255.255.255.192 

	Lab 412 /36/ 
	172.16.2.64/26 
	172.16.2.65 
	172.16.2.126 
	172.16.2.127 
	255.255.255.192 

	TestCenter/OpenAcces/Staff / 288/ 
	172.16.0.0/23 
	172.16.0.1 
	172.16.1.254 
	172.16.1.255 
	255.255.254.0 


 
School 2 – School of Automotive Engineering 

	Lab No 
	Network Address 
	First IP address 
	Last IP address 
	Broadcast add 
	Subnet Mask 

	Cad Lab /20/ 
	172.16.6.192/27 
	172.16.6.193 
	172.16.6.222 
	172.16.6.223 
	255.255.255.224 

	Lab 101 /25/ 
	172.16.6.160/27 
	172.16.6.161 
	172.16.6.190 
	172.16.6.191 
	255.255.255.224 

	Lab 102 /35/ 
	172.16.6.64/26 
	172.16.6.65 
	172.16.6.126 
	172.16.6.127 
	255.255.255.192 

	Lab 103 /30/ 
	172.16.6.128/27 
	172.16.6.129 
	172.16.6.158 
	172.16.6.159 
	255.255.255.224 

	Lab 205 /20/ 
	172.16.6.224/27 
	172.16.6.225 
	172.16.6.254 
	172.16.6.255 
	255.255.255.224 

	Lab 206 / 55/ 
	172.16.6.0/26 
	172.16.6.1 
	172.16.6.62 
	172.16.6.63 
	255.255.255.192 

	Staff /20/ 
	172.16.6.0/27 
	172.16.6.1 
	172.16.6.30 
	172.16.6.31 
	255.255.255.224 

	Lab 301 /80/ 
	172.16.6.0/25 
	172.16.6.1 
	172.16.6.126 
	172.16.6.127 
	255.255.255.128 


 


School 3 – School of Architecture, Built and Natural Enviroment  

	Lab No 
	Network Address 
	First IP address 
	Last IP address 
	Broadcast add 
	Subnet Mask 

	Lab 201 / 54/ 
	172.16.4.0/26 
	172.16.4.1 
	172.16.4.62 
	172.16.4.63 
	255.255.255.192 

	Lab 202 /25/ 
	172.16.5.0/27 
	172.16.5.1 
	172.16.5.30 
	172.16.5.31 
	255.255.255.224 

	Lab 203 /30/ 
	172.16.4.192/27 
	172.16.4.193 
	172.16.4.222 
	172.16.4.223 
	255.255.255.224 

	Lab 205 /28/ 
	172.16.4.224/27 
	172.16.4.225 
	172.16.4.254 
	172.16.4.255 
	255.255.255.224 

	Lab 404 /35/ 
	172.16.4.64/26 
	172.16.4.65 
	172.16.4.126 
	172.16.4.127 
	255.255.255.192 

	Staff /32/ 
	172.16.4.128/26 
	172.16.4.129 
	172.16.4.190 
	172.16.4.191 
	255.255.255.192 

	Lab 408 /28/ 
	172.16.4.128/27 
	172.16.4.129 
	172.16.4.158 
	172.16.4.159 
	255.255.255.224 

	Lab 409 /60/ 
	172.16.4.0/26 
	172.16.4.1 
	172.16.4.62 
	172.16.4.63 
	255.255.255192 

	Lab 410 /45/ 
	172.16.4.64/26 
	172.16.4.65 
	172.16.4.126 
	172.16.4.127 
	255.255.255.192 


 
 
School 4 – School of Engineering, Manufacturing and Logistics 

	Lab No 
	Network Address 
	First IP address 
	Last IP address 
	Broadcast add 
	Subnet Mask 

	Lab 101 /35/ 
	172.16.8.192/26 
	172.16.8.193 
	172.16.8.254 
	172.16.8.255 
	255.255.255.192 

	Lab 102 /30/ 
	172.17.9.0/27 
	172.16.9.1 
	172.16.9.30 
	172.16.9.31 
	255.255.255.224 

	Lab 103/30 
	172.16.9.32/27 
	172.16.9.33 
	172.16.9.62 
	172.16.9.63 
	255.255.255.224 

	Lab 105 /25/ 
	172.16.9.64/27 
	172.16.9.65 
	172.16.9.94 
	172.16.9.95 
	255.255.255.224 

	Lab 206 /50/ 
	172.16.8.128/26 
	172.16.8.129 
	172.16.8.190 
	172.16.8.191 
	255.255.255.192 

	Lab 208 / 90/ 
	172.16.8.0/25 
	172.16.8.1 
	172.16.8.126 
	172.16.8.127 
	255.255.255.128 

	Staff /18/ 
	172.16.8.0/27 
	172.16.8.1 
	172.16.8.30 
	172.16.8.31 
	255.255.255.224 


 
 







Global Unicast addresses between MP and ISP 
 
ISP – 2001:0DA8:460D:ffff:ffff:ffff:ffff:ffff 
Compressed – 2001:0DA8:460D::/48 
MP – 2001:0DA8:460D:45DE:0001:0000:0000:0331/64 
Compressed – 2001:460D:45DE:1::331/64 
 
 
To all servers we use Anycast Addresses: 
 
DNS- 2001:0DA8:460D:45DE:0201:C7FF:FE07:23AE/64 
Compressed – 2001:DA8:460D:45DE:201:C7FF:FF:FE07:23AE/64 
Email- 2001:0DA8:460D:45DE:020D:BDFF:FECC:E280/64 
Compressed - 2001”DA8:460D:45DE:20D:BDFF:FECC:E2B0/64 
Finance – 2001:0DA8:460D:45DE:0250:0FFF:FE1C:C67A/64 
Compressed - 2001:DA8:460D:45DE:250:FFF:FE1C:C67A/64 
Registry-  2001:DA8:460D:45DE:E2F9:F079:5967:7DBE/64 
Compressed - 2001:DA8:460D:45DE: E2F9:F079:5967:7DBE/64 
File server - 2001:DA8:460D:45DE:0001:0001:1D5F:E2F9/64 
Compressed - 2001:DA8:460D:45DE:1:1:D5F:E2F9/64 
Print Server -2001:DA8:460D:45DE:0000F:0456:EDBA:0447/64 
Compressed -2001:DA8:460D:45DE:F:456:EDBA:447/64 
 
Default Gateway 2001:460D:45DE:1::331/64 
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