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1.0 Introduction 

Tesco is one of the UK’s biggest retailers. It was founded in 1919 in London (Tescoplc n/d) Its founder Jack Cohen’s first profit was 1 pound (Tescoplc n/d). The company started by selling tea and through the years grow as a major retailer (Tescoplc n/d). Through the years Tesco has several successful investments which skyrocket its sales (Tescoplc n/d). Some of them was creating their brand, loyalty program and launching online sales (Tescoplc n/d)
This report is requested by Christian Felices lecturer at the University of Wales Trinity Saint David. The purpose of this report is to investigate Tesco’s organisational ethical policies and practices. The report critically analyses Ethical models that apply to Tesco and how they impact Customer Relationship Management (CRM). 
Tesco has 11 Ethics and Compliance policies (Tesco.com 2022). Three of them have the most significant impact on Customer Relationship Management (CRM) indeed, Cyber Security, Data Privacy and Human Rights (Tesco.com 2022). In its human rights ethics policy Tesco acknowledges that being a global corporation comes with big responsibility (Tesco.com 2022). The company works with local governments and communities to reduce inequality in society (Tesco.com 2022).
Tesco acknowledges its sustainability policies and practices are essential for creating a more sustainable future (Tescoplc 2021). This report acknowledges the importance for the company CRM to adhere to the efforts for creating a more sustainable future.
The report explains how well adopted Tesco segmentation strategies and locality ladder programs create long-term customers and lead to the success of the organisation.
To compile this report the author used various sources of academic information. The sources used are YouTube videos, Academic Journals, Books and credible websites.
This report was compiled by Valentin Gtosev. Student in UWTSD on the 15/06/2022







2.0 Main Findings

2.1 Tesco’s Ethics and Compliance policies - 

2.1.1 Cyber Security – In March 2025 the Guardian posted an article revealing that Tesco’s website was under cyber-attack (Kollewe, 2021). The customers were unable to make online purchases, or amend current orders for a day (Kollewe, 2021). This time there was no leak of personal data of Tesco customers, however in 2014 more than 2000 accounts and passwords of customers were posted online following a hacker attack (Kollewe, 2021). The company’s bank arm also lost 2.5 million pounds two years later amid a hacker attack (Kollewe 2021. Tesco had invested in four committees where the Executive Directors receive detailed reports on the cyber risk (Tesco.com 2021). In its Cyber Security Ethics Policy Tesco highlights that it continuously strengthens its network to help the fight against malicious software and monitors its system for 24 hours (Tesco 2021). To answer the Cyber Security challenges the company consistently trains its employees in cyber security awareness (Tesco.com 2021).
Microsoft introduces the best practices of highly secured devices (Orwick & Nightingale 2020).  In 2020 Microsoft launches the Azure Sphere for business (Orwick & Nightingale 2020).  Azure Sphere is a chip that can be applied to organisations' computer systems for maximum security (Orwick & Nightingale 2020). Starbucks is one of the first companies to implement this system in its operations as a part of its digital transformation (Orwick & Nightingale 2020). Microsoft suggests that every device within organisations should adhere to seven properties used to implement Azure Sphere (Orwick 2020).

(Orwick & Nightingale 2020).


2.1.2 Data Privacy

Tesco collects data on its current and potential customers and employees in various ways (Tesco.com 2022). The company stores data of individuals who had visited their website filled in online forms registered online, or from third-party companies (Tesco.com 2022). According to the company data privacy policy, it stores this data for various reasons (Tesco.com 2022). The stored data is being used for improvements within the organisation, managing promotions, advertising and better u understanding of customer needs (Tesco.com 2022). Tesco states that the company may share stored personal data with third-party companies for better analysing of surveys, customer needs and evaluating the customer ideas (Tesco.com 2022).


Organisations across all sectors have learned the lesson of how important and impactful data breaches can be on customer relationships (Shein 2021). There are a few ways that organisations can prepare for potential data breaches (Shein 2021). One of the treats on data breaches is indeed working from home (Shein 2021). Employers must provide sufficient security to the devices of employees working from home to protect against data leaks (Shein 2021). A good practice for improving data protection is also good management and encryption of its data (Shein 2021). Having backup data can help the corporation recover from unexpected attacks (Shein 2021). All these measures together with good investments in IT can enhance organisations' data protection and reduce the costs of lawsuits from customers (Shein 2021)




2.2 Ethical stances – 

2.2.1 Consequentialism - 

Consequentialism is a theory in ethics which defines what is right or wrong depending on the consequences (Seidel 2019). In its essence consequentialism justifies unethical behaviour if the consequence of it is slightly better than the initial action (Seidel 2019). Consequentialism could be efficient for decision-making (Seidel 2019). It is based on failure from the past and no research or testing of the decision is required (Seidel 2019). Consequences can create a standard and defines the fundamental good (Ahlström, & Dunn, J. 2018).  Consequentialists agree that if an option is acceptable and its alternative is at least as valuable then it must also be accepted (Ahlström, & Dunn, J. 2018).  
Consequentialism has a lot of philosophical problems (BBC 2021). It is difficult to predict what the consequences of an act could be (BBC 2021).  It is almost impossible to define what is right and what is wrong, and it may vary depending on the personalities and circumstances (BBC 2021). The same decisions may result positively for one but negatively for others (BBC 2021).
In terms of Human rights, Tesco has a clear consequential approach. The company is committed to creating equal opportunities inside the organisation regardless of gender, sexual orientation, and race (Tesco.com 2022). Tesco is also committed and works together with governments to ensure equal pay for its employees (Tesco.com 2022). Tesco supports in full the United Nations Universal Declaration of Human Rights and the International Labour Organisation conventions based on freedom of association, forced labour, child labour and discrimination at work (Tesco.com 2022). 
To ensure the company puts the right resources to areas of high risk of neglecting human rights Tesco had introduced the Human Rights Due to diligence approach (Tesco.com 2022). The approach assesses the risk by analysing five stages (Tesco.com 2022). Indeed, Tesco conducts Risk Assessment, Prioritizing and Identifying leverage, Mitigating Risks, Remediating and Grievance mechanisms, Monitoring and Communication (Tesco.com 2022).
An example of a company committed to human rights is Adidas (Eccles 2020). In 2014 the company implemented a third-party complaint mechanism (Eccles 2020). The company is committed to publishing on its website how many third-party complaints based on human rights violations they had received, investigated and resolved every year (Eccles 2020). Adidas also engages with human rights defenders from workers' unions, environmental protection groups and labour rights advocates to better implement its human rights commitments (Eccles 2020).




2.3 Sustainability policies and Corporate Social Responsibility at Tesco

2.3.1 Sustainability policies – 

Tesco plc acknowledges that the ability of humanity to produce food depends on a healthy environment (Tescoplc 2021). The company claims that it is in its interest to tackle climate change and preserve ecosystems by reducing its environmental footprint (Tescoplc 2021). 
The essence of the Circular Economy model is optimising the waste created by the businesses by separating the materials that create waste into two circles Technical and Biological (Ellen MacArthur 2021). In the Technological circle are materials that could be recycled and reused again (Ellen MacArthur 2021). Materials such as precious metals, glass, and plastic that are not biodegradable must be recycled and put back into the economy (Ellen MacArthur 2021). Biological waste is different from the Technical because it disintegrates and disappears (Ellen MacArthur 2021). The biological waste such as food, cotton and wood must be put back into the soil to help fertilize it and enhance the food production (Ellen MacArthur 2021).
In its sustainability policy, Tesco highlights both cycles of Circular Economy. Tesco plc strives to ensure that minimum food waste remains unrecycled and encourages its customers to do the same (Tescoplc 2021). Tesco outlines that the company is always looking for sources of foods that are in line with protecting biodiversity and ecosystems (Tescoplc 2021).
In terms of technical waste, Tesco is committed to using packaging which has a clear purpose rather than using unnecessary plastic packages (Tescoplc 2021). The company had also invested in creating a team of environmental specialists to ensure that the company is following its sustainability goals (Tescoplc 2021).
Despite the company's claims and aligning its policies to become more sustainable in 2018 Tesco fails to reach its food waste reduction targets (Quinn 2018). At that time instead of going down the food waste produced by the company had risen by more than 6000 tonnes (Quinn 2018). However, it must be acknowledged that Tesco is one of the few companies that post accurate data and admit their waste to the public (Quinn 2018).



2.3.2 Corporate Social Responsibility (CSR) – 

All companies aim to earn profit by reaching out to as many customers as possible (TEDx Talks 2015). To earn the trust of their customers, the companies must ensure that they create high-quality products, treat their employees well, and care about society and the environment (TEDx Talks 2015). Not following these principles corporations can harm their reputation and brand (TEDx Talks 2015). Marks and Spencer’s former chairman Simon Marks one of the pioneers gave an example of how CSR can improve the productivity and the retention level of staff by implementing healthy meals at a low price reducing the safety incidents and improving the well-being of its staff (TEDx Talks 2015). 
Caroline Simonsen explains how the CSR compliance from the organisation had grown from a total of 3 companies in 1992 up to 98% of the global companies in 2015 (TEDx Talks 2018). Caroline outlines that compliance with CSR and sustainability has a proven positive effect on customer relationships and is directly related to companies’ success (TEDx Talks 2018). Caroline back this up by highlighting the investigation against Volkswagen corporation which proved that the company lied to the public that they are producing more sustainable cars but they were cheating (TEDx Talks 2018) This inevitably led to a significant drop in the reputation and the shares value of the company (TEDx Talks 2018).
CSR is often related to the commitment of an organisation to protect the environment (Carlini, & Grace 2021). To be successful that the companies must ensure that this is part of their values, and is embedded in workers day to day tasks (Carlini, & Grace 2021). Successful companies in CSR are those who constantly train their staff and assess their knowledge and alignment with their CSR claims (Carlini, & Grace 2021).
Tesco works closely with the local communities and strives to take part in local charity initiatives (Tescoplc n/d). The company had invested more than 190 million in supporting local projects and businesses (Tescoplc n/d)
In terms of sustainability, Tesco works closely with the local foodbanks to both help the people in need and reduce food waste (Tescoplc n/d). In 2018/2019 the company had donated over 7448 tones of food to the Hungarian food bank which equals 18.5 million servings of food.





2.4 Segmentation and Loyalty ladder – 

2.4.1 Segmentation

Porter’s generic strategy is a model that can help organisations make the right choices (Mindtools content team 2022). Porter identified three strategies that can help sustain the organisational success (Mindtools content team 2022): 
The cost leadership strategy is described by Porter as the optimal price a company can offer for its products and services (Indeed Editorial Team 2021). The companies must aim to achieve the best price without that impacting their revenue (Indeed Editorial Team 2021). The downsides of the cost leadership strategy are that the companies can fail into reducing the price or the quality too much which can lead to reduced customer loyalty (Indeed Editorial Team 2021).
The differentiation strategy is a powerful strategy that can help obtain a competitive advantage (Ciravegna & Acuña 2020). In its essence differentiation of products helps the customer to observe the quality and the features of the product or service (Ciravegna & Acuña 2020). The differentiation could be achieved through innovation (Ciravegna & Acuña 2020). The success of the business in countries that do not support innovative approaches is much lower than in others (Ciravegna & Acuña 2020). The differentiation can also be achieved through marketing (Ciravegna & Acuña 2020).  Marketing can differentiate a product or a service through its brand (Ciravegna & Acuña 2020). In agriculture, the differentiation highlights the certain qualities or origin of milk, vegetables, meat, and fruits and can define its price (Ciravegna & Acuña 2020).

The Focus Strategy focuses on a specific niche of the market by applying the understanding of the dynamics of the specific needs of the customers (Mindtools content team 2022). Serving customers with specific needs is key to creating a loyal bond between the company and society (Mindtools content team 2022). Some of the limitations of the focus strategy are that it can limit certain products, or a service provided by a company because all its logistics is focusing only on the delivery of one product (Gallie 2018).







2.4.2 Loyalty ladder –  

Loyalty is a feeling of the bond between the brand and the customer (Khan,2020). The loyalty programs can create regular customers by providing a discount in exchange for regular shopping or usage of services (Khan, 2020). Tesco is an example of a successful loyalty program which contributed to the company with the highest customer retention since 2005 (Khan 2020). The customers, however, often can change their preferred place to shop depending on availability rather than good price (Khan 2020). Evidence of that is that Tesco’s competitor Morrisons is where most of the Tesco customers look for an alternative to shop (Khan 2020).  
Karie Kaufman describes the loyalty ladder as 7 step journey in creating company fans (Kaufman 2021). Indeed suspect, prospect, shopper, customer, advocate, raving fan, and member (Kaufman 2021). By creating members the companies create a feeling of belonging to the customer (Kaufman 2021). This approach is used by Tesco by creating a membership cart from which the shoppers can benefit various discounts (Tescoplc 2021)


3.0 Conclusion 

Ethical policies are at the heart of organisations. In a successful organisation like Tesco, I am committed to its ethical policies which build strong customer relationships.
Bad security practices can impact companies' reputations. To build trust with its customers Tesco has learned its lesson from bad security practices and is investing in enhancing its security. Tesco must constantly look into good security practices to avoid disruption in operation and protect its customers.
Tesco uses its customers' data to understand better their habits and needs. These data records are key for the company's decision-making and advertising. Tesco must invest in systems that ensure the protection of its customer’s data.
The company has taken a strong ethical stance. Tesco has a policy of treating its employees fair regardless of their gender, race, or sexual orientation. Tesco maintains its reputation amongst its customers by ensuring that its suppliers do not use slavery or child labour to produce goods.
In terms of sustainability Tesco successfully adheres to the Circular economy principles. The company puts a lot of effort to ensure minimum bio waste. Tesco also strives to ensure that plastic package which is not biodegradable is used only when needed to protect their products.
Corporate Social Responsibility is a claim made by over 95% of every modern organisation. This is a way of creating a bond between the environment, society and environment. Tesco is investing in local communities and the environment 
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The 7 properties of highly secured devices
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Figure 1. The seven properties of highly secured devices.




