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INTRODUCTION

This report will consist of few sections which will explain how the use of technology in modern healthcare workplace is useful and also on the communication systems that has been used following by awareness of legal, ethical and security issues in healthcare workplaces. 

I have researched actively on the internet and also personal knowledge on healthcare as my mother works for the NHS and she is a nurse.
This report also aims to consider issues ethically due to the impacts of technology in healthcare. To be specific these questions are discussed. 
What are the uses of technology in healthcare practice? What would the ethical, security issues and legal issues be? Also, about the communication involved.
The objective of this report is to make the reader understand the impact of technology on settings like rehabilitation centres and nursing homes through studies of literature and articles, I have also explained and showed an understanding on the security, ethical and legal issues faced by these corporations. 

This report also has a conclusion in the end followed by the list of references that identifies the source of where I have provided data to support my thesis and findings. 























Use of technology in the modern healthcare workplace


Technology in healthcare is growing exponentially in this century. Day by day there is an invention or finding that supports the healthcare system in many ways by making the work easier and providing excellent care. 


I would like to address some common ethical issues that are seen in healthcare settings in general:
· Do- not- resuscitate orders- This is an order written by the doctor that Is signed by the patient if they do not wish to be done CPR (cardiopulmonary resuscitation) on if their heart does stop beating. 
Many ethical concerns may arise if this information is not clear. For example, I found from my research in 2017, the case of a Florida man, rushed into the emergency service with a tattoo that said do not resuscitate on his chest which confused the nurses and doctors after investigating the seriousness of the tattoo they decided to go ahead and honour this tattoo. Therefore, I believe it is very important personally to sort out these important factors when it comes to healthcare to avoid confusion and to go ahead with your own will. 
· Patient and Doctor confidentiality- A patient’s confidentiality can have ethical and legal issues for healthcare providers. According to the act (HIPPA) health insurance portability and accountability act which requires physicians to protect all the privacy and security of patient’s medical records. As an example, if a physician withholds the patient’s information or viseversa can be unethical and harm the patient or someone else. 
· Malpractice and Negligence- Errors caused medically are a very leading cause of death according to much research. Normally this tend to happen due to an equipment that has a defect, if the diagnosis was wrong or late. For example, in cancer cases a conclusion is harder to prove. 


Rehabilitation Centre

The role of technology in addiction recovery (Rehabilitation centres)- The world has become very adapted and reliable on modern technology in this century. Even Rehabs have been facing huge developments with technology. Technology like apps has been very efficient for people to get help or helping manage better use of a substance disorder. 
For example, addiction recovery technology includes Telemedicine which is a chatting online platform like many other which helps people connect with professionals and support specialists via online. Telemedicine also helps people to connect with councillors and other addiction professional without being needed to physically be their face to face, which helps a lot of people in remote conditions or areas. 
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Virtual Reality is helping in drug addiction and rehabs profoundly. What is virtual reality? Virtual Reality is a simulated experience which is the same or completely different to the real world. A person using the developments of virtual reality is able to move around inside of it and able to interact with virtual features or items in the virtual world. 
Certain studies have tended to show that virtual reality have tend to let people fight the need to have a cigarette. Basically, what happens is virtual reality shows the patients surroundings or setting that requires the patients to fight off the addiction and temptations. The therapist works more like an artist, the more familiar the surrounding will look for the patient the more they will develop coping mechanisms to fight of the cravings. 

 
Communication systems


The technology systems and communication are very well developed in this century in rehab centres. The communication between patients and healthcare professionals are great, especially because of the new advanced technology systems, doctors are finding it easier to provide those in need with the correct medical help in time. 


Ethical, legal and security issues

The major ethical issues and security issues in technology in rehab centres and healthcare in general is:
· Patient Confidentiality Rights: Sometimes when technology is involved people tend have a hard time trusting the amount of confidentiality they receive, it might be hard to share data, scans and reports for example. 
· Cyber-attacks: Increased issue and risk of cyber-attacks are a major issue in technology these days. The way it works is that the stealer or hacker does not steal the data of the patient but instead hold it as a ransom, which makes it impossible to deliver the appropriate patient care. 

An example of few cyber-attacks from my research are 1) WannaCry attack which shook the NHS in May 2017. The hackers started exploiting the windows vulnerability and at the time managed to infect at least 17 health centre and 200,000 computers which led to cancelling 20 thousand appointments. They also managed to paralyse more than 1200 pieces of diagnostic equipment’s used in the hospital. 
2) The children’s hospital at Boston was attacked by the DDoS. The hospital is said to have lost three hundred thousand dollars to repair their computer and security systems. 

While I was researching about cyber-attacks in healthcare systems, I came across the Blue cross company that paid for human error. In summary what it shows us is that while these attacks are scary and impressive, Incidents can happen due to an act of negligence or carelessness or even lack of training. The case was in April 2018, when a worker of blue cross an insurer, He accidentally posted files containing personal and medical information’s o nearly seventeen thousand patients online. It took the company nearly two months to fix this issue. Therefore, the security systems of healthcare must have a good security system within reach and good technology professionals. 




Care homes/ Nursing homes

The number and demand for nursing homes are increasing throughout the year. When I went to my sixth form college, I worked in a nursing home for 2 weeks as work experience for my science class. The technology system has developed much more since then. 
According to my research I would like to share how technology in care homes have been useful and what they are in brief. 
 Technology saves time and in result there is more time to care for the elderly. As much of the records keeping and the admin works are done technologically it frees up a lot of time of the assistants. From daily budgeting and the day-to-day activities, monitoring, registering everything can be done through the help if technology. 
One of the main examples is Global connect which Is mainly designed focussing the care homes and it helps the carers to generate the reports and to also sit down the budget levels and efficiencies at just a glance. 
The Wi-Fi and internet lest all these elderly patients stay in touch with their family. For example, by using skype, WhatsApp and facetime it helps the residents to communicate with all their families away from them. Internet and tv also provides entertainment in the walls of the nursing homes. 
Robots in care homes- Robots are trying to reduce the stress etc cause by loneliness which is very common in the care homes more than 75% of elderly live alone according to statistics of my research. For example, to be specific- part of the CARESSES project by Softbank robotics produced a robot called Pepper. Pepper is able to greet residents through the various use of voice, video and images, also set reminders and alarms for medicines, helping them access messages, calls from their loved ones etc. 
Patient monitoring equipment’s- This is among one of the newest technologies in healthcare, wearable equipment’s allow carers to monitor patients off site without bothering their day to day lives. For example, a pressure mat lets the carer know if a patient has fallen over. 
In addition to that Smart watches have been invented which allows the carer to track patients with dementia and see where they have wandered off, and also track their heart rates and vitals without the need of an equipment. And also, the patients wearing it have certain benefits like they can call for emergency help and also show them the way back to the care homes. 

Communication systems:
Communication system within the care homes is very efficient and well developed both amongst the staffs and the patients to their own families. 
Between the patients and their loved one’s technology has helped millions stay in touch through apps and calls, even being able to see their loved ones through video calls.


Ethical, Legal and security issues:
This information is from a study conducted by the Norwegian healthcare foundation on the main ethical issues of a care home. 
· Lack of resources- Lack of resources have been an issue in some of the care homes for the nurses. 
· Decision on life sustaining treatments- As most majority of the elderly lives alone and have no family contact or a faraway relative as kin, it is sometimes very hard to make decisions like withholding or withdrawing life sustainable treatments for a patient. Physicians should be much better equipped in order to provide care for the nursing home residents. 
· Resident abuse- it is known that sometimes patients abuse the residents as they are mentally not stable or have certain mental or health regarding issues which often can be and ethical/ legal issue. 
Before my mother became a nurse in the NHS, she used to work in a nursing home, and she used to tell me about how some patients used to throw things at her and shout and swear at her when she is giving them their medicines etc. When she first started the job, she was sometimes scared to go into some of their rooms even, this is an ongoing issue with not much solution as it sometimes also depends on the mental and physical state of the residents. This is also considered a lack of security issue too. Recently these issues are getting solved with a better security system in the care homes from cctv’s to security guards and staffs for extra help for the carers. 




Conclusion
In conclusion, the use of technology in the chosen workplaces such as rehabilitation centres and care homes are useful because of the new inventions like robotics, Virtual reality, patient monitoring equipment’s tec have been very much efficient in helping reduce the work or care workers and also by providing them more time to spend with the patients thus resulting in better patient care. 
I have used secondary data analysis studies, and literature from the internet to support my thesis. 
My report also states briefly the understanding of legal, ethical and security issues that can be seen in these settings and also healthcare settings in general. 
In the end of this report, I have also provided with all the references that I have used to support my thesis. 
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