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[bookmark: _Toc235756464]Introduction:
NOSS LONDON 2026 is based in Birmingham and London and needs a network that is manageable, secure and reliable and allows communication between the two sites. The coursework models this requirement in terms of virtual machines rather than separate physical machines. This approach allows the design to be built, tested and corrected on one host while keeping configuration failures safely isolated from live business services. This report critically reviews four related areas: hypervisors, IP addressing, routing and network services. It compares the types of hypervisors and justifies the most suitable platform for the topology. It explains how addressing allows the devices to communicate and evaluates routing between networks. It also reviews DHCP, Active Directory, VPN and Certificate Authority services. Each concept is applied to the proposed network scenario and practical implementation.















[bookmark: _Toc235756465]Task 1:
[bookmark: _Toc235756466]1(a): Research on Hypervisor:
Modern IT is moving towards virtual machines rather than separate physical servers. Virtual machines allow organisations to share CPU, memory and storage more efficiently. The hypervisor creates and manages these virtual machines. Type 1 hypervisors (e.g. Microsoft Hyper‑V) run directly on physical hardware and provide excellent performance, isolation and centralised management. However, for the NOSS LONDON 2026 network, Oracle VirtualBox is the most suitable solution because the coursework is designed around a Type 2 hypervisor running on a single host computer. The topology consists of Windows Server 2022, Debian Server, Windows 10 and Debian Client, all of which are fully supported by Oracle VirtualBox [1]. Its Internal Network mode creates a private virtual Ethernet segment where virtual machines using the same Internal Network name can communicate while remaining isolated from the host and external network by default [2]. This behaviour directly satisfies the required testing scenario where communication succeeds within each network but fails between separate networks. Although Type 2 hypervisors introduce slightly more overhead because they run on top of the host operating system, Oracle VirtualBox is simple to configure, supports snapshots and provides an ideal platform for this practical coursework. Four active virtual machines still require careful resource allocation, regular patching, secure credentials and scheduled snapshots.
[bookmark: _Toc235756467]1(b): Research on IP Addressing
IP addressing forms the communication across computer networks by providing every connected device with a unique logical address. In IPv4 the prefix length specifies where the network part ends, for example /24 means 255.255.255.0, and gives 256 addresses, normally 254 usable host addresses after reserving the network and broadcast values. The course work 192.168.100.0/24 and 192.168.200.0/24 is in the private 192.168.0.0/16 block as defined by RFC 1918. Then they can be recycled within an isolated laboratory without using globally unique public addresses. Private network access is a completely different thing which requires a zero security rule without accessing one network substate and relying heavily on the subnet mask [3].

In the four-machine test, static addressing is suitable, because it yields predictable results and is easy to document. A simple scheme might be to give the two Windows machines 192.168.100.10 and 192.168.100.20 and the two Debian machines 192.168.200.30 and 192.168.200.40, all with /24 masks. Each pair then recognises the other address as local and uses address resolution to send frames directly. A Windows host does not consider 192.168.200.0/24 to be local, so it cannot send traffic to that network without a default gateway. This anticipated failure is useful evidence of segmentation working rather than evidence of a fault. Routers facilitate the communication between different networks whereas switches forward traffic to the same network using MAC address. IPv6 gives a much larger address space and removes the need for broadcast, but adding it here would introduce dual-stack complexity without adding to the stated IPv4 learning outcomes [4].

[bookmark: _Toc235756468]1(c): Research on Routing:
Routing helps to transfer data packets between the networks by using the most relevant path that allows it to select the most relevant path for it to transfer the data. In practical terms, a computer will first compare the destination address with its own address and subnet mask. If the destination is local, the computer sends the frame directly.  If it is remote, the packet goes to the configured default gateway. The destination stop for the router is determined by the best interface for the communication path to be selected for the process. Routes can be connected directly, configured statically, or learned from dynamic routing protocols. Static routing is predictable and easy to troubleshoot. It's a good fit for a small, stable network. When there are several routers with alternative routes and automatic failure response, dynamic protocols like OSPF are better suited [5]

Windows and Debian machines in the NOSS LONDON 2026 laboratory are on separate /24 networks. You can't ping between the subnets, because there is no valid route between them. There are no routers between the subnets. Just entering a gateway address does not create connectivity; a virtual router must exist at that address, have an interface in each subnet, and have packet forwarding enabled. Thus, the failure shows that the networks are successfully separated, not that there is an addressing error. Then you can add a router or firewall later to control the traffic with routes and security rules. Then testing should verify that allowed communication works, and that unauthorized traffic is blocked, for both sites. 
[bookmark: _Toc235756469]1(d): Research on Network Services:
The organizational resources are accessed in an efficient way by securing the data packets. For NOSS LONDON 2026, these services would support users and systems in Birmingham and London. DHCP can automatically assign IP addresses, subnet mask, default gateway and DNS settings to clients. This reduces configuration time and prevents duplicate addresses. RFC 2131 specifies the protocol used between DHCP clients and DHCP servers. Each site should have a different DHCP scope, Servers should remain static or reserved.
DNS converts hostnames into IP addresses so users can access resources without having to remember numbers. The functioning of the basic connectivity depends highly on the Bad DNS data fetching, even if the DNS system works without failure in data packets. Active Directory consolidates accounts, computers, passwords and security policies. Certificates are issued by a Certificate Authority and are used to verify identities and facilitate encrypted communications [6]. A site-to-site VPN could securely connect both offices over the internet, but it requires effective key management and sufficient processing capacity. Don’t start implementing until you know you have basic connectivity. Testing should include interface status, IP configuration, local pings and remote pings. Ping uses ICMP to check if something is reachable, but firewalls can block replies. At that point administrators should verify DNS resolution, authentication, certificates, and application access individually. This layered approach makes it easier to troubleshoot and gives clear evidence of practical implementation.

















[bookmark: _Toc235756470]Task 2:
[bookmark: _Toc235756471]2.1. Choose your Hypervisor:
I selected Oracle VirtualBox because it can run the required Windows and Debian virtual machines on one computer. The Internal Network option was used to create isolated networks for the tests.
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Oracle VirtualBox was downloaded from its official website to ensure that the installation package was authentic and suitable for the host operating system. It was then installed and launched successfully, confirming that the hypervisor was ready for creating the required Windows and Debian virtual machines. 





[bookmark: _Toc235756472]2.2 Download and Setup:
I downloaded the Windows Server 2019, Windows 10 and Debian 13 installation files needed for the virtual machines. I attached the ISO files to the relevant virtual machines and used them to install the operating systems
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[bookmark: _Toc235756473]2.3. Configure IP Addressing: 
Local Server was opened in Server Manager, and the Ethernet connection was selected to access the adapter settings and configure static IPv4 addresses on both Windows machines.
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Server June Machine: the Local Server network page was opened.
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Server June2 Machin: the Local Server network page was opened.
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Server June Machine : the Ethernet properties were opened.
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Server June 2 Machine: the Ethernet properties were opened.
The Ethernet connection was right-clicked and Properties was selected from the menu to access the network settings and configure the IP address
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Server June Machine 
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Server June 2 Machine 
I followed the same steps on both Server June and Server June 2. I right-clicked the Ethernet connection and selected Properties to open the network settings. This allowed me to continue with the IP address setup.
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Server June Machine 
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Server June 2 Machine 
The Ethernet adapter properties were used to access the server’s IPv4 configuration.
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Server June Machine : static IPv4 address 192.168.100.3/24 was configured.
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Server June 2 Machine
Static IP addresses 192.168.100.3 and 192.168.100.2 were assigned to Server June and Server June 2 using the subnet mask 255.255.255.0.
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Debian Machine
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Debian 2 Machine 

Two Debian virtual machines, named Debian and Debian 2, were created in Oracle VirtualBox. Both machines were configured successfully and started correctly.
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The Debian 13 ISO file was downloaded and used to install Debian on the virtual machines in Oracle VirtualBox.
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Debian Machine
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Debian 2 Machine
Settings was selected from the desktop context menu to access the Debian virtual machine configuration options.
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Debian Machine
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Debian 2 Machine
The settings icon beside the wired connection was used to access the IP configuration and assign the required static settings to the network interface in both Debian machine.
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The first Debian machine was configured manually with IPv4 address 192.168.100.9 and Netmask 255.255.254.0
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The second Debian machine was configured manually with IPv4 address 192.168.100.8 and netmask 255.255.254.0



[bookmark: _Toc235756474]2.4. Test and Troubleshoot 

Command Prompt was used after the IP configuration to review the network details. The ipconfig results showed that the assigned IP address and subnet mask were correct.
[image: ]
Server June Machine 
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The ipconfig command confirmed that Server June was using 192.168.100.3
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The ipconfig command confirmed that Server June 2 was using 192.168.100.2
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Server June Machine  successfully pinged 192.168.100.2
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Server June 2 Machine successfully pinged 192.168.100.3
Ping tests were completed from Server June to Server June 2 and from Server June 2 to Server June. Successful replies in both directions confirmed that the servers could communicate correctly.
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Debian Machine
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Debian 2 Machine 
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Debian Machine 
A successful ping test between Debian and Debian 1confirmed that both machines could communicate on the internal network. 


[image: ]
Debian 2 Machine













[bookmark: _Toc235756475]2.5 Network Configuration

The Machine > Settings menu was opened to access the virtual machine’s network adapter and configure it for the proposed enterprise topology.
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Server June Machine 
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Server June 2 Machine
The virtual machine network setup was completed by setting Attached to Internal Network, selecting Allow All for Promiscuous Mode, and saving the changes with OK.
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Server June Machine 
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Server June 2 Machine 
Windows Defender Firewall was temporarily disabled for Private and Public networks to prevent it from blocking connectivity tests between the virtual machines.
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Debian Machine 
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Debian 2 Machine 
To complete the network setup for both Debian and Debian 2 in virtual machine, each adapter was set to the intel Internal Network with Promiscuous Mode set to Allow All, and the changes were saved.
[bookmark: _Toc235756476]Task 3: 
[bookmark: _Toc235756477]3.1. Reflect on the following
The assessment for task 3 majorly focusses on how Network Deployment works and operates on a scale of broader perspective including the technical reflection and personal reflection. The implementation successfully achieved the required network objectives and demonstrated the practical application of virtualization, IP addressing and network testing and IP addressing.

[bookmark: _Toc235756478]3.1.1. Write a Technical reflection covering network deployment and testing.
The use of the virtualised network has helped me understand better how to implement and troubleshoot enterprise networks. Windows Server 2022, Debian Server, Windows 10 and Debian Client were hosted on Oracle VirtualBox. The main problem was to correctly configure the IP addressing so that communication would work within each subnet, but communication between the Birmingham (Windows) and the London (Linux) networks would be specifically blocked. Connectivity was verified with ping, ipconfig, IP address and interface configuration checks. During my testing, I verified subnet masks, default gateways, and virtual switch settings to ensure that each virtual machine was attached to the proper network. The successful configuration of network mask is the result of both successful and unsuccessful network segmentation. 
[bookmark: _Toc235756479]3.1.2. Write your Personal Reflection
The practical configuration of networking helped me in a way that made me understand it in a better perspective rather than just reading it. Initially managing different VM's on a network seemed difficult but, then I gradually learned. Having an addressing plan and configuring the machines ahead of time resulted in a better structured approach with fewer errors.
The two OS that worked around with similarities and differences alongside windows and Debian tools got me a better understanding. The ability of analytical thinking and critical thinking skills improved while performing the setup on my own. I would simplify the names of the virtual machines and switches and then write the IP addresses before stating the facts and also take snapshots for future reference. This will lead to more efficient implementation and documentation.
[bookmark: _Toc235756480]Conclusion:
The coursework focuses on the research, design, deployment and testing of a virtualised enterprise network for the NOSS LONDON 2026 scenario. The study highlighted the importance of selecting a suitable hypervisor, designing an effective IP addressing scheme, implementing appropriate routing techniques and integrating essential network services such as Active Directory Domain Services (AD DS), DHCP, DNS, VPN and Certificate Authority services to create a secure and reliable enterprise network.

Oracle VirtualBox proved to be an effective platform for creating and managing the virtual enterprise network in an educational environment. Windows Server 2022, Windows 10 and Debian Linux virtual machines were successfully deployed using a structured IPv4 addressing scheme within isolated Internal Networks. Standard diagnostic tools such as ipconfig, ping and traceroute were used to verify connectivity and troubleshoot network issues.

Overall, the project demonstrated the importance of careful planning, accurate configuration and systematic testing. The practical experience gained strengthened the understanding of virtualisation, enterprise networking, routing, IP addressing and network services while developing valuable hands-on skills that can be applied in real-world IT infrastructure and network administration.
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