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Cybersecurity Blue Team operations must contend with a constantly changing array of complex threats. The difficulties and developments in threat hunting and identification in Blue Team operations are examined in this study. It examines the efficacy and constraints of existing approaches, instruments, and tactics in detecting and reducing cyberthreats. The study will examine the difficulties presented by ransomware, advanced persistent threats (APTs), and new dangers such as attacks driven by AI and ML. Additionally, it will look into how automation, machine learning, and artificial intelligence (AI) may improve threat detection and response capabilities. This study intends to offer insights for building organizational resilience against cyber threats and boosting Blue Team operations by analysing the state of the art and identifying important issues. 
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According to CrowdStrike[1], Vectra[2], and Elastic[3] to mention a few, threat reports for 2024, attacks are becoming more sophisticated and are requiring less time from acquiring credentials to achieving access. Discovering and thwarting attacks can be achieved through an automated process or manual intervention, with the ever evolving landscape of attacks it is often a combination of the two.

In order to discover an on going attack or breach it is important to have an understanding of the attack surface. This is a challenge in itself, the network devices and software needs to be accounted for, this involves log collection, user identity tracking, and device recognition to be constantly collected and evaluated against existing malicious file signatures, user behaviour, normal network traffic, and expected software processes.
[3] Vectra’s 2024 State of Threat Detection report discusses just this paradigm, stating that AI will be playing a larger role in decision making and telemetry data analysis and that it’s affects have already been noticed throughout the surveys it has conducted in recent years. As we can see in the table below, Security Operation Teams (SOC) feel that AI will help them to overcome certain challenges. 
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With the vast majority of attacks originating from insider threats or identity theft (through various methods such as spear-phishing / phishing, link spoofing, brute-forcing, key logging, physically stolen, etc...), identifying these legitimate accounts becomes a difficult task. These credentials could also be from trusted outside sources such as contractors or other third parties that have been allowed access to some portion of the organisations data or access to some system. For example when the police or insurance companies access the DVLA to perform lookup checks.









Elastic [2] notes that ‘they have observed a significant trend in information stealers leading to Credential Access, with stolen credentials often sold or used by other adversaries in subsequent campaigns’.
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According to reports [1][2][3][5][7], detection involves matching patterns and detecting various activities as discussed below.

Cross-domain attack strategies present a challenging area in which to detect adversaries. Used as a type of detection evasion technique due to leaving a smaller foot print in each domain or product, this makes it harder to link the operations performed to conclude malicious intent. [1]

Cross platform methods are furthering the evasiveness of the threat actors requiring an increased range of knowledge for the defender, inter connected telemetry sensors, network load, real-time processing, and the logging of and therein detection of false-positive verses false-negative alerts. This increase in attacks skill set broadens the lateral movement attacks, giving the attackers a great selection of computers to target. CrowdStrike [1] have seen an increase in attackers utilising multiple platforms to stage attacks, however, Elastic [2] have determined from their telemetry reports that windows is predominantly targeted partially due to it’s widespread use.
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The combination of these techniques increase the attack surface and diminish the end-to-end visibility with increasing complexity the larger the system or interconnected systems.
 
With the increasing use of cloud platforms the attack surface and visibility becomes even greater due to system boundaries (cross-domain, multiple user directories, cross-platform) and virtualisation.

A CrowdStrike [1] example from their report
After phishing for credentials, a cloud control plane was compromised and the attack was able to create a user and an attempt to create persistence was underway when it was discovered. The attack however was also able to get a list of applications installed on the virtual machine and list the domain controllers for the organisation.

Aside from techniques used to obscure the attack actors attempts the threat hunter must have a vast intelligence database to identify known malware file signatures. However, according to all three reports [1][2][3], there has been a significant rise in interactive attacks. 

There has also been a rise in process injection for Windows in an attempt to bypass security detection [1][2][7] via DLLs, PowerShell scripts, Windows Management Instrumentation (WMI), Powershell to mention a few listed in the Elastic Global Threat Report for 2024 [2].






Elastic also note that for Linux adversaries are more concerned with impairing the defences by unloading kernel modules or overwhelmingly by disabling the firewall.  
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Figure 6 [2]

Compromised accounts can also be used to leverage legitimate remote monitoring and management (RMM) software which can be used to initiate the installation or downloading of malicious software to establish an attackers persistence on the target system(s) which allows greater amounts of data to be retrieved and more accounts or hosts to be compromised.

[image: ]Figure 7 [1]


Legacy and Software also produce a significant challenge for blue team operations as they may not be provided with updates or fixes to address security issues. Updates can also be missed on systems where the software is embedded in another such as the GhostCat vulnerability in the TomCat server (CVE-2020-1938).
From personal experience the log4j component (CVE-2021-44228) issue which is very widely used could be used to steal passwords by executing arbitrary code.
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An example but not conclusive toolset for various detection and hunting activities is listed below. There are far too many for the scope of this document. Choosing a toolset is a laborious but worthwhile exercise as the chosen tools will need to complement each other in capacity and ability.

Security Information and Event Management (SIEM) - Collect and analyse security logs from various sources (firewalls, servers, endpoints, etc.) to identify potential threats.
· Splunk: Powerful and widely used SIEM with advanced analytics capabilities.
· Elasticsearch, Logstash, Kibana (ELK Stack): Open-source alternative offering flexibility and scalability. 
· IBM QRadar: Comprehensive SIEM with strong threat intelligence integration.
· Microsoft Sentinel: Cloud-native SIEM integrated with Azure services. 

Endpoint Detection and Response (EDR) - Monitor endpoint activity (workstations, servers) for malicious behaviour, such as file-less malware, command-line activity, and process execution.
· CrowdStrike Falcon: Known for its lightweight agent and strong threat intelligence.
· SentinelOne Singularity: AI-powered EDR with strong prevention capabilities.
· CylancePROTECT: Focuses on predictive machine learning to prevent threats.
· Microsoft Defender for Endpoint: Integrated with Windows ecosystem for comprehensive protection.

Network Security Monitoring (NSM) - Monitor network traffic for suspicious activity, such as port scans, data exfiltration, and command-and-control communication.
· Wireshark: Powerful packet analyser for deep dive analysis.
· Zeek (formerly Bro): Network security monitoring framework with scripting capabilities.
· Suricata: Open-source intrusion detection system (IDS) for real-time threat detection.

Threat Intelligence Platforms - Collect, analyse, and share threat intelligence data to stay informed about the latest threats and vulnerabilities.
· CrowdStrike Falcon Intelligence: Provides threat intelligence feeds and actionable insights.
· FireEye Mandiant Threat Intelligence: Offers in-depth threat research and analysis. 
· Recorded Future: Collects and analyses open-source intelligence to identify emerging threats.

Vulnerability Scanners - Identify and assess vulnerabilities in systems and applications. 
· Nessus: Comprehensive vulnerability scanner with a wide range of plug-ins.
· OpenVAS: Open-source vulnerability scanner with a strong community.
· QualysGuard: Cloud-based vulnerability and compliance management platform.

Security Orchestration, Automation, and Response (SOAR) - Automate security workflows, such as incident response, threat hunting, and vulnerability management.
· Demisto: Popular SOAR platform with a large ecosystem of integrations.
· ServiceNow Security Operations: Integrated with ServiceNow IT service management platform.
· Siemplify: Focuses on simplifying security operations with automation and AI.





Threat Hunting Tools - Proactively search for threats that may have evaded initial defenses. 
· TheHive: Open-source platform for collaborative threat hunting and incident response.
· MISP (Malware Information Sharing Platform): Open-source threat intelligence platform for sharing and analyzing threat data.
· YARA: Pattern matching tool for identifying malware and other malicious artifacts.
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Artificial Intelligence (AI) and Machine Learning (ML) [6]
AI and ML are revolutionizing threat detection by automating the analysis of massive datasets. These technologies can identify patterns and anomalies that may indicate malicious activity, such as unusual login attempts, suspicious file transfers, and abnormal resource usage.
For example, ML algorithms can be trained on historical threat data to identify and classify malicious traffic, such as phishing emails and malware downloads.

Security Information and Event Management (SIEM) Systems
SIEM systems collect and correlate security logs from various sources, providing a centralized view of security events across the organization. Advanced SIEM solutions incorporate AI and ML capabilities to enhance threat detection and reduce alert fatigue.

Endpoint Detection and Response (EDR)[1][2]
EDR solutions provide visibility into endpoint activity, enabling organizations to detect and respond to threats on individual devices. EDR tools can monitor for malicious processes, file activity, and network connections, providing valuable insights into attacker behaviour.

Threat Intelligence Platforms [1][2][7]
Threat intelligence platforms provide access to real-time threat information, including indicators of compromise (IOCs), threat actor profiles, and vulnerability assessments. This information can be used to proactively identify and mitigate potential threats.

Cloud-Based Security Services
Cloud-based security services, such as cloud access security brokers (CASBs) and cloud workload protection platforms (CWPPs), provide enhanced visibility and control over cloud environments. These services can help organizations detect and respond to threats in dynamic cloud environments [1][2][3][7].
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Blue Team Defensive operational success relies heavily on collected telemetry data and malware definitions which needs to be analysed and collected as fast as possible to generate alerts and trends, however, in order to keep up with adversaries the system / framework must be streamlined and run on an efficient network as there is a lot of overhead involved. 
ML and AI is favourably looked upon to further develop the frontline defence and threat hunting for the future [6].
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Figure 15: Credential Access by technique in Windows endpoints

0.35%
Otner

i Cookie




image3.png
9.33%

Unsecured Credentials Force

1.18%
Steal Web Session Cookie

Figure 17: Credential Access by technique for Linux endpoints





image4.png
Cregentials from
Pasanora Storas.

Unsacured Cradentials

Steal Web Session Cookiss

Input Capture

08 Cracential Dunping

Steal or Forge Kerberas
Tackets

[ C—— XY
| X

C @ reax

C®e.sen

Figure 18: Credential Access by technique for macOS endpoints
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