Networked Application design part II
Remember the 7 steps we’re following:
1) Prototype design
2) Prototype development
3) Client/server initial design
4) Client/server message design
5) Message implementation
6) Server logic implementation
7) Client logic implementation
At this point, we should have completed up to and including stage 4.  This is the point where we can focus on implementation, along with any other necessary design work.
Stage 5: Message implementation
The messages designed in stage 4 should be implemented, then tested carefully.  
As part of this stage, we’re going to consider exactly how these messages will fit into the full implementation.  Think back to the states of the system we looked at last week:
[image: ]
We can map each state against some possible messages we might expect.  For example:



Awaiting client 1
	Message
	Response(s)
	Notes

	Connect
	Accept
	No issues, connection successful.

	
	Reject
	[bookmark: _Ref35188296]Username error (too short/duplicate[footnoteRef:1]) [1:  Refers to a feature either partially or not yet implemented.] 


	
	Reject
	Lobby full1

	(any other)
	Reject
	Incorrect message type for this point.


Awaiting client 2
	Message
	Response(s)
	Notes

	Connect
	(refer to awaiting client 1 process)
	N.B. only for newly connecting client.

	Disconnect
	Disconnect (to other client)
	N.B. only from other connected client.  Sent to currently connecting client.

	(any other)
	Reject
	Incorrect message type for this point.


Playing game
Step 1: acquiring state information
	Message
	Response(s)
	Notes

	RequestUpdate
	GameState
	GameState reports which player’s turn it is or, if the game has ended, whether it was a win, draw or loss for that client.

	Disconnect
	Disconnect (to other client)
	

	(any other)
	Reject
	Incorrect message type for this point.



Step 2 (client’s turn):
	Message
	Response(s)
	Notes

	MakeMove
	Accept
	No issues, valid move.

	
	Reject
	Invalid move – out of bounds.

	
	Reject
	Invalid move – square already occupied.

	Disconnect
	Disconnect (to other client)
	

	(any other)
	Reject
	Incorrect message type for this point.



Step 2 (opponent’s turn):
	Message
	Response(s)
	Notes

	RequestUpdate
	GridUpdate
	This response will only be sent once the opponent has made their move – may be some time.

	
	Disconnect
	Opponent has disconnected.

	Disconnect
	Disconnect (to other client)
	

	(any other)
	Reject
	Incorrect message type for this point.



In this case, I have written a generic “Message” class which contains the basic functionality we discussed to accompany polymorphic shapes.  I’ve augmented this slightly by adding a few helper methods and a method which can read a string from the stream up to a new line/EOF, but otherwise it should look similar.
Most of these messages are simple, however the GridUpdate method contains a data structure, something we haven’t necessarily considered before.  As discussed previously, I made the decision to use a vector of vectors to represent my 3x3 grid.  Simple enough, but I still need to serialise it.  Serialising data structures should always come down to one key principle: whatever the abstraction, your goal is to reduce it back to primitives.  In this case, I want to turn the data structure into a serialised 3x3 grid of ints which will convert to the enum.
	void GridUpdate::Serialise(ostream& os)
	{
		Message::Serialise(os);

		for (auto i = board.begin(); i != board.end(); i++)
		{
			for (auto j = i->begin();j != i->end();j++)
			{
				os << *j << endl;
			}
		}
	}

	void GridUpdate::UnserialiseType(istream& is)
	{
		//This is potentially risky - we're currently assuming that the client/server is going to be honest and always send 9.

		for (int i = 0; i < 3; i++)
		{
			vector<SquareState> row;
			for (int j = 0; j < 3; j++)
			{
				int tmp;

				if (is >> tmp)
				{
					row.push_back(static_cast<SquareState>(tmp));
				}
			}

			board.push_back(row);
		}
	}
As the comment mentions, this isn’t a perfect solution – I should probably count the number by checking for a premature EOF, but it does the job.
Task
create messages in this fashion for your application.  Remember, even if you aren’t creating a client and server, you can still use this approach.
Stage 6: Server logic implementation
If you are implementing an application without a server, it’s probably worth still reading this – it covers some detail especially about disconnect handling.
In this stage, we write the logic to thread together the messages according to the state plan above.  Much of this is reasonably simple, you should be able to follow the implementation through, with two major exceptions.


Key to this application is recognising that this is inherently a multithreaded system.  Clients communicate with the server independently of one another, so we need to be very careful around atomicity of key variables.  In this case, I have chosen to use a condition_variable (refer to parallelism tutorials earlier in this module for more details) to ensure appropriate atomic locking of variables.  This it used to represent a turn - the client whose turn it is not is atomically locked until the opposing player makes their turn or disconnects.  This hooks into the existing turn structure in the TicTacToe class.
Current player’s turn:
lock_guard<mutex> lock(turnSync);

while (true)
{
	//valid messages here are makemove and disconnect.
	Message* m = tPlayer->GetNetworkMessage();

	if (m == nullptr || m->GetType() == disconnect)
	{
		//This is a condition for the condition_variable - we force this so the other player "wakes up"
		ttt->SwapTurn();
		turnChange.notify_one();
		return;
	}
	else if (m->GetType() == makemove)
	{
		if (ttt->MakeMove(((MakeMove*)m)->GetCol(), ((MakeMove*)m)->GetRow()))
		{
			tPlayer->SendNetworkMessage(new GridUpdate(ttt->GetBoard()));
			turnChange.notify_one();
			break;
		}
		else
		{
			tPlayer->SendNetworkMessage(new RejectMessage("Invalid move.  Please try again."));
		}
					
	}
	else
	{
		tPlayer->SendNetworkMessage(new RejectMessage("Invalid message.  Please try again."));
	}
}
Opposing player’s turn:
//Wait for opponent's turn to be over.
unique_lock<mutex> lockT(turnSync);
turnChange.wait(lockT, [&] {return tPlayer == ttt->GetCurrentPlayer() || opponent->GetConnectionStatus() == disconnected; });
lockT.unlock();

if (opponent->GetConnectionStatus() == disconnected)
{
	tPlayer->SetDisconnected();
	tPlayer->SendNetworkMessage(new DisconnectMessage("Your opponent disconnected."));
	return;
}
else
{
	tPlayer->SendNetworkMessage(new GridUpdate(ttt->GetBoard()));
}
The other challenge we're faced with is facing the reality that network connections fail and people will inevitably exit the game before it is necessarily complete (see: "rage quit" :)).  At the moment, our classes simply error should this occur, causing the program to crash - which we clearly cannot allow.  To deal with this, we will need to handle the exception thrown by the ConnectionInstance object.  When a client disconnects, an exception is thrown - we just need to catch it.  In this case, we don't need to do anything terribly complicated or nuanced, for the sake of an application like this, any unrecoverable failure can be treated as terminal to the game (i.e. when a client disconnects for any reason, the game is effectively over) - our only goals are to ensure that:
1) the other client is informed of the disconnect, given the victory in the game and cleanly disconnected.
2) the server does not crash.  Long-term we'd like to have lots of games going on simultaneously - while a disconnecting client is the death of one game, under that scenario it clearly shouldn't be the death of all games.
void ConnectedPlayer::SendNetworkMessage(Message* message)
{
	try
	{
		ci->SendString(message->Serialise());
	}
	catch (...)
	{
		cout << "Info: " << playerName << " disconnected unexpectedly." << endl;
		status = disconnected;
	}
}
This sets the client’s state to disconnected.  When this returns, the thread handling the current (disconnected) client will exit and the client handling the remaining connected client can be informed of the disconnect, then the connection closed.
Task
Implement the logic of your server.  Think about the multithreading agenda first, this is where you can really tie yourself up in knots.  Consider how disconnects are to be handled.  The rest should be the relatively simply matter of joining together the various messages you have created.
Step 7: Client logic implementation
If you have a server without a client, you should already be done!
The key to writing a good client is understanding the exact structure of the messages you’ll receive and need to send.  If you defined these yourself, you should just be able to use the message structure to send and receive data to and from the server.  Remember that the server generally has authority over the client – which is to say that in nearly all cases, the client wishes to access a resource the server holds, so must adhere to its data schemas.  This applies equally, if not more, when implementing a client for a pre-existing server (such as a web browser).
The TicTacToe client implementation is quite simple – it uses the various messages to adhere to the data contract set out by the server, but for this sort of application, the server does most of the heavy lifting and the client simply needs to modify the non-networked form of itself.  Review the code to ensure you understand it.  The only notable implementation decision is this:
void TicTacToeNetworkClient::SendNetworkMessage(Message* m)
{
	try
	{
		ci->SendString(m->Serialise());
	}
	catch (...)
	{
		cout << "Error: Disconnected from server." << endl;
		exit(-1);
	}
}

Message* TicTacToeNetworkClient::GetNetworkMessage()
{
	try
	{
		string msgStr = ci->ReceiveString();
		return Message::Unserialise(msgStr);
	}
	catch (...)
	{
		cout << "Error: Disconnected from server." << endl;
		exit(-1);
	}
}
I am catching disconnects at this level, to reduce the amount of code needed, then handling it in the more granular functionality.
Task
[bookmark: _GoBack]Implement the logic of your client, if you have one.  In most cases, this will be simple.  Consider prototyping this first – it’s better to get a simple console application working than worry initially about an elaborate GUI client.
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