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[bookmark: _Toc1303757832]Introduction
In this paper, the evidence gathered will provide information on hypervisors, IP addressing, routing, and network services. As well as the choices picked and the technical documentation of it. This will conclude with a reflection of this simulation and improvements. 
[bookmark: _Toc1965381148]Task 1
A hypervisor is software which allows virtual environments on the physical hardware. Virtual machines and networks allow high availability and communication to be separate as it allows multiple operating systems and servers to be utilised on the hypervisor while not interfering with the primary operating system.[1] Type 1 Hypervisors are called bare metal hypervisors as they have direct access to the hardware, usually server-grade ensuring efficient use of resources, stability, and performance. Type 2 hypervisors are hosted virtualization. This means a primary operating system would need to be used for the hypervisor.[2][3]
For testing purposes, I would utilize a Typer 2 hypervisor for easy implementation. However, it would be better for the company to utilise a Type 1 Hypervisor. This provides a stronger security, increase of stability, reliability, and performance as its managed externally by the platform of the hardware. This allows a lower overhead of equipment and management. [4]
IPs or Internet Protocols are internet addresses. These are unique for all devices and IT which connect to a network. Messages or data get sent though using a packet. This has destination and source address. This is sent to the server which then goes to the destination IP address. This leaves a receipt with the payload and the application containing the information in the packet.[5] IPv4 can be defined as 32-bit address while IPv6 is a 128-bit address. IPv6 needed to be implemented as the internet was expanding in popularity and size.[6] Subnetting creates network ID with the host ID. This uses class A, B or C addresses. This increases network performance and reduces internet traffic.[7]
Router and Switches such as Ethernet LAN (Local Area Network) and WAN (Wide Area Network) are utilized. This increased network efficiency by having dedicated bandwidth for the infrastructure. The infrastructure contacts the layer 2 or access layer to core devices connected as well facilitating expansion and redesign if needed.[8]
IP routing allows packets to be sent in the network with tasks to its destination. These concepts which will be focused on are static and dynamic routing.
Static IP routing routes the destination as the same when delivering packets. These routes do not change which allows the prediction and reliability of packet sending to be verified. These can be seen in small networks allowing high security within the network as it can reduce manipulation of routing. However, it would be unadvisable to route packets using static IPs for a larger network and IP link failures could cause disruption in the network.[9]
Dynamic IP routing allows the router to choose the optimal path to the destination in the network topology. This allows the automatic routing of contents if any paths are out of service. This relies on frequent updating to discover new paths. Router protocols need mechanics to find shortest paths, called metrics. Metrics such as hops, throughput and traffic are calculated. Two types of dynamic IP routing can be seen as distance-vector protocols and link-state protocols. Vector-state such as RIP calculates hop count while link-state utilizes algorithms to calculate shortest path.[10] The advantages of this type of routing allow easier scalability within the network and automatic adaptation whenever network changes are being controlled.
For the company, utilizing the Dynamic routing would be efficient as it allows the large scalability within the network infrastructure. This also reduces fault tolerance and increases network reliability as less work is required within administration. Using the Debian server as a DHCP relay allows the connection to the subnet within the network, sitting in between the client and the server. This allows the obtaining of the IP addresses from the server without the use of the same Local Area Network.[11]
Network services can be seen as DHCP, Domain and VPN services which improve security and efficiency in the network topology.
VPNs or virtual private network can be defined as discrete networking into the server. This controls communication in between the infrastructure via access control. VPNs allow for a secure connection as network layer encryption is applied as it includes IPSec or IP security architecture within the VPN. VPNs also allow for the most cost-effective communication to the server. There are many types of VPNs such as network layer VPNs which include tunnelling and controlled route leaking to link-layer VPNs such as MPOA (Multi-Protocol over ATM) and ATM or frame relay.[12]
[bookmark: _Int_cs4jfUNu]Domain Services such as active directory are Network Operating Systems. This allows administrators to manage information in the enterprise efficiently. NOS repositories can contain users, groups, endpoints, applications, and services can be accessed. This allows data collection such as emails or device location to control delegation. This allows easy scalability within the environment as for example, Active Directory have compatible applications which can integrate in.[13]
DHCP is a network protocol to centralise IP addresses in the network. These protocols request configuration settings such as DNS and default route. DHCP dynamically allocates addresses and configurations. This can be implemented into IPv4 and IPv6 environments. DHCP needs a client, servers, and relay agent. Clients can be grouped as devices connected to the network infrastructure and relay agents allow DHCP messages between the devices and the servers in subnets.[14]
[bookmark: _Toc1839562309]Task 2
The hypervisor was selected was VMware or a type 2 hypervisor. As this type of hypervisor allows experimentation and construction of a network infrastructure without affecting the company’s network infrastructure. VMware also allows isolated internal networks to be configured. This method allows is easily accessible while being free to use, being cost-effective to utilise. Type 2 hypervisors can also utilise captures of moments such as snapshots and rollback of systems, if ever the virtual systems corrupt or get erased.
For download and setup, please see figures 1 to 3. The ISO for the setup is as followed: Windows 22H2 Enterprise desktop, Windows 2022 Server and Debian. Inputting personal information and then loading the ISO while going through the OOBE (out of box experience). For the server, 2 customer network adapters were configured to communication internally within the hypervisor and the network adapter in the client device is configured to communicate internally. Each virtual machine is set up to have the standard amount of memory and cores while not taking too many resources from the primary device.
For IP configuration, see figures 4 to 7. In the topology, the server has an IP address of 192.168.1.1 while configuring the server DNS to the same IP address and the backup DNS go to the google DNS server. The client sets up the IP address to be in the range of the server so its static IP is 192.168.1.10 while the default gateway and DNS server are 192.168.1.1. This allows communication between the server and the client. I have used the IP addresses given in the topology. As this is a simulation, a static IP address is utilised for testing and experimentation. In the hosted environment, it would utilise a dynamic IP routing with DHCP servers. 
For testing and troubleshooting, see figures 6 to 8 and figure 10. When testing the IP addresses so see if they communicate, the host was unreachable. Network adapters not lining up with the server and the client resolved that problem. I had to line the up the ‘Internal’ network adapter to the client network adapter through the virtual machines' settings. 
When the device was not receiving the packets from the server, firewalls from the server and the device were disabled. As this is a sandbox simulation, it is safe to take off the firewalls as its only communicating with internal virtual machines. Improving the process would mean to see if internal communication can be synthesised with defender enabled.
[bookmark: _Toc1032912649]Task 3/Conclusion
Most steps were simple to follow and deploy. The problems which I have faced are as followed:
Network cards were confusing within the VirtualBox software, so I had to change to VMware. Setting up an internal network adapter on VMware was made simple by having the easier specification configuration UI. Another problem I have encountered was configuring the network adapter correctly on VMware. This can be seen in figure 9 where the completed network adapters match to the right adapter.
I have also struggled with the booting with the Windows 2022 Server ISO. When booting up the setup menu, it would ask for a license. To resolve the problem, I replaced the boot sequence to boot through BIOS instead of the NVME. This allowed the installation to take place.  
To conclude, the report went through three tasks: the research of diverse types of hypervisors, IP addressing, routing, and network services. The technical documentation of IP configuration and setup and a personal report on how the process can be improved.
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Figure 1: Setting up the Windows Server with the provided credentials. Bottom image shows the configuration. (Time: 6:15 04/02/2026)
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Figure 2: Finish setup of Windows Enterprise. Time stamp seen at bottom right corner. Bottom image shows the configuration.
[image: ]Figure 3: Set up of all endpoints in the topology into the Type 2 Hypervisor
[image: ][image: ]Figure 4: Set up the Static IP address for the client device as well as changing the device name (top diagram).
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[image: ]Figure 5: setting up the servers IP address, DNS server and verifying the correct IP using ‘ipconfig’
[image: ]Figure 6: Device is not receiving the packet from the servers
[image: ]
[image: ]
[image: ]
Figure 7: Firewall disabling to allow communication to the server
[image: ]
Figure 8: Communication between server and device using IP pinging, showing successful connection internally to the device
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Figure 9: Correct way of setting up the network adapters. Top diagram showing the network adapter for the server and the bottom diagram showing the network adapter for the client device
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