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The purpose of this assignment is to discuss the role of Information Management (IM) and analogous to this; Knowledge Management (KM) in organisations. How they are connected and the elements that can be associated with their respective discipline. Both theory and practical assessment of the workplace will be deliberated that includes.
· Concept of Information Management
· Concept of Knowledge Management
· How they relate to organisations
· Management Culture.
· The role they play in the workplace 
· The application of theories and the relevancy to the workplace and how they impact my organisation using models, tools, and analysis
· A CRAAP analysis to check the objective reliability of information sources will be performed on a single source of my choosing - Appendix 1
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In its simplest term information is the act or fact of informing. This simplicity belies the complexity that is information. Information consists of raw facts that when processed, ordered, and deciphered form the basis of informed decisions and plans. It is the latter that according to Russel Ackoff (Ackoff, 1989), requires wisdom that fuses ‘vision and design’. Without this wisdom, the hierarchy of any organisation be it public or private would find it laborious to effectively utilise the information at hand. This desideratum is a prerequisite for information management.
Information management is characterised by Chaffey and Wood (2005) as the “technique of supervising data as a key asset for creating steps organisational implementation”. A more detailed definition is provided by Choo (1995) as “a cycle of processes that support the organisation's learning activities: identifying information needs, acquiring information, organizing and storing information, developing information products and services, distributing information, and using information”. In essence having the right information delivered to appropriate personnel, promptly. 

Information management is permanently in a state of flux as technology, the way data is gathered and disseminated, and how organisations excogitate their needs. However, regardless of definitions, the basic ingredients of IM are consistent throughout. Namely.

· People: the core ingredient. They are the creators and users
· Policies and processes: This encompass anything from the procedure, policies, data acquisition and management, distribution, storing, and security.  
· Technology: This consists of the hardware and software necessary for IM.
· Data and information: The raw material without which management of information would be impossible.
When combined they form what is known as an Information Management System (IMS). This offers organisations the ability to produce and share knowledge efficiently (Rahimi et. al., 2016). 
Each organisation is unique. So, there is no ‘one fits all’ solution to IMS. Improving the effectiveness of such systems is key to organisations. When doing so a system needs to.
· Pinpoint and manage complexity.
· Encourage its approbation.
· Deliver benefits.
· Adapt to business needs.
· Flexible and adaptable.
· Strong and effective leadership.
· Complexity adds risks that need to be mitigated.
· Communicate effectively.
· Simplify the IMS experience.
To determine which type of Information system to use can be ascertained using a ‘pyramid model’. Organisations are by nature hierarchical; therefore, information systems tend to follow this direction of travel and mirror the tasks found at different levels in the organisation. A pyramid illustrating the hierarchal nature of the workplace can be found in Appendix 2, figure 1. It serves to identify relevant stakeholders in the IM and KM process. Once an organisation understands what knowledge it has it can convert this into a framework to manage it. The framework should include information governance that “defines acceptable behaviour in the creation, valuation, use, sharing, storage, “archiving, and deletion of information” (Microfocus, 2021)
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Information management is only a part of the ‘cycle’, the other is Knowledge management. Whilst IM is the application of information within an organisation, KM is its sibling with respect to knowledge (Firestone, 2001). The ‘knowledge’ is a mix of values, key information, comprehension that together provide a framework of understanding (Davenport and Prusak, 1998) or “knowledge is a way for understanding all about information and data to actively enable performance, problem-solving, decision making, teaching and learning of others” (Jelenic, 2011). As with IM, both are an organisational-wide process, and how an organisation manages its knowledge is down to its criteria. Successful businesses use specific tools to manage knowledge (Santoro, et al., 2018) To do so any organisation needs to understand how ‘explicit’ (knowledge that is easily transferred) and ‘tacit’ (knowledge that is difficult to transfer) is processed and shared. One of the most widely used concepts to transform one to the other is the SECI Model developed by Ikujiro Nonaka and Hirotaka Takeuchi (Nonaka & Konno, 2005). The model serves to demonstrate the conversion and sharing process of knowledge of an organisation. The model identifies four modes of how knowledge is combined, transferred, and ultimately shared.  The model considers the two aspects of knowledge creation, specifically the epistemological and ontological aspects. The former is where tacit knowledge is transformed into explicit knowledge and the latter, intangible tacit knowledge. It must be noted that tacit and implicit are opposites and conversion of knowledge is bi-directional. They observed that people’s approach to KM was either, people, tech, or process-centric. Figure 2, Appendix 2 illustrates the flow of tacit and explicit knowledge within my workplace.
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For the process to be effective knowledge sharing should be encouraged by an organisation. Sharing of “expertise requires building a culture of trust, and any organisational practice or action that destroys trust adversely affects the motivation to share information with others” (Ackerman et al., 2003). The recycling and sharing of knowledge are also, vital to any organisation (Alavi & Leidner, 2001). 
As Andrew Carnegie, the American Industrialist famously said, “You take away all my Factories, you take away all my money, you take away all that I possess, but leave me my men and in next 5 years they can get me everything I had or even more.” He understood that knowledge was an important aspect of an organisation and his employees would share it as they were the creators of the knowledge he needed. 
Benefits of knowledge sharing
There are many benefits for employees to share knowledge.
· Transfer of knowledge in the most efficient way
· The archiving of essential knowledge for future use in an appropriate format
· More efficient use of time, thereby reducing the amount of time wasted in searching for, or duplicating, existing knowledge
· Employee retention
· Streamlining of the KM processes by improving through quality and improvements
· Increase employee involvement by rewarding the sharing of knowledge

Once mastered KM offers an organisation,
· Aids decision making
· The ability for relevant information and resources to be accessed by those who require it
· It ensures that information and resources remain within the organisation even after key personnel takes leave
· Eliminates any duplication thereby increasing the effectiveness of KM
· Ensures all knowledge assets are utilised to the maximum
· Enable coherence of knowledge assets across the organisation
· Capture knowledge as a by-product of KM
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KM sharing or the lack of is a thorn in the side of many organisations. According to a report by the International Data Corp, businesses lose huge amounts of money by failing to share knowledge (Babcock, 2004). Not only this the lack of technology infrastructure is a hindrance to KM (Deloitte, 2020)
Other challenges that limit the establishment of a KMS include,
· Capturing and recording knowledge efficiently
· Reducing the barriers to information access and communication
· The motivation of personnel to share, use and administer knowledge
· Balancing KM with the overall needs of an organisation
· Acquisition and appropriate technology
· Integrating KM into the existing structure of an organisation
· Measuring knowledge
· Identifying an expert
· Knowledge gaps/bottlenecks
· Knowledge quality
· Radical innovations
· Confidentiality 
· Different skills levels amongst employees
Some but not all will be down to the culture of an organisation. Having a KM-orientated culture is critical to any organisation. This can be simply due to a lack of leadership or management. It can also, be attributed to employees not wanting to share knowledge for selfish reasons, different cultural norms, lack of time and meeting places, lack of understanding, belief that knowledge is prerogative of particular silos as examples (Davenport & Prusak, 1998). 
As an example, the business has customers, the clients, having “collaborative partnerships with clients as potential sources of firm-addressable knowledge“ (Sanchez, 2008), would be lost be if the sales teams did not utilise this knowledge by sharing to garner more customers. This information is a business asset and it has been demonstrated that the business's “interaction with its customers may be an important source of knowledge” (Sanchez, 2008).
Understanding these issues is important to identify areas of weakness that a KMS may have before its establishment.
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The combination of IM and KM forms the backbone of the KM lifecycle. As with any academic discipline, there are always many competing models that describe how KM is processed and cycled. They include Wiig Model (1993), Zack Model (1996), Bukowitz and Williams Model (2000), and McElroy Model (2003), (Tutorialspoint, 2021). Although each has its interpretation of the lifecycle they all follow the same basic path, that is,
1. Knowledge creating
2. Knowledge sharing
3. Knowledge structuring
4. Knowledge auditing
As with KM, perfecting this can be beneficial for an organisation.
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As discussed earlier, information is the raw data that forms the foundation from which IM and KM are built. My place of work consists of two businesses contained within two warehouses. One is retail and the other wholesale, both, in general, cater to the Asian community and businesses. The flowchart located in Appendix 5 illustrates the flow of data from inception to conclusion. Information from the retail flows from the moment a customer enters the building, shops, and leaves. The raw data produced, consist of,
· What was purchased/SKU used
· Payment method
· Whether it is to be delivered or not
· Stock control
Analysing the above, the business can deduce what sells well. The payment method allows the business to calculate cash flow. The delivery aspect means the business incurs extra costs, far better and cost-effective to offer a collection service but customer service is paramount if the business is to retain their loyalty. The final aspect, stock control, is directly linked to the first three. Purchases determine the level of stock purchases, the unit price of the stock, and storage capacity. Too much stock means money is tied up in assets that in turn affect cash flow, or the lack thereof. 
The flowchart, also, demonstrates the commercial aspect of the business. Here, the data and therefore, information, flows in reverse. Sales teams actively seek out new customers using the available data and information. This is collated by the usage of a mind map as shown in Figure 1, Appendix 4. As can be seen the available ‘assets’ to staff include, 
· Family connections
· Business connections
· Previous ‘inside’ knowledge garnered whilst employed by competitors
· Mailing lists 
Using these assets, the sales team can sell their wares. This, in turn, breeds more customers through word of mouth from business and retail customers thereby generating sales to sustain the business and ultimately profits. This information “could therefore be used as starting point for an analysis and improvement of knowledge flows” (Gebert, et al., 2003). One aspect that should be considered in the future is the use of the Loyalty cards program to obtain a more accurate analysis of individual customer spending habits. The value of this data would be invaluable to the business.
All things considered, some issues need to be examined and addressed. Looking at the flow of information and data, the way it is handled and stored, an internal audit using checklists and questionaries  available from the Information Commissioners Office (ICO) (ICO, 2021) highlights the business's deficiency. This Office is responsible for data protection in the UK. Further, a SWOT and gap analysis (Appendix 6) was conducted to lay bare the business's shortcomings and what solutions, or actions are needed or available, as per the action plan, which can be found in Appendix 7. 
The main conclusions that can be drawn are,
Data Protection Act 2018 (DPA) and GDPR 2016. The EU Regulation 2016/769 is the principal legislation that supersedes Directive 95/46/EC, and the UK Government has incorporated this part of the legislation under clause 3 of the European Union (Withdrawal) Act 2018 and now a part of the Data Protection Act 2018. The act does not place an obligation for the business to register with the body. However, if data is processed by a ‘controller’ then a fee is payable. This aspect will need to be investigated to see if the business falls under the realm of this requirement. If it is deemed to be then a registration fee is required. Under the law, the business is required to keep a record of processing actives that should be made available if requested by the ICO. Processes that currently fall under this remit are,
· Client contracts
· Legal obligation
· CCTV use
· Employee records
· Other processors e.g., Accountants
The business, however, is exempt from data laws concerning other businesses ' data (Regulation (EU) 2016/679 of the European Parliament and Council 2016).
A list of documents held by the business and for what duration can be found in Appendix 7. The business considers this list to be an ‘appropriate policy document’ under the DPA. Further, it would be advisable that business suppliers are DPA compliant too. In the name of transparency, Fair Processing Notices should be created to show how the business deals with data.
In practice, general adherence to this law is at best dubious. On many occasions, staff has left computer terminals unlocked (that use the same password) or in an unsecured manner as is common practice in many organisations (Mitta., et al,. 2010) The office doors are protected by locks requiring a PIN to enter. However, during office hours, it is common for doors to be left open and offices unattended. This exposes customer and supplier information. Another issue is the use of personal mobile devices. Customer and supplier information be it emails, text, instant messaging is freely sent back and forth between mobile devices with total disregard of current data and privacy laws. At present, there is no way to know who has access to the information and if it is secured. A ‘Bring your own device’ policy needs to be considered to negate the risk of any data breach. Forty percent of data breaches are caused by lost or stolen devices (Brook, 2020). In short, security and privacy is lax and need to be bolstered as people are the ‘weakest link’ within any organisation (Bulgurcu et al., 2010).
Policies need to be put in place and training regarding relevant privacy and security laws is administered (Allen, et al., 2015). It is recommended but not a legal requirement due to the size of the business to nominate and appoint a Data Security Officer to oversee this. It would be prudent to do so even though the law does not require it as the business employs less than 250 employees. The officer’s role would be,
· Conduct annual employee training
· Conduct risk assessments
· Review policy and procedures
· Bolster security information assets
Although not mandatory IMS could be based on the internationally recognised ISO/IEC 27001 standard (Advisera Expert Solutions Ltd, 2016).  This is defined as “a framework of policies, procedures, guidelines and associated resources and activities jointly managed by an organisation to protect its information assets” (Ensia, 2021).  Doing so will fulfil the business's legal requirement. Changes in technology are introducing new information management risks and considerations for organisations and individuals (Burkell, Valentino & Roberts, 2021). Today’s world is an information economy and management of this is critical for the business (Allen, 2006). Therefore, the Officer needs to consider the business's reputation too, people need to know their data is safe in our possession.
Data storage. Currently, the law covers data no matter where it is stored. The Mind map in Figure1, Appendix 4 show the data assets of the business. However, at present data storage is both paper-based and cloud-based. As indicated above, a well-executed IMS could remove paper records to a document management software that would integrate, capture, store, manage and preserve documents. The benefits of doing so are,
· Efficiency and cost benefits
· Control of access and permissions
· Secure file sharing
· Instigation document retention policies
· Audit/ISO/IEC 2700 compliant
· Elimination of duplication
· Destruction of unwanted and unneeded documents
The retail section relies on the EPOS terminal to conduct business transactions. This terminal is directly connected to Sage Cloud 50 that in turn is used by both sales and purchasing teams. The latter relies heavily on paper-backed records. For both, Sage Cloud 50 forms the backbone of the business electronic record solutions. As with above, access to this system by ‘outsiders’ be it on a casual basis or for nefarious purposes is possible. Again, access should be restricted to only those that require, and management together with the Data Security officer should oversee this. Any data breaches can occur heavy fines, up to the value of £500,000, and for data breaches that are not related to the ICO within 72 hours of when the business discovers said breach. A figure the business can ill afford. 
Information/Software Security policy. At present, the business does not have a bona fide security policy in place. Therefore, it is of utmost importance that one is in place and should include the following,
· Information security policy overview
· Appropriate use
· Monitoring of company equipment
· Reporting security incidents
· Protection of business and customer information
· Business information access process
· Information classification
· Restrictions
· Storage
· Distribution 
· Retention
· Disposal
· Passwords and IDs
· Hardware security
· Removal of business from public view
· Mobile devices
· Electronic Communication
Current security is fulfilled by simple passwords. Two-factor authentications should be considered as it adds an extra layer of protection that can be easily tied to business mobile phones that have been allocated to the relevant member of staff. 
Further, personnel does not have the relevant level of training to use Sage Cloud 50 proficiently. As it is a requirement of the DPA 2018 and GDPR 2016 to make sure that data held on individuals is accurate, you can envisage a situation where invoices are sent to the wrong client by post or email. As with the above issues training is the remedy. On a side note, it is worth mentioning an unforeseen circumstance of using cloud-based software as a backend operation of the business. Cloud services “are increasingly being used for the purpose of knowledge management” (Dave et al., 2013). The benefits from cloud computing are numerous as set out by the Cloud Standards Customer Council (2017). Although this allows for greater collaboration between business departments and allowing information to travel in all directions it does not allow flexibility. It may offer a cost reduction, but this can be offset by other issues. For example, remote access by employees on personal devices bringing with it the added security and data breach risks. 
Recently, there have been instances where backup did not occur, worse data has been corrupted. This has caused an immeasurable amount of damage to the businesses data. On three occasions, ‘the hard copies’ retained had to be retrieved from storage and re-entered manually. As per the action plan, it is recommended to move to a localised accounting software package, for example, VT Groups accounts package that is simpler and easier to maintain. Further, as discussed earlier, it would be far more cost-efficient to utilise this solution as it would provide a myriad of benefits. For example, the use of information technology consultants would be minimised if not wholly eliminated and the training of personnel will remove barriers to good information and accounts management. A cost-benefit analysis, a breakdown of which can be found in Appendix 8, shows the possible savings for the business that could amount to £5,784 per annum. Additionally, at a stroke, this would negate some of the barriers to an efficient KM system for the business as mentioned prior i.e.
· Capturing and recording knowledge efficiently
· Reducing the barriers to information access
· Balancing KM with the overall needs of an organisation
· Integrating KM into the existing structure of an organisation
· Fulfil the ISO/IEC 27001 standard
CCTV. A data protection impact assessment must be undertaken as per ICO requirements.  The audit revealed that the location of some cameras may be contrary to the relevant privacy laws. An example of this is the camera located directly above the customer service counter. This camera is not only viewing but also recording customer's PINs as they enter them into the card terminal. Contradicting the law. Further analysis has revealed the lack of a CCTC policy as required by law. Both need to be rectified with some urgency.
Other issues of note are,
Marketing. The specific law that needs to be addressed is the Privacy and Electronic Communications (EU Directive) Regulations 2003 (PECR) as amended in 2011. The PECR requires businesses to request consent before sending electronic communications to individuals for direct marketing. There is no policy in place at present to do so. Nor is it stated how any data that is collected within the business is used. This too needs to be resolved as this is part of the ’relationship marketing of the business. 
This is defined as “an integrated effort to identify, maintain, and build up a network with individual customers and to continuously strengthen the network for the mutual benefit of both sides through interactive, individualized and value-added contacts over a long period” (Gebert, et al., 2003).
Health and safety. The Health and Safety Executive (HSE, 2021) requires an organisation to keep ‘health records’, these are not the same as medical records. Many health and safety regulations have either been overlooked or lightly implemented. 
Language barriers. Many employee's first languages are not English. Therefore, any IM and KM systems put in place needs to make allowances for this potential cultural barrier (du Plessis, 2008)
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In the business world, “knowledge has been and will continue to be a key competitive differentiator when it comes to driving organisational performance” (Deloitte, 2020). This has led to KM being “recognised as a key managerial process necessary for achieving competitive advantage” (Santoro, et al., 2018) and if to prove this point, globally, investments in KM are on the increase. This suggests its importance to the survival of an organisation (Zhang & Venkatesh, 2017).
Developing this knowledge can aid the business's financials and productivity (Drucker, 2008). As Lewis E. Platt, former CEO at Hewlett-Packard put it “if HP knew what HP knows, we would be three times more productive”.
Overall, the research suggests that “poor use of information assets equates to an annual £46 billion missed opportunity for private-sector profits, and £21 billion in administrative costs across the public sector” (White, 2012).
Bearing in mind the above figures and taking into consideration that cloud-based KM has been without its teething issue for the business, this is inevitably the way forward. The current pandemic has accelerated the move to remote working and the business needs to change its culture to stay competitive.
In part, sharing of knowledge although difficult, must be overcome through strong leadership and management as the business can only benefit from the greater sales and revenue (Arthur & Huntley, 2005). After all, IM exists to facilitate KM. This will enable the “sharing of knowledge organisation-wide in whatever form, place, and time” (Davidow & Malone, 1992).
Any KM strategy adopted to do so, needs to be measured to demonstrate its success and value and this can only be achieved if adequate resources are devoted. Most enterprises will not survive by only managing knowledge, as KM is a support process (Gebert, et al., 2003). Further, KM strategy is a component of business strategy that innovates “to build and sustain competitive advantage. Innovation has, however, become increasingly complex due to changing customer needs, extensive competitive pressure, and rapid technological change” (Du Plessis, 2007). Conversely, this innovation is extremely dependent on the availability of knowledge (Du Plessis, 2007). Therefore, a “lack of a clear distinction between information and knowledge has been recognised as a major issue with the KM literature” (Mårtensson, 2000).
This important as a well-oiled “information system will maintain the corporate history, experience, and expertise that long-term employees now hold. The information systems themselves, not the people can become the stable structure of an organisation. People will be free to come and go, but the value of their experience will be incorporated in the systems that can help them and their successors run the business”, as noted by Applegate et al. (1998).
On a personal note, whilst, researching this assignment I have learned to critically analyse the IM and KM process within my place of work. Not only this, when doing so the practical knowledge gained from the reading of relevant laws, procedure, and policies have shown that the business needs to more ’professional’ as to how it deals with information and knowledge. Doing so can only benefit all concerned. However, my greatest achievement whilst completing this assignment is that I finally figured out how to rotate a single page from a portrait view to a landscape one in MS Word.
Knowledge drives value for organisations but only 36 percent understand this according to a recent survey (Deloitte, 2020). This needs to be understood by my employers for it to be addressed. From an employee’s perspective, I feel sharing knowledge can only increase my value to them and in turn job, security as knowledge is seen as the main source of competitive advantage for businesses (Chen. 2007) then why not for employees. Therefore, we the employees are part of the ‘value proposition’ of the business as the knowledge we bring is an intrinsic part of its assets.
If not, then as Bill Gates, the tech entrepreneur famously said, “every year, better methods are being devised to quantify information and distil it into quadrillions of atomistic packets of data” (Brown & Duguid, 2000), or put another way the A. I. wins!

