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I- IPv4 Addressing Table
	Specification
	Subnet A
	Subnet B

	Subnet IP address
	192.168.202.0
	192.168.202.128

	Subnet mask (slash notation)
	/26
	/25

	Subnet mask (dotted decimal)
	255.255.255.192
	255.255.255.128

	1st Host IP address
	192.168.202.1
	192.168.202.129

	Last Host IP address
	192.168.202.62
	192.168.202.254

	Number of usable hosts per subnet
	62
	126

	Broadcast address
	192.168.202.63
	192.168.202.255



II- IPv4 Address assignment
	Device
	IP address
	Subnet Mask
	Gateway

	PC-A
	192.168.202.62
	255.255.255.192
	192.168.202.1

	R1-G0/0/0
	192.168.202.129
	255.255.255.128
	192.168.202.129

	R1-G0/0/1
	192.168.202.1
	255.255.255.192
	192.168.202.1

	S1
	192.168.202.2
	255.255.255.192
	192.168.202.1

	PC-B
	192.168.202.254
	255.255.255.128
	192.168.202.129



III- IPv6 Addressing Table
	Assigned to Interface
	IPv6 Subnet Address
	Prefix Length

	R1-G0/0/1
	2001:db8:acad:0001::0
	/64

	R1-G0/0/0
	2001:db8:acad:0002::0
	/64



IV-IPv6 Address assignment
	Device
	IPv6 address
	Prefix Length
	Gateway

	R1-G0/0/0
	2001:db8:acad:0002::1
	/64
	FE80::1

	R1-G0/0/1
	2001:db8:acad:0001::1
	/64
	FE80::1

	S1
	2001:db8:acad:0001::2
	/64
	2001:db8:acad:0001::1



Task 2: Device Configuration 
1) Hostname 
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2) Encrypted privileges EXEC password 
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3) Secure the console access password
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4) Minimum length passwords
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5) Create an administrative user 
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6) Configure an MOTD banner 
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7) Encrypt all passwords 
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8) Disable IP domain lookup 
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9) Enable synchronous logging 
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10) Configure router’s interfaces 
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11) Configure switch’s management (SVI) interface 
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Task 3: Verify Network connectivity 


	From
	To
	Protocol
	IP Address
	Ping Results

	PC-A
	R1 G0/0/0
	IPv4
	
	

	tftttttttPC-A
	R1 G0/0/0
	IPv6
	
	

	PC-A
	R1 G0/0/1
	IPv4
	
	

	PC-A
	R1 G0/0/1
	IPv6
	
	

	PC-A
	S1 VLAN 1
	IPv4
	
	

	PC-A
	S1 VLAN 1
	IPv6
	
	

	PC-A
	PC-B
	IPv4
	
	

	PC-A
	PC-B
	IPv6
	
	

	PC-B
	R1 G0/0/0
	IPv4
	
	

	PC-B
	R1 G0/0/0
	IPv6
	
	

	PC-B
	R1 G0/0/1
	IPv4
	
	

	PC-B
	R1 G0/0/1
	IPv6
	
	

	PC-B
	S1 VLAN1
	IPv4
	
	

	PC-B
	S1 VLAN1
	IPv6
	
	



Page 3 of 3	2022	Trosodd/Turn Over
image3.png
Physical  Config _Deskiop | Programming Attribut

Terminal

http://wi. cisco. com/wwl/export/crypro/ tool/stqrg. html

If you require further assistance please contact us by sending email to
export@eisco.com.

Cisco CISCO2901/Ks (revision 1.0) with 491520K/32768K bytes of memory.
Brocessor board ID FTX152400KS

2 Gigabit Ethernet interfaces

DRAM configuration is 64 bits wide with parity disabled.

255K bytes of non-volatile configuration memory.

249856K bytes of ATA System CompactFlash 0 (Read/Write)

System Configuration Dialog -

Would you like to enter the initial configuration dialog? [yes/mo]: no

Press RETURN to get started!

Router>enable
Routerfhostname R1

% Invalid input detected at '*' marker.

Routerfconfig terminal
Enter configuration commands, one per line. End with CNTL/Z.
Router (config) fhostname R

RI(config) fenable secret ccnaenpass

Physical  Config _Desktop  Programming _ Attributs

Terminal

RELEASE SOFTWARE (£cl)

Technical Support: REtp://ww.Cisco.com/techsupport
Copyright (c) 1986-2013 by Cisco Systems, Inc.
Compiled Wed 26-Jun-13 02:49 by mnguyen

Press RETURN to get started!

SLINK-5-CHANGED: Interface FastEthernet0/1, changed state to up

+LINEPROTO-5-UBDOWN: Line protocol on Interface FastEthernec0/1, changed
state to up

$LINK-3-UPDOWN: Interface FastEthernet0/l1, changed state to down

$LINEPROTO-5-UBDOWN: Line protocol on Interface FastEthernet0/1, changed
state to down

SLINK-5-CHANGED: Interface FastEthernet0/1, changed state to up

+LINEPROTO-5-UBDOWN: Line protocol on Interface FastEthernec0/1, changed
state to up

Switch>enable
switchfconfig terminal

Enter configuration commands, one per line. End with CNTL/Z.
Switch(config) fhostname S1

51(config) fenable secret ccnaenpass

51 (config) #
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If you require further assistance please contact us by sending email to

export@eisco.com.

Cisco CISCO2901/K9 (revision 1.0) with 491520K/32768K bytes of memory

Brocessor board ID FTX152400KS
2 Gigabit Ethernet interfaces

DRAM configuration is 64 bits wide with parity disabled
255K bytes of non-volatile configuration memory.

249856K bytes of ATA System CompactFlash 0 (Read/Write)

System Configuration Dialog

Would you like to enter the initial configuration dialog? [yes/mol:

Press RETURN to get started

Router>enable
Routerfhostname R1

% Invalid input detected at '°' marker

Routerfconfig terminal
Enter configuration commands, one per line. End with CNTL/Z
Router (config) fhostname R

RI(config) fenable secret ccnaenpass

RI(config) #line con 0

RI(config-line) #password conaconpass

R1(config-line) il

Physical

Terminal [ x]

Press RETURN to get started

SLINK-5-CHANGED: Interface FastEthernet0/1, changed state to up

$LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/l1,
state to up

$LINK-3-UPDOWN: Interface FastEthernet0/l1, changed state to down

$LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/l1,
state to down

SLINK-5-CHANGED: Interface FastEthernet0/1, changed state to up

$LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/l1,
state to up

Switch>enable
switchfconfig terminal

Enter configuration commands, one per line. End with CNTL/Z
Switch(config) fhostname S1

51(config) fenable secret ccnaenpass

51(config) #*line con 0

% Invalid input detected at '°' marker

51(config) #line con 0
51(config-line) fpassword conaconpass
51 (config-line) #
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--- System Configuration Dialog ---

Would you like to enter the initial configuration dialog? [yes/mol:

Press RETURN to get started!

Router>enable
Routerfhostname R1

% Invalid input detected at '*' marker.

Routerfconfig terminal
Enter configuration commands, one per line. End with CNTL/Z.
Router (config) fhostname R

RI(config) fenable secret ccnaenpass

RI(config) #line con 0

RI(config-line) fpassword conaconpass

RI (config-line) #security passwords min-length 10

RI(config) fexit

R1#

£SYS-5-CONFIG_I: Configured from console by console

Rlfconfig terminal
Enter configuration commands, one per line. End with CNTL/Z.
RI(config)

RI(config) security passwords min-length 10

R1 (config) i
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Router>enable
Routerfhostname R1

% Invalid input detected at '*' marker.

Routerfconfig terminal
Enter configuration commands, one per line. End with CNTL/Z.
Router (config) fhostname R

RI(config) fenable secret ccnaenpass

RI(config) #line con 0

RI(config-line) fpassword conaconpass

RI (config-line) #security passwords min-length 10

RI(config) fexit

R1#

£SYS-5-CONFIG_I: Configured from console by console

Rlfconfig terminal
Enter configuration commands, one per line. End with CNTL/Z.
RI(config)

RI(config) security passwords min-length 10

RI(config) fusername admin password adminlpass

RI(config) #
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Terminal [x]

Press RETURN to get started!

$LINK-5-CHANGED: Interface FastEthernet0/l, changed state to up

+LINEPROTO-5-UBDOWN: Line protocol on Interface FastEthernec0/1, changed
state to up

Router>enable
Routerfhostname R1 Switch>enable
~ switchfconfig terminal
% Invalid input detected at '*' marker. Enter configuration commands, one per line. End with CNTL/Z.
Switch(config) fhostname S1
Routerfconfig terminal 51(config) fenable secret ccnaenpass
Enter configuration commands, one per line. End with CNTL/Z. 51(config) #*line con 0
Router (config) fhostname R -
RI(config) fenable secret ccnaenpass % Invalid input detected
RI(config) #line con 0
RI(config-line) fpassword conaconpass 51(config) #line con 0
RI (config-line) #security passwords min-length 10 51(config-line) fpassword conaconpass
RI(config) fexit 51(config-line) #security passwords min-length 10
R1# -
£SYS-5-CONFIG_I: Configured from console by console % Invalid input detected at '*' marker.

Rlfconfig terminal 51(config-line) fexic
Enter configuration commands, one per line. End with CNTL/Z. 51(config) security passwords min-length 10
RI(config) -

RI(config) security passwords min-length 10 % Invalid input detected at '*' marker.
RI(config) fusername admin password adminlpass

RI(config) # 51 (config) fclear

RI(config) # -

RI(config) # % Invalid input detected at '*' marker.
RI(config)

RI(config) #banner motd $No Unauthorized Access'$ 51 (config) #banner motd #No Unauthorized Access!'$
R1 (config) #
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Press RETURN to get started!

Router>enable
Routerfhostname R1

% Invalid input detected at '*' marker.

Routerfconfig terminal
Enter configuration commands, one per line. End with CNTL/Z.
Router (config) fhostname R

RI(config) fenable secret ccnaenpass

RI(config) #line con 0

RI(config-line) fpassword conaconpass

RI (config-line) #security passwords min-length 10

RI(config) fexit

R1#

£SYS-5-CONFIG_I: Configured from console by console

Rlfconfig terminal
Enter configuration commands, one per line. End with CNTL/Z.
RI(config)

RI(config) security passwords min-length 10

RI(config) fusername admin password adminlpass

RI(config) #

RI(config) #

RI(config) #

RI(config)

RI(config) #banner motd #No Unauthorized Access'$

RI(config) #service password-encryption

R1 (config) #

Physical  Config Kop | Programming _ Attributes

+LINEPROTO-5-UBDOWN: Line protocol on Interface FastEthernec0/1, changed
state to up

Switch>enable
switchfconfig terminal

Enter configuration commands, one per line. End with CNTL/Z.
Switch(config) fhostname S1

51(config) fenable secret ccnaenpass

51(config) #*line con 0

% Invalid input detected

51(config) #line con 0
51(config-line) fpassword conaconpass
51 (config-line) #security passwords min-length 10

% Invalid input detected at '*' marker.

51(config-line) fexic
51(config) security passwords min-length 10

% Invalid input detected at '*' marker.

51 (config) fclear

% Invalid input detected at '*' marker.

51 (config) #banner motd #No Unauthorized Access!'$
51 (config) #service password-encryption
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Router>enable
Routerfhostname R1

% Invalid input detected at '*' marker.

Routerfconfig terminal

Enter configuration commands, one per line. End with CNTL/Z.

Router (config) fhostname R
RI(config) fenable secret ccnaenpass

RI(config) #line con 0

RI(config-line) fpassword conaconpass

RI (config-line) #security passwords min-length 10
RI(config) fexit

R1#

£SYS-5-CONFIG_I: Configured from console by console

Rlfconfig terminal

Enter configuration commands, one per line. End with CNTL/Z.

RI(config)

RI(config) security passwords min-length 10
RI(config) fusername admin password adminlpass
RI(config) #

RI(config) #

RI(config) #

RI(config)

RI(config) #banner motd #No Unauthorized Access'$
RI(config) service password-encryption
RI(config) #no ip domain-lookup

R1 (config) #

o
P

Physical  Config Kiop | Programming _ Attribu

Terminal [ x]

+LINEPROTO-5-UBDOWN: Line protocol on Interface FastEthernet0/1, changed
state to up

Switch>enable
switchfconfig terminal

Enter configuration commands, one per line. End with CNTL/Z.
Switch(config) fhostname S1

51(config) fenable secret ccnaenpass

51(config) #*line con 0

% Invalid input detected

51(config) #line con 0
51(config-line) fpassword conaconpass
51 (config-line) #security passwords min-length 10

% Invalid input detected at '*' marker.

51(config-line) fexic
51(config) security passwords min-length 10

% Invalid input detected at '*' marker.

51 (config) fclear

% Invalid input detected at '*' marker.

51 (config) #banner motd #No Unauthorized Access!'$

51 (config) #service password-encryption
51(config) #no ip domain-lookup
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Router (config) fhostname R
RI(config) fenable secret ccnaenpass

RI(config) #line con 0

RI(config-line) fpassword conaconpass

RI (config-line) #security passwords min-length 10
RI(config) fexit

R1#

£SYS-5-CONFIG_I: Configured from console by console

Rlfconfig terminal

Enter configuration commands, one per line. End with CNTL/Z.

RI(config)

RI(config) security passwords min-length 10
RI(config) fusername admin password adminlpass
RI(config) #

RI(config) #

RI(config) #

RI(config)

RI(config) #banner motd #No Unauthorized Access'$
RI(config) service password-encryption
RI(config) #no ip domain-lookup

RI(config) #login synchronous

% Invalid input detected at '*' marker.

RI(config) #loggin synchronous

% Invalid input detected at '*' marker.

RI(config) {line console 0
RI(config-line)#loggin synchronous
R1(config-line) #

Physical  Config Kop | Programming  Attrbutes

Terminal [ x]

Switch>enable
switchfconfig terminal

Enter configuration commands, one per line. End with CNTL/Z.

Switch(config) fhostname S1
51(config) fenable secret ccnaenpass
51(config) #*line con 0

% Invalid input detected

51(config) #line con 0
51(config-line) fpassword conaconpass
51 (config-line) #security passwords min-length 10

% Invalid input detected at '*' marker.

51(config-line) fexic
51(config) security passwords min-length 10

% Invalid input detected at '*' marker.
51 (config) fclear
% Invalid input detected at '*' marker.

51 (config) #banner motd #No Unauthorized Access!'$
51 (config) #service password-encryption
51(config) #no ip domain-lookup

51(config) line console 0

51(config-line)#loggin synchronous

51 (config-line) 4]
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No Unauthorized Access!

Rl>enable
[—

Rlfcont

Configuring from terminal, memory, or network [terminal]? ©
Enter configuration commands, one per line. End with CNTL/Z.
R1(config) #int go/0

R1(config-if) fdescriprion Connection to S1/BC-A

% Invalid input detected at '*' marker.

R1(config-if) fdescription Connection to S1/BC-A
R1(config-if) #ip address 192.168.202.129 255.255.255.128
R1(config-if)#ipvé address 2001:db8:acad:0002::1/64
R1(config-if) #ip default gateway 192.168.202.129

* Anbiguous command: "ip default gateway 192.168.202.129"
R1(config) #int go/0

R1(config-if) #ip default gateway 192.168.202.129

% Anbiguous command: "ip default gateway 192.168.202.129"
Rl(config)#ip default-gateway 152.168.202.129

R1(config) #int go/0

R1(config-if) #ip default-gateway 192.168.202.129
R1(config) #int go/0
R1(config-if) #ipvé address £e80
R1(config-if)#no shutdown
R1(config-if) fexit

R1(config) #ipvé unicast-routing
R1(config) #int go/1
R1(config-if) fdescription Connection to BC-B
R1(config-if) #ip address 192.168.202.1 255.255.255.192
R1(config-if) #ipvé address

R1E

£SYS-5-CONFIG_I: Configured from console by console

link-local

Rlfconf ©
Enter configuration commands, one per line. End with CNTL/Z.
R1(config) #int go/1

R1(config-if) fdescription Connection to BC-B
R1(config-if) #ip address 192.168.202.1 255.255.255.192
R1(config-if) #ipvé address 2001:dbs
R1(config-if)#
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R1(config-if)#

R1(config-if) #no shutdown

R1(config-if) #ipvé address £e80::1 link-local
R1(config-if) fexit

R1(config) #ipvé unicast-routing
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S1>enable
Password:

Slicont ©

enter configuration commands, one per lime. End with CNTL/Z.
S1(config) #int vian 1

S1(config-if) #ip address 192.168.202.2 255.255.255.192
S1(config-if) #ip default gateway 192.168.202.1

t Invalid input detected at '"' marker.

S1(config-if) ¥exit
S1(config) #ip default-gateway 192.168.202.1

S1(config) #sdm prefer dual-ipvé-and-ipvé default

Changes to the running SDM preferences have been stored, but cannot take effect until the next
reload.

Jse 'show sam prefer’ to see what SDM preference is currently active.

S1(config) #show sdm prefer

t Invalid input detected at '"' marker.

S1(config) #int go/1
S1(config-if)#ipvé address 2001:db8:acad:0001::2/64

t Invalid input detected at '"' marker.
S1(config-if) #exit

S1(config) #int vian 1
S1(config-if) #ipvé address 2001:db8:acad:000

2/64
t Invalid input detected at '"' marker.
S1(config-if) $wr

t Invalid input detected at '"' marker.

S1(config-if) ¥exit
S1(contig) fur

t Invalid input detected at '"' marker.

S1(config) fexit
s1¢
$5YS-5-CONFIG_I: Configured from comsole by console

S1$ur
Building configuration
[0K]

514
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S1>enable
Password:

Slicont ©

enter configuration commands, one per lime. End with CNTL/Z.
S1(config) #int vian 1

S1(config-if) #ipvé address 2001:db8:acad:0001:2/64

+ Incomplete command.

S1(config-if) #ipvé address 2001:db8:acad:000
S1(config-if) #ipvé address feso::l link-local
S1(config-if)#no shutdown

r:2/68

S1(config-if) §
*LINK-5-CHANGED: Interface Vlanl, changed state to up

*LINEPROTO-5-UPDOWN: Line protocol on Interface Vlanl, changed state to up

51 (config-if) N
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+LINEPROTO-5-UPDOWN: Line pr. FastEtherneto/1,
state to up

+LINK-3-UPDOWN: In

+LINEPROTO-

+LINEPROTO-
state to up

witch>enab:
switchfconfig terminal

Enter configuration comman
witch (config) fhostname S1





