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[bookmark: _Toc536192932]Introduction
The following project report contains analysis of risk management, sustainability and ethical & legal issues for the BeSafe disaster recovery software development project as well as a review of quality assurance standards the project will follow.
 


1. [bookmark: _Toc536192933]Risk Management
Any risks to a project can be defined as “the chance of exposure to the adverse consequences of future events” [1]. Risk management for projects focuses on “keeping unwanted outcomes to an acceptable minimum” [2, pp. 239-240].
1.1 [bookmark: _Toc536192934]Risk Identification
The kinds of risks to the development of a Third Sector project such as BeSafe can be found in Boehm’s Top Ten Development Risks, in particular:
R1.             “Personnel Shortfalls
R2.               Unrealistic Timeline
R3.               Late Requirement changes
R4.               Gold Plating
R5.               Development technically difficult” [3].
Other risks more specific to this project are:
R6.               Software incompatibilities
R7.               Conflicting ideas
R8.               Team members becoming ill or otherwise unavailable
R9.               Poor team dynamic
R10. Team members not completing set tasks
R11. Legal issues relating to Brexit.
1.2 [bookmark: _Toc536192935]Risk Analysis
Personnel shortfalls can take the form of staff illnesses or other reasons for non-attendance. Lack of expertise in the area of development can also hinder the pace of development. An unrealistic timeline can cause problems where work is rushed and untested in order to reach deadlines. This can also cause stress for team members potentially increasing team attrition. 
Gold plating can cause unnecessary changes to the project requirements from additional unnecessary features that would require specific development expertise which can cause major difficulties in development as one or more team members would require training to adapt to the new requirements. Another possible risk is improper source control during development that could cause delays by requiring additions to be made and approved in-person.
The major risks to this project’s development come from late requirement changes and gold plating as these can over time cause deadlines that were once reasonable to become impossible to meet without compromising software quality. 
The minor risks to the project involve events that could cause minor disruption to development of the software app. Events such as staff illnesses, staff training, and staff leaving the project team.
Some solutions to these issues are detailed in section 1.3, Risk Planning. There are other risks to the project’s success outside of development, these are discussed in Section 3, Ethical & Legal Issues.

1.3 [bookmark: _Toc536192936]Risk Planning
The problems caused by unrealistic timelines and changes in requirements can be dealt with by making good use of project management software such as Microsoft Project (Appendix A) and by being specific and detailed regarding the project’s purpose.
In order to manage these risks to the project several steps shall be taken. Personnel shortfalls caused by inability to attend a development session can be resolved by using web-based version control service such as GitHub to allow any team member to have access to the codebase on their personal machine. This solution also provides a stable working version of the software for development and any changes can be reviewed before they are deployed, reducing frustration or confusion between team members. 
Another way to reduce requirement changes or scope creep is to hold occasional meetings using skype, discord or WhatsApp group messaging for team members to discuss the direction of the project or any problems they may be having during development. This can be paired with weekly/bi-weekly progress reports (Appendix C) containing tasks undertaken by team members and their completion status, which will highlight any areas where a backlog may form.  
1.4 [bookmark: _Toc536192937]Quantitative Analysis - Risk exposure calculations
The method that would be used to calculate risk exposure for this project would be:

However, as the project has no cost for materials or specialist software, there is no cost for the overall project other than the time invested during development.


1.5 [bookmark: _Toc536192938]Qualitative analysis - Risk Evaluation Matrix
A risk evaluation matrix can be used to model the risk involved in a project by measuring a risk’s severity against its probability. The major risks that need to be dealt with are placed behind a tolerance line
[image: ] 
Figure 1. Risk Evaluation Matrix for BeSafe
For the evaluation matrix of the BeSafe project (Fig.1) the risks are the following:
R1.               Personnel Shortfalls
R2.               Unrealistic Timeline
R3.               Late Requirement changes
R4.               Gold Plating
R5.               Development technically difficult
R6.               Software incompatibilities
R7.               Conflicting ideas
R8.               Team members becoming ill or otherwise unavailable
R9.               Poor team dynamic
R10. Team members not completing set tasks
R11. Legal issues relating to Brexit.
R1, R3, R5, R6, R10 and R11 are placed behind the tolerance line as these are issues that could significantly reduce the effectiveness of the project team.
1.6 [bookmark: _Toc536192939]Risk Monitoring
To monitor whether these risks have been effectively managed we can track completion of tasks using the team progress reports compared against the initial timeline using a Gantt chart. We can also monitor the edits made or the rate of uploads to the GitHub project source control to monitor the effectiveness of using a web-based solution for managing a software project.
2. [bookmark: _Toc536192940]Code of Practice - Sustainability
2.1 [bookmark: _Toc536192941]Sustainability Issues
Environmental sustainability has been an important issue in the IT industry as it was believed in 2008 by The Climate Group that “transformation in the way people and businesses use technology could reduce annual man-made global emissions by 15 per cent by 2020” [4].  There are even international standards for businesses to follow such as ISO 14001 Environmental management system that aims to “improve resource efficiency, reduce waste, and reduce costs” [5].
2.1.1 [bookmark: _Toc536192942]First order analysis
First order analysis talks about the impact of the physical existence of the IT industry. This includes the raw material cost of computer components and the energy cost of operating data centers and office spaces.
Team members will use their own laptops or a university computer so reduce the need for entirely new devices, cutting down on raw materials cost. 
2.1.2 [bookmark: _Toc536192943]Second order analysis
Second order analysis focuses on the impact of the use and application of technology in different industries. This can involve switching from paper records to using paperless databases or removing the need for a commute to work by using cloud computing/storage and online business communication software such as Microsoft Skype.
The project aims to give users travel information about their desired destination, reducing the need for paper travel brochures. 
2.1.3 [bookmark: _Toc536192944]Third order analysis
Third order analysis discusses the systemic effects on society and the economy caused by the IT industry. This includes changes in energy demand or increased commuter traffic. Currently the effect of team members commuting to work adds to local traffic disruption and local pollution. 
If the project team expands, the energy and hardware demand will increase as more members would require their own workstations or a team server for their devices. The number of members using cars to commute to work would also increase causing further traffic disruption in the city unless a remote working environment was developed. 
The final product produced by the project will hope to reduce the strain placed on local governments and their emergency services in disaster scenarios by keeping foreign tourists well informed to reduce panic.
3. [bookmark: _Toc536192945]Code of Practice - Ethical & Legal Issues
3.1 [bookmark: _Toc536192946]Ethical & Legal issues
Ethical and legal issues in the IT industry generally surround providing trust, security and comfort for software users. There are several organizations that have established a series of rules as codes of ethics & professional conduct. For UK businesses and organizations two major organizations are the British Computer Society (BCS) and the Institute of Electrical and Electronic Engineers (IEEE). Companies also need to follow certain laws in order to operate in certain countries, the largest and most relevant to the project is the European Union’s General Data Protection Regulation (GDPR).
3.1.1 [bookmark: _Toc536192947]British Computer Society Code of Conduct
The BCS code of conduct [6] establishes a set of rules and professional standards required for membership and accreditation that are held to a higher standard than UK law surrounding software development. The code covers important areas such as:
1. Public interest
2. Professional Competence and Integrity
3. Duty to Relevant Authority
4. Duty to the Profession
The project will aim to follow the BCS code of conduct as all team members are studying BCS accredited degree programs.
3.1.2 [bookmark: _Toc536192948]IEEE Code of Conduct
The IEEE code of conduct [7] provides rules for members and employees to follow to raise the standards of integrity, behavior and professional conduct. 
These rules include:
1. Being respectful of others
2. Treating people fairly
3. Avoiding injury to others, property, data, reputation or employment
4. Refraining from retaliation
5. Complying with applicable laws in all countries where IEEE does business and with the IEEE policies and procedures
The project will operate under the IEEE code of conduct.
3.1.3 [bookmark: _Toc536192949]ACM Code of Ethics and Professional Practice
The Association for Computing Machinery has a code of practice for any members of the software engineering profession. The code includes 8 principles [8]:
· Act within the public interest
· Act in the best interests of the client and employer
· Ensure products and modifications meet highest standards
· Maintain integrity and independence in professional judgement
· Managers and leaders shall promote an ethical approach to management of development and maintenance
· Advance the integrity and reputation of the profession
· Be fair and supportive to colleagues
· Participate in lifelong learning regarding the profession
As a team of software developers, the project team will aim to meet as many of the rules from all three organizations shown.
3.1.4 [bookmark: _Toc536192950]GDPR
The GDPR is a set of regulations designed to protect the data and privacy of users within the EU and provide a level playing field for all businesses [9]. It “regulates the processing by an individual, a company or an organization of personal data relating to individuals in the EU” [10]. These regulations must be followed in order to operate in the EU.
3.2 [bookmark: _Toc536192951]Effect of Brexit on Third Sector Organizations
Britain’s withdrawal from the European Union presents many issues for third sector organizations due to the economic uncertainty leading up to March 29th 2019.  The major issue being the withdrawal of EU funding for non-profit third sector institutions where UK charities risk losing at least £250m due to Brexit [11].
However, in terms of technology, many aspects of EU law will be transferred into UK. The main example being the Data Protection Act 2018 becoming the UK’s implementation of the EU GDPR [12]. In fact the majority of EU law currently applying to the UK is being rewritten into UK law to allow continued business operation in EU territory [13] [14].


4. [bookmark: _Toc536192952]Quality Assurance
In order for software product to be successful it should follow strict quality metrics to ensure all possible user and continued development needs are met.
4.1 [bookmark: _Toc536192953]Quality Metrics – ISO 25010
The ISO quality standards are used to determine which quality characteristics will be used when reviewing the properties of a software product. [15][image: ]
Figure 2. ISO25010 Eight quality characteristics [15] 
4.1.1 [bookmark: _Toc536192954]Functional Suitability
Represents how a product provides functions that meet required needs under specified conditions.
· Functional completeness
· How well the functions complete user objectives
· Functional correctness
· How well a product provides correct results with needed degree of precision
· Functional appropriateness
· How well the functions allow completion of its specific tasks/objectives
The project will aim to provide the user with correct, desired information.

4.1.2 [bookmark: _Toc536192955]Performance Efficiency
Represents the performance relative to the amount of resources used under certain conditions.
· Time behavior 
· How good are response times when performing its functions
· Resource utilization
· How many resources are used by the product when performing its functions
· Capacity
· How well the maximum limits of the product meet the product requirements
The project will aim to fulfill user requirements as effectively as possible.

4.1.3 [bookmark: _Toc536192956]Compatibility
How well the product can exchange data and information with other systems, while performing its functions and sharing the same software environment.
· Co-existence
· How well a project performs its functions efficiently in a common environment and sharing resources with other products without negative impacts on other products
· Interoperability
· How well two or more products can exchange information and use this exchanged information.
The project will try to integrate the product with other common services.

4.1.4 [bookmark: _Toc536192957]Usability
How well a product can be used by users to complete tasks within a specific context.
· Appropriateness
· How well users can recognize that the product could meet their needs
· Learnability
· How well a product can be used by specific users to complete specified tasks of learning to use the system, efficiency, freedom from risk and user satisfaction within a specified context
· Operability 
· How easy a product is to control
· User error protection
· How well a user is protected from making errors
· User interface aesthetics
· How pleasing and satisfying interaction is for the user
· Accessibility
· How well a product can be used by people with a wide range of characteristics and capabilities to achieve specified tasks
The project will aim to deliver all requested information in an easy to understand manner.

4.1.5 [bookmark: _Toc536192958]Reliability
How well a system performs tasks under certain conditions within a set amount of time.
· Maturity
· How reliable the product is under normal operation
· Availability
· How operational/available a product is when required for use
· Fault tolerance 
· How well a product operates despite hardware/software faults
· Recoverability
· How well the product can recover data affected by an interruption or failure of the system
The project will strive to provide a stable user experience.

4.1.6 [bookmark: _Toc536192959]Security
How well a product protects user information and data and controls data access appropriate to authorization.
· Confidentiality
· How well a product ensures data is accessible only to authorized users
· Integrity
· How well a product prevents unauthorized access or modification to its data
· Non-repudiation
· How well events are logged within the project to prevent repetition
· Accountability
· How well the actions of an specific entity can be traced
· Authenticity
· How well a subject/resource can be identified
The project will aim to protect what small amount of user data is stored by the product.

4.1.7 [bookmark: _Toc536192960]Maintainability
How effectively/efficiently a product can be modified to improve, correct or adapt it to changes in the environment or requirements.
· Modularity
· Is the program built in a way that alterations to one part will have minimal impact on other parts
· Reusability
· Can parts be used in more than one area of the product or to build other products
· Analyzability
· How easily can the impact of changes to one or more parts of the product be measured to identify inefficiencies or causes of failure
· Modifiability
· How easily can the product be modified without introducing bugs/defects
· Testability
· How easily test criteria can be made for the product and for tests to be performed 
The product will be supported the project team by designing for continuous development.

4.1.8 [bookmark: _Toc536192961]Portability
How easily a product can be moved from one hardware/software environment to another.
· Adaptability
· How easily the product can be adapted to different or updated hardware or software
· Installability
· How easily the product can be installed/uninstalled in an environment
· Replaceability
· How easily a product could replace another product with a similar purpose
The project will aim to provide access to the product on as many platforms as possible.
4.2 [bookmark: _Toc536192962]Other ISO standards
[bookmark: _GoBack]Other ISO standards can be used to measure the quality of software development methods and products. ISO 12207 dictates ideal development life cycles, ISO 33001 assesses the quality of these life cycle processes. The project will aim to implement these crucial standards where they apply.



5. [bookmark: _Toc536192963]Conclusion
To conclude, this report has discussed the risks that this project will face, environmental sustainability issues relating to the IT industry, the ethical & legal issues surrounding the software development profession and the quality of software that needs to be developed for a product to be successful.
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Appendix 1. Overall Project plan
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Appendix 2. Analysis Phase Network Diagram






Appendix A3
[image: ]
Appendix 3.  Design Phase Network Diagram
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Appendix 4.  Development Phase Network Diagram
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Appendix 5.  User Acceptance Testing Phase Network Diagram
[bookmark: _Toc536192967]Appendix B – Project Demo
Appendix B1
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Appendix 6. Currency API JSON parser

Appendix B2
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Appendix 7. BeSafe back end development
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Appendix 8. Project team report 1
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Appendix 9. Project team report 2
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Appendix 10. Project team report 3
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Appendix 11. Project team report 4
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Appendix 12. Project team report 5
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var rate = 1.0m;

Console.WriteLine("Enter local currency: (3 letter code)");
string localCurrency = Console.ReadlLine();
Console.WriteLine("Enter foreign currency: (3 letter code)");
string foreignCurrency = Console.ReadlLine();

WebClient client = new WebClient();

String downloadedString = client.DownloadString("http://free.currencyconverterapi.com/api/v5/convert?g=" + localCurrency + '_' + foreignCurrency + "&compact=y");
var jsonObject = new JavaScriptSerializer().Deserialize<Dictionary<string, Dictionary<string, decimal>>>(downloadedString);

var result = jsonObject[$"{localCurrency} {foreignCurrency}"];

rate = result["val"];

Console.WritelLine(rate);
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esafe Project - Bi-Weekly Updates
Date: 09-0ct-2018
Assigned Roles

Project Member Role Role Change?

David James Back-end Developer /A (First week of project)
Matthew Dickinson Back-end Developer /A (First week of project)
Matthew Lewington Ul Developer /A (First week of project)
[Asgar Ali Database Management /A (First week of project)
Mohamad Wael Baghdadi Database Management /A (First week of project)
Jonathan Davies Back-end Developer /A (First week of project)

Bi-Weekly Tasks

Project Member [Work Undertaken Completed
David James Researching how to create the PID Ves
Matthew Dickinson Research business case for app Yes
Matthew Lewington Research into relevant technology required for application Yes
[Asgar Ali Researching Disaster recovery application Yes
Mohamad Wael Baghdadi |Researching about the disaster around the world Yes
Jonathan Davies Disaster Research — Specifically the ger )5 towards disaster Yes
preparedness.
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Bi-Weekly Tasks

Date: 06-Nov-20°

18

Project Member [Work Undertaken Completed
David James Researching what we need to build the PID Ves
Matthew Dickinson Research techniques required to develop 2pp No
Matthew Lewington Requirements sheet for application Yes
[Asgar Ali Plan and Design Disaster Application Yes
Mohamad Wael Baghdadi | Create the PID No
Jonathan Davies Start researching potential platforms to build an app No

Bi-Weekly Tasks

Date: 20-Nov-20;

18

Project Member [Work Undertaken Completed
David James Complete the PID Ves
Matthew on Complete PID Yes
Matthew Lewington UI/UX requirements No
[Asgar Ali Completed the PID Yes
Mohamad Wael Baghdadi |Research for building the PID, Completed Yes
Jonathan Davies Completed PID Yes

Bi-Weekly Tasks

Date: 11-Dec-20:

18

Project Member [Work Undertaken Completed
David James Start to figure out what technology is needed for the app, design the logo Yes
and wireframe
WMatthew on Complete research on back-end app development No
Matthew Lewington Front end development Yes
[Asgar Ali Discussing the Disaster recovery technology No
Mohamad Wael Baghdadi | Discussing what requirements need to design the 2pp Yes
Jonathan Davies Start to make test programs with Xamarin No
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Bi-Weekly Tasks

Date: 19-Dec-2018

Project Member [Work Undertaken Completed
David James [Tested out the various technology for developing the app Ves
Matthew Dickinson Complete research on back-end app development Yes
Matthew Lewington Further development Yes
[Asgar Ali Discuss Database and Website Yes
Mohamad Wael Baghdadi_| Create 2 basic design through Word and Marvel website Yes

Jonathan Davies

Researched different C# libraries that we may need to implement

Date: 29-Dec-2018

Weekly Tasks
Project Member [Work Undertaken Completed
David James Starting to implement the front-end design No
Matthew Dickinson Research methods of gathering exchange rate data No
Matthew Lewington Prototype development Yes
[Asgar Ali Discussing Website design No
Mohamad Wael Baghdadi_|Starting to implement the front-end design Yes

Jonathan Davies

Started work on the App front-end/back-end

Date: 05-Jan-2018

Project Member Role Role Change?
David James Back-end Developer Front-end
Matthew Dickinson Back-end Developer N/A

Matthew Lewington

Ul Developer

Database Management

[Asgar Ali

Database Management Front-end

Mohamad Wael Baghdadi

Database Management Front-end

Jonathan Davies

Back-end Developer N/A
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Bi-Weekly Tasks

Date: 05-Jan-2018

Project Member [Work Undertaken Completed
David James Discussing how to link the database with Android app Ves
Matthew Find an AP to gather data for exchange rates Yes
Matthew Lewi Research into database requirements No
[Asgar Ali Discussing the risk categories Yes
‘Mohamad Wael Baghdadi_|Moving to plan 8 and design a website instead of 2pp No|
Jonathan Davies Tried to integrate the database with the application No

Date: 11-Jan-2018
Bi-Weekly Tasks
Project Member [Work Undertaken Completed
David James Starting work in HTML, CSS, bootstrap to implement the website Ves
Matthew Develop method to retrieve data from exchange rate API Yes
Matthew Lewi Develop database Yes
[Asgar Ali Started using Visual Studio with Git to collaborate on Website Yes
Mohamad Wael Baghdadi _|still work in website using HTMIL, CS5, bootstrap Yes
Jonathan Davies Develop a way to link asynchronous pages for the app Yes

Date: 15-Jan-2018
Bi-Weekly Tasks
Project Member [Work Undertaken Completed
David James [Testing the usability and work out more to improve the website Ves
Matthew Dickinson implement method to retrieve data from exchange rate AP into the app No
Matthew Lewington Continued database development and website integration Yes
[Asgar Ali Looking at the Website Design in Bootstrap and test it Yes
Mohamad Wael Baghdadi_| Testing the website with the team and see how it looks Yes
Jonathan Davies Help develop method to retrieve data from online/link Json file No
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Bi-Weekly Tasks

Date: 17-1an-2018

Project Member [Work Undertaken Completed
David James Review our team progress Ves
Matthew Dickinson Find alternate methods to parse exchange rate API datz

Matthew Lewington Continue website integration, possibly assist with application Ves
[Asgar Ali Review our team progress Yes
Mohamad Wael Baghdadi_|Reviewing the prototype Yes
Jonathan Davies Consolidate team meeting sheets and prepare for demo





