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Essential skills for study and employment in Cyber security
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Cybersecurity is a growing area that requires people to have computer skills and good communication skills. The National Institute of Standards and Technology (NIST) NICE Framework explains the skills and knowledge needed for different cybersecurity jobs [1]. Learning these skills at university can help the student prepare for a job in cybersecurity after graduation confidently.
Having computer knowledge is very important in Cybersecurity as workers will need to understand computers, networks, passwords and online threats. They also need to know how to keep the information safe. Brooks et al. explains that cybersecurity is about protecting computers, devices, networks and information from threats [2]. Practical work at university can help the student learn these skills and gain experience using security tools priming them for their careers.
Problem solving and critical are very important skills in cybersecurity as cybersecurity workers need to watch out for unusual activity and check if there are any dangers, security breaches or problems. Research into cybersecurity jobs shows that employers look for skills such as problem-solving, analysing information and teamwork [3]. There are many activities one can partake in at university to help improve understanding and skills to deal with cybersecurity issues. 
Taking part in university activities such as security tasks, programming and practical exercises can help the student improve these skills and deal with cybersecurity problems.
Communication and teamwork are highly important in cybersecurity as workers need to have a clear understanding of security issues and problems so that they can work easily with colleagues and have a good understanding.
Learning is also important because cybersecurity is always changing and one must be up to date with learning to succeed in their career. New technology and threats appear regularly so students and workers should keep learning new skills after graduation so that they are prepared for any challenges
Overall, these skills can help the student prepare for a cybersecurity job and build a successful career.
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Task B
Ai tools are very important in cybersecurity as they can help you with research, problem solving and coding, however one should double check and do continuous research as Ai is not always correct, so double checking is very important so that you have the correct information on hand.

· ChatGPT
· Claude
· Google Gemini
· Microsoft Copilot
· Perplexity

There are many AI tools that can be useful for students and workers in cybersecurity for instance ChatGPT can help explain cybersecurity topics, support research, look at information and help with basic coding. It can also explain difficult topics in simple words so you can understand it with ease. However, information should be double checked as it is not always reliable.
Claude can help with reading large documents, answering questions and solving technical problems. 
Google Gemini can be useful for research, coding and finding information about cybersecurity. It can also help students understand and organise information.
Microsoft Copilot can help with writing, research and everyday work. This could be useful when creating reports or finding information for cybersecurity tasks. 
Perplexity can help find information online and provide sources that can be used for further research.
Overall, AI can help cybersecurity students with learning, research and problem-solving they make life much easier to complete tasks and understand information however it should always be double checked that the information is correct as Ai system can make mistakes.




Phishing Email
An example of how to ask Ai assistant for information on your topic, for example below a worker is asking ChatGPT how to spot signs that an email might be a phishing email.

[image: ]
Figure 2: The student gave ChatGPT a copy of a phishing email and asked it to identify signs that the email could be unsafe. 
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Figure 3: ChatGPT identified warning signs such as unusual links, urgent language and requests for personal information.
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Figure 4: Follow up question, The student asked ChatGPT how a person could stay safe from phishing emails.

This activity helped the student understand how AI can support cybersecurity work. It also showed how AI, ChatGPT should be used as a support tool.
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Task C: 

LinkedIn Learning
I have completed a Cybersecurity Awareness course on LinkedIn learning. This course explains some of the main words associated with cybersecurity, The intent of this course is to give you an understanding of the main terms associated with cybersecurity so that you understand the basics to help you succeed in your career, the information is presented here in a video so it’s easy to take in.
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Task 3 Figure 1: Above is a screenshot showing how the course displays information about cybersecurity awareness via video.
The student learned basic cybersecurity terms from Lauren Zink's course Cybersecurity awareness. It has helped the student to understand the common words used in cybersecurity and how they relate to online safety. This knowledge can help the students understanding of the most common terms related to cybersecurity to ensure the student's understanding of their future career in cybersecurity.

Reflection on Similarity Score and Self-Assessment
Reflection
My Turnitin similarity score was 11%. I think this is a reasonable score as it shows that most of my work was written in my own words. However, some of the similarity may have come from references or information I have used from my research. To improve my similarity score in the future, I would try to paraphrase information more carefully and use completely different wording instead of using wording that is too similar to the original source.
Using the Generic Assessment Criteria as a guide, I would give myself 70% for this task. I believe I have demonstrated a good understanding of the task and have presented my work clearly. However, I do believe there are areas I can improve. For instance, I could provide more detail when developing my explanations and continue to improve my academic writing skills. I understand that there is always room for improvement, and I will use feedback from my tutor to help me develop my work in future assignments. Overall, I am happy with my work and believe I have completed the task to a good standard.
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