University of Wales Trinity Saint David
Wales Institute of Science & Art




[image: A logo with black text

AI-generated content may be incorrect.]

Electronic circuits testing and applications
Vehicle Electronics (ACHA4031)







Aidan O’Brien
2500916
April 2025
739 Words
Contents
1. Task 3	3
1.1 - Scope Time Division Calculations	3
1.2 - Function Generator output square wave	3
1.3 - Capacitor charge and discharge wave	4
1.4 - Basic Capacitor Calculations (6)	5
1.5 - Capacitor discharge table	6
1.6	- Plot log(V) Gradient	6
1.7	- Gradient Calculations and Compare	7
Gradient Calculations	7
Comparison table	7
1.8	- Capacitor Uses	7
1.9	- Inaccuracies Question	8
1.10 - Risk Question	8
References	10



[bookmark: _Toc227493709]1. Task 3 
[bookmark: _Toc227493710]1.1 - Scope Time Division Calculations 
The frequency of the wave generator that was used equalled 250Hz
To calculate the time period, the equation – Time Period (T) =  Is used
  
This value then need to be divided by 10 as the scope screen shows 10 time divisions.
 
However the nearest time division that can be selected to show the wave is 500
[bookmark: _Toc227493711]1.2 - Function Generator output square wave 
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Figure 1 – Square wave and values
[bookmark: _Toc227493712]1.3 - Capacitor charge and discharge wave 
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Figure 2 – Capacitor charge and discharge wave and values










[bookmark: _Toc227493713] 1.4 - Basic Capacitor Calculations (6) 
The time constant is taken for the voltage to reach 63.2% of its maximum voltage, the equation is shown below.

The maximum voltage is 3.5 volts, so multiplying it by 0.632 allows you to get 63.2% of max voltage which is 2.212 volts and is represented by the blue dotted line.
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Figure 3 – Capacitor charge and discharge wave with point of 63.2% of max voltage and values
Time Constance is represented as 
Resistance – R = 100Ω
Capacitance is represented as 
So therefore 


[bookmark: _Toc227493714]1.5 - Capacitor discharge table
	Time (s) 
	Voltage (V) 
	ln (V) 
	dy = y2 – y1 
	dx = x2- x1  
	dy/dx 

	
	
	
	dy = ln(V)2-ln(V)1  
	dx = Time2 – Time1 
	

	0.0024
	3.3862
	1.2197
	x 
	x 
	x 

	0.0024
	2.696
	0.9918
	-0.22793916
	3.3E-05
	-6907.24714

	0.0025
	2.1941
	0.7858
	-0.20599725
	3.3E-05
	-6242.34101

	0.0025
	1.7549
	0.5624
	-0.22336006
	3.3E-05
	-6768.4868

	0.0025
	1.3784
	0.3209
	-0.24148847
	3.3E-05
	-7317.83239

	0.0026
	1.1274
	0.1199
	-0.20100931
	3.3E-05
	-6091.1912

	0.0026
	0.9078
	-0.0967
	-0.21664529
	3.3E-05
	-6565.00866

	0.0026
	0.7509
	-0.2865
	-0.1897516
	3.3E-05
	-5750.04857

	0.0027
	0.5941
	-0.5207
	-0.23422483
	3.3E-05
	-7097.72217

	0.0027
	0.5
	-0.6931
	-0.17243956
	3.3E-05
	-5225.44112



1.6 [bookmark: _Toc227493715]- Plot log(V) Gradient 

Graph 1 – Ln(V) against time
Graph 1 shows ln(V) against time(S). The gradient is then taken in order to calculate the time constant and capacitance

1.7 [bookmark: _Toc227493716]- Gradient Calculations and Compare
[bookmark: _Toc227493717]Gradient Calculations 
The same calculations for the marker values are used to calculate gradient values.




These values can then be put into a table that can be compared against the marker calculations.
[bookmark: _Toc227493718]Comparison table 
	 
	Capacitance
	Delta
	% Difference 

	Actual value
	1μF
	N/A
	N/A

	Marker calculations
	1.55 μF
	+ 0.55μF
	+ 55%

	Gradient calculations
	1.54 μF
	+0.54 μF
	+ 54 %


Table 1 – Delta and percentage difference between actual value, marker value and the gradient value
Shown above is the table used to calculate the delta and percentage differences for the maker and gradient calculations against the actual value. Delta represents the change in capacitance from the actual value and % difference is the percentage that the capacitance has increased from the actual value.
1.8 [bookmark: _Toc227493719]- Capacitor Uses
Energy Recovery Systems - (Watkins, 2014)
Ignition Systems
Turbo Actuators
Starter motors
Steering wheel displays
Telemetry and RF systems
Energy storage
Hybrid systems
Lighting systems
Automatic driving systems
(DataCatalyst, 2025)


1.9 [bookmark: _Toc227493720]- Inaccuracies Question 
For this experiment we used a software call Hantek, this was used as an oscilloscope to read the voltage wave. Inaccuracies in the experiment come down to the equipment used. A simple circuit is constructed of a breadboard, capacitor and a function generator. A scope is then plugged into the circuit and the PC so that the wave can be shown up on hantek. Measurement errors are unavoidable because no measuring instrument is perfect. Factors like instrument accuracy, environmental conditions, human observation, and electrical noise can all affect measurement results - (villy, 2026).  These measurement errors can occur between the connection and accuracy of the components used.
[bookmark: _Toc227493721]1.10 - Risk Question 
ISO/SAE 21434 2021 the international standard for defining cybersecurity engineering requirements for road vehicles across their entire lifecycle. ISO/SAE 21434 helps establish a structured framework for managing cybersecurity risks in automotive systems and promotes industry wide consistency in how cybersecurity is addressed across the automotive supply chain. – (ISO, 2021)
There are many factors that pose a threat to a vehicles CANBUS system, for example unauthorized access physically or wirelessly to the system as well as vulnerabilities In the cars ECU. To combat this, manufacturers can implement certain mitigating factors to help combat these vulnerabilities. 
One factor that can be implemented is intrusion and anomaly detection, by implementing an intrusion detection system (IDS), the canbus system is constantly monitored by deploying detection methods that helps compare the current network traffic to expected traffic. Anomaly detection works by identifying anything that isn’t the normal network behaviour - Whenever the deviation from normal profile behaviour reaches a certain threshold, it will raise the alarm - Lokman, Othman and Abu-Bakar (2019). This helps regulate network traffic and prevent attacks on the system.
Another factor that poses a threat the vehicles CANBUS system is UDS systems such as control actuators and read/write memory that can reprogramme or change behaviours within the vehicle. A way that manufacturers can mitigate this is by implementing access control and secure diagnostics. 
There are also regulations for manufacturers to follow that set the standard for vehicle cyber security.
By implementing access control, the vehicles system has a strong layer of authentication for diagnostics that can control access based on the vehicles state and role based access. This helps prevent attacks that can directly access the ECU. UN Regulation No. 155 (UNECE R155) applies to vehicle manufacturers (OEMs) seeking type approval of vehicle types in categories M and N (and some category O, L vehicles) - (CSS Electronics, 2021).
In practice, OEMs typically implement the requirements of R155 using ISO/SAE 21434, the international standard for road-vehicle cybersecurity engineering. ISO 21434 defines the processes and work products needed to support R155 compliance, including TARA (Threat Analysis and Risk Assessment), vulnerability management, cybersecurity concept development and related documentation - - (CSS Electronics, 2021).
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