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[bookmark: _Toc71203138]Introduction 
This assignment will delve into what cloud computing is and evaluate the benefits and drawbacks of cloud applications discussing cost implications. It will also discuss the reliability and scalability of cloud applications. There will also be an in-depth look into adoption of docker and node.js and how they are used for creating web applications and the fundamental differences between virtual machines and containers, it will also be discussed about previous work created in node.js to be run in docker.
[bookmark: _Toc71203139]

Cloud computing 
[bookmark: _Toc71203140]What is cloud computing? 
In layman terms cloud computing is used instead of accessing databases, software and files instead of theses being saved to your computer you access them over the internet instead of your hard drive.
Cloud computing is a delivery of different services through the internet, such resources as servers, databases, networking and software without the need to install or maintain them on premises. Rather than companies and users owning their own infrastructure or data centres business are opting to use cloud service providers by using these cloud services it is saving them creating and maintaining their own IT (Information Technologies) services. Cloud computing also gives companies the freedom to access the data anywhere as long there is an internet connection, but this makes it easier to work with clients and companies with multiple offices and even worldwide offices instead of needing to send multiple copies to each user with cloud applications all users can access the same data or software at any time, and this is why companies are moving into cloud computing [1] [2] [3] [4].
[bookmark: _Toc71203141]What are cloud companies? 
cloud companies or cloud service providers (CSPs), are companies which offer cloud storage and applications on the cloud [5]. 
There are 3 types of different cloud companies [6]:
[bookmark: _Toc71203142]Software-as-a-Service (SaaS)
SaaS also known as cloud application services delivers application through apps and web browsers meaning no download or installations are needed on the client side [7].
[bookmark: _Toc71203143]PaaS platform as a service 
PaaS provide cloud components to certain software while being mainly used for applications, it also includes servers, storage and networking as well as development tools, database management systems and more. PaaS is designed to support all aspects of web application life-cycle building, testing, deploying, managing, and updating [7].
[bookmark: _Toc71203144]Infrastructure as a service (IaaS)
IaaS is an instant computing infrastructure, provided and manged over the internet. IaaS quickly scales up and down with demand letting you pay for what you use instead on needing to own your own servers and data infrastructures [7]. 

[bookmark: _Toc71203145]The benefits of cloud computing
There are many benefits to why companies are using cloud computing to access and store their data these include [8] [9] [10].
[bookmark: _Toc71203146]Cost saving 
Cloud computing helps saves cost as there is no need for any physical hardware investments also there is no need for staff to maintain the hardware. The buying and managing of equipment is done by the cloud service provider. 
Cloud computing providers also do all the upgrades and updating to the software automatically this saves time and money and reducing the workload for IT team.
[bookmark: _Toc71203147]Data security 
One of the main concerns of every business is the security of its data. Data breaches and cyberattacks can ruin a company’s revenue and their customer base. With cloud computing cloud companies have build in security with authentication, access control and encryption to keep your data safe.


[bookmark: _Toc71203148]Mobility 
Cloud computing allows access to the data via any smart device, this is a great advantage especially during the covid 19 pandemic with worldwide lock downs meaning everyone must work from home with all work on the cloud means it can be accessed from any where any time (making it easier and more efficient way to work at any destination).
It also ensures that if a problem occurs with the device, you are using breaks or is damaged it can still be retrieved by any other device preventing loss of work or data.
[bookmark: _Toc71203149]Control 
Sensitive data must have restrictions with cloud computing you can set what restrictions users have and level of access to the data, for example, if you have a user working on pay roll it can be set that they have access to employee payment records while restructuring all other users to view this data to keep confidentiality. This is also helpful with companies doing business all over the world if you are building an application for a company in a different country instead of needing to go to show how the application is coming together you can give them access to the data making it more convenient to show how the application is coming on and if it is going in the wright direction making it easier to get feedback and insight.
[bookmark: _Toc71203150]Drawbacks of cloud computing 
Some of the drawbacks to cloud computing are [11] [8].
[bookmark: _Toc71203151]Internet connection 
The cloud relies on an internet connection to be able to run if there is no internet connection then there is no access to an individual’s work and data.
[bookmark: _Toc71203152]Technical issues 
If there are technical issues with servers or maintenance or downtime with the cloud this is out of your hand because all issues are dealt by the cloud company and could disrupt or even cost loss of earnings not being able to access your work and data.
[bookmark: _Toc71203153]Security 
This was added to advantages of cloud, but it is relevant in advantages and drawbacks with the cloud company providing all the security and sharing data to a third party this could leave your data sensitive to cyber attacks with different cloud companies out there it is important to make sure their security is at the highest of standards. With technology constantly improving there is always new ways people are trying to steal and leak data a survey conducted by IT experts found that 70% of companies who used cloud companies including Amazon, google and Microsoft had security breaches and 44% of  companies said that data loss or leaked data was there biggest concern with cloud computing [12].  Knowledge and understanding of security and how there set out must be known before purchasing cloud computing space.
[bookmark: _Toc71203154]Reliability and availability 
When accessing cloud computing you want reliability you expect the apps or service to be running with out issues any time of the day, while being available from any location around the world.  This is not always the case issues arise and can leave access to cloud computing down or not available or limiting the access to data and applications this can have a devastating effect to business, because if the cloud is having a connection issue this is out of your hands and must wait to be fixed costing your business money and could cost you losing clients [13] [14].
The main issue with cloud computing is that if you don’t have an internet connection then you won’t be able to access the cloud it is similar to home schooling which is currently happening due to covid 19 and the University of Trinity Wales Saint David must close there has been numerous issues regarding issues with the internet when in online classrooms with online computing it is the same example if any of your users have trouble using due to internet problems then it will not be reliable and will cause more issues with the work load and restrict and slow down your business [15].




[bookmark: _Toc71203155]The nines of availability 
Cloud availability is measured in nines. Meaning low-level cloud computing companies offer 2 nines 99 percent availability percent where premium companies offer 5 nines 99.999 percent availability this is important when choosing a cloud computing company if you’re a business  that has no issues with your services being down at 2am on a Saturday chances are you would not notice any issues when using a 99 percent cloud computing company but world wide business that run on multiple time scales and multiple countries this is an issue that needs to be taken into account [15] [16].
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[bookmark: _Toc71154393]Figure 1 nines of availability [15]

The image above shows how the nines of availability works it shows the availability this is the percentage of how available the cloud computing company is in percentage and then how much it will be down a year, down a month and down time for the week [17].
With the stats in mind how reliable are cloud computers, there are always going to be problems out of even the cloud computer companies in 2017 Amazon AWS [18] were doing updates with a problem with their billing process, but wrong commands were entered and number of clients were unable to access there data ironically one of the customers unable to access there data was down detector a website to show when websites are down and took four hours to rectify this cost a combined total of 150 million for loss for all companies involved [19]. There is always risk when putting your data safety in a third-party, but they are a lot of positives with the reliability for cloud computing.  
Some of these include [20].
· Easy to build fault-tolerance into your infrastructure. 
· Redundant resources run automatically when there is a fault.
· Downtime is minimal compared to in house company infrastructure.

 

[bookmark: _Toc71203156]Scalability 
Scalability is an important factor to cloud computing companies offer easy access to increase or decrease IT resources to meet the users demands. Using virtual machines (VMs) to hold all the software needed to work are highly flexible and can be moved to a different server or hosted on multiple servers at once making it easier to add users with out of need to install hardware [21] [22] [23].
[bookmark: _Toc71203157]Benefits of scalability 
[bookmark: _Toc71203158]Convenience 
With the convenience of just a few clicks IT departments can add and remove software from users VMs without needing to worry about installing and removing the needed software from the device saving time and money and spend more time focusing on other tasks.
[bookmark: _Toc71203159]Cost saving 
With the use of VM are a cheaper option instead of needing to purchase hardware and software needed to complete task and if software needs to be used any more but other software is needed, they can change software easier instead of updating on all devices can do all at once and can stop paying for the software they use. 
There are two types of scalability:
· horizontal scalability meaning that you scale by adding more VMs into the cloud storage, so they work as a single unit. 
· Vertical scaling means you add more power to the existing VMs such as more CPU, RAM or storage.
[bookmark: _Toc71203160]Costing 
Although cloud computing is beneficial to saving money with the upfront cost to hardware and software and staff cost and you only pay for what you use cost can still add up and can get carried away if not managed correctly.
Before choosing which cloud company most companies have a calculator even though its pay by use it is good to get a rough guide of how much will needed to be payed a month or hourly prices for cloud computing. 
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[bookmark: _Toc71154394]Figure 2 google cloud calculator [24]
The image above shows the calculator for google cloud pricing calculator you add what products needed and it gives a guide for the price needed to be paid for all resources are used.
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[bookmark: _Toc71154395]Figure 3 google cloud pricing [24]

The image above shows the cost for cloud storage and 3 Virtual Machines set with access to the VM 2,190 hours a month with a total cost of 24,877.14 American dollars this was just a quick show of how quickly these costings can add up knowing you only pay for what you use but if one of your employees leaves there VM running by accident instead of logging out for every hour going to cost 10.63 dollars if you’re a start up company your first year will be the hardest with no room for error misunderstanding of cost and usage of  cloud computing could bankrupt a company. 






[bookmark: _Toc71203161]Virtual Machines and Containers 
Virtual machines and containers both are software technologies that create in a virtualized environment. Containers and Virtual machines have similarities in that virtual machines and containers cannot see other virtual machines. Virtual machines and containers both allow for running applications in an isolated environment this is where the similarities end.
Virtualization is a process where software is used to create an abstract layer from actual hardware these elements of a single computer to divided into multiple virtual computers [25]. 
[bookmark: _Toc71203162]What is a virtual machine?
A virtual machine is an emulation of a physical computer with the capability of running multiple operating systems on a single computer. 
[bookmark: _Toc71203163]What is a container?
A container is a standard unit of software that packages all its dependencies, so the application runs quickly and reliable from one computer environment to another. 
[bookmark: _Toc71203164]Differences between virtual machines and containers 
A virtual machines is a piece of software that allows you to install other software inside of it instead of the need to install the software directly on to the computer where a container is a software that allows different functionalities of an application independently [26].
Application on a virtual machine can run different operating systems while application running in a container share the same operating system.
Virtual machines visualises the computer system where container virtualize the operating system only.
Virtual machines are useful when require all of the operating system resources to run various applications while containers are required to maximise the running application using minimal services [27] [28] [29]. 

[bookmark: _Toc71203165]Advantages and disadvantages of Virtual machines 
Advantages 
· The complete isolation from the host OS safer for experimenting and developing applications. 
· Dynamic can be interactively developed. 
· Once VM is specified can be treated same as a normal computer.
Disadvantages 
· VMs are time consuming to build.
· VMs can take a lot of storage space so cost from cloud computing companies will play a factor.


[bookmark: _Toc71203166]Advantages and disadvantages of containers
Advantages 
· lightweight  
· can be modified fast 
· the libraries, dependencies, binaries are all in one container for faster backup and restore 
· small in memory 
disadvantages 
· containers share of the kernel of the operating system so if the kernel becomes vulnerable all of the containers do.
· Harder to monitor your containers with everything being done in the command prompt or gitbash 

[bookmark: _Toc71203167]Which one should you use?
This comes down to what it is needed for containers there lightweight which allows them to be moved across public, private, hybrid and multi cloud environments. Whereas VMs are capable of running more operations than a single container but due to VMs being dependant on operating systems and libraries are not as portable as containers. It also depends on file sizes what the application is.

[bookmark: _Toc71203168]Adoption of docker 
[bookmark: _Toc71203169]What is docker 
Docker is an open-source software for developing, shipping and running applications using in a loosely isolated container with all the operating system, libraries and dependencies required to run the code in one container. While containers can be created without docker, docker makes it easier and simpler to build and deploy containers [30] [31]. 
[bookmark: _Toc71203170]How docker works 
Docker works by providing an easy way to run your code. Docker is an operating system similar to virtual machines but doesn’t need pre allocated memory before running with docker it takes the memory needed as the application is being built. Docker removes the need to manage server, hardware docker virtualizes the operating system. Docker software takes a complete file system that contains everything needed to run an application such as code, runtime, system tools, system libraries and anything else need to be installed on the server this means the software will always run the same in different environments, docker containers are not restricted to any infrastructure so can run on cloud, any computer [32] [33] [18].






[bookmark: _Toc71203171]Rise of docker 
Docker was released on the 20th of March 2013 and has risen the amount of users choosing to use docker to create containers in June 2014 already have 7 million hub users and had already had 2.9 million desktop users [34].
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[bookmark: _Toc71154396]Figure 4 docker user figures [34]
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[bookmark: _Toc71154397]Figure 5 companies adopting docker [35]

The image above shows status by infrastructure size it shows that from 2015 to 2017 it doesn’t matter the size of hosts each year more users are adopting docker. There is an increase also of companies abandoned docker, but this would be the case with companies needs docker and containers are not the best option for everyone. The biggest increase is the amount that have never tried docker looking at the smaller scale of 1 to 99 host in 2015 90 percent of users have not tried docker compared to 70 percent in that an increase of 20 percent with 10 percent of them users now adopted docker for the company.












[bookmark: _Toc71203172]Node js and docker techniques 
Using docker and node.js to create a web application this will break down how to create a web application and breakdown of what the commands and steps are doing to create the web application this will be using demonstrations done before in class using the power point presentation of node.js catchup and the node.js express power point [36] [37].
First step is to use the command docker build in the command prompt this command will create a context. That context contains everything in that context.
 Second step is to create a new directory and call it express.js to store the files needed to create your docker image download three separate files inside of your new directory theses files include: 
· .dockerignore this allows you to exclude files from the context.
· docker-compose this provides a document to configure all of the applications dependencies
· Docker file is for to build instructions to build the image 
to view the files in the command prompt or using Git Bash 
use the command cmd for Windows and mkdir for Git Bash followed by the directory to show the files created it should display like this.
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[37]Figure 6 showing files created
Now it is needed to add a directory called configs and add the file tscomplieoptions open the file in the command prompt using command cd nodewebservice/ then enter command npm init
Now it is time to create the package to run this command npm init will needed to be entered once entered a list of question will display [image: Text
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[bookmark: _Toc71154399]Figure 7 creating packages [36]
This is where you change the name to your own name and check that the file names are correct if everything is ok just enter yes at the bottom of the command prompt.
Now it is needed to add the express.js this is used for the framework and to install cors to allows access to send web request using command npm install express express-validator cors pg pg-format this will add in the files needed to format, tools and the framework for the nodejs applications
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[bookmark: _Toc71154400]Figure 8 setting framework [37]
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[bookmark: _Toc71154401]Figure 9 installing tools [37]
This will display the framework and tools added for the node js application to make requests and validations. 
To make a request to the server it will be first needed to add the service.ts file this was set to so that port number 1339 would be the connection to the server so use the command npm run start the service.ts will run the server using a web browser you can now search http://localhost1339/hi the /hi is a web page created the only content in the /hi is the word hello do show connection but you could change to make a fully functional website using html. 
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[bookmark: _Toc71154402]Figure 10 starting servers and application [37]
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[bookmark: _Toc71154403]Figure 11 show server running
This is shown how to setup nodejs packages in docker to create a image in docker to create an application and how to install the dependencies needed for the application talked about previously this is why docker containers are helpful this file can be sent over and as long as the user has docker will work exactly the same when loading the files. 


[bookmark: _Toc71203173]Evaluations 
Taking the in-class lessons regarding cloud base solutions using docker I can see positives for using docker having the server, database, websites and API all in one container it shows a more commercial experience of how companies are creating applications instead of separate lessons regarding different types of programming weather it be networks, SQL construction of database systems, websites, software development it was showing how they all come together to create a whole application. The lessons regarding servers was interesting and beneficial but it’s difficult with out more knowledge and understanding to comfortable create a whole working application from scratch using docker but it shows the potential, the resources available to do incredible applications, with the capability to give the same working applications to every user and was interesting there will definitely need more practice and experience while working with docker but the lessons have given a good insight into servers and working applications to excite about docker to continue working with docker containers and images to improve and learn more about creating applications with docker. 
[bookmark: _Toc71203174]Conclusion 
In conclusion the assignment has taught a lot about cloud-based applications and how companies are moving towards the cloud to benefit accessibility and scalability to improve their companies’ profits and resources it has all shown that containers and virtual machines have changed the way web applications are created and used to improve usability. Moving forward definitely more knowledge and understanding of creating and working with containers will be needed and is wanted to because this is something that is interesting and would like to learn more. Due to time scales and other priorities creating an ecommerce was not achieved but will still be looked into for personal achievement and further learning and to help gain and improve skills.
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$ cd nodewebservice
$ npm init

package name:

version: (1.0.0)

descripton: Node s web service example
entry point: (indexjs) SEIVICE |

test command:

license: nsc)

About to write to \expressisinodewebservice\package.ison:

{
“name” "nodewebservice”,
“version”
*description” "Node js web service example’,

“test" "echo V'Error: no test specified’ &8 exit 1"
13
“author”: "Mike Dacey”,
“license”: "ISC”

}

Is this OK? (yes) Y €5
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$ cd nedewebservige/ < make sure you are in the dif. ‘nodewebsenice”
$ls

package.json.

$ npm install express express-validator gors pg.pg-format

+ pg-format@1.0.4

+cors@2.8.5

+ express-validator@6.6.1

+ express@4.17.1

+po@8.4.2
found 0 vulnerabilities
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$ npm install —-save-dev nodemen, --save-dev pp-run-all —-save-dev
typescript --save-dev @types/node --save-dev @types/express --

save-dev @types/gQrs --save-dev @types/pg, —-save-dev @types/pg-
format

+npm-run-all@4.1.5
+ @types/pg-format@1.0.1
+ @types/express@4.17.8
+ @types/pg@7.14.5

+ @types/cors@2.8.8
+nodemon@2.0.6

+ @types/inode@14.14.5
+ typescript@4.0.5
found 0 vulnerabilities
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$ npu run start
>n9d§mm-mm —exec run-s build run
> tsc -p /tsconfig.service.json.

> node /distiservice.js




image12.PNG
< C O localhost:1339/hi

Hello!
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