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Introduction:

This report will discuss the various academic and professional skills involved with
ICT and Computing and will introduce and include various information about self-
evaluation in higher education as well as possible things that employers may look for
when looking for new personnel.

The report will then detail different ways that data can be looked after, such as where
to save back-ups as well as different scenarios that may be lead to the loss or
damage of data, it will also detail time management and self-organisation skills and
will describe different steps that can be taken to enhance productivity.
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Section 1:

My name is Jordan Griffiths, | was born and raised in Gorseinon, Swansea and | still
live there today, | live with my parents, Janine and Neil, as well as my two younger
brothers, Ben and Josh. We own two dogs, Maxwell, who is a Malamute and Sky
who is a Husky/German shepherd cross.

Growing up | had always had a large interest in technology, | got my first gaming
console when | was 5 which was the Nintendo GameCube and | was always
fascinated in how | was able to change various things on the screen with just one

little controller.

This interest carried on into school, where | decided to study Information and
Communication Technology where | would learn how to create very basic programs
and websites which did the same kind of thing created by myself.

After earning a GCSE in ICT, | then went off to Gower College Swansea where |
decided to take a Level 3 BTEC in ICT, during that course | was able to take my
skills and knowledge of the subject to create different types of code including a basic
game, a HTML website and a calculator program using various assistant software
such as Notepad++, Adobe Dreamweaver and Microsoft Visual Studio.

After achieving a PPM grade | applied and got accepted into the University of Wales
Web Development course, which is what | am studying at the present time, | hope to
pass the 3 years and hopefully move onto a good job placement where | can use
and develop my skills even further.

Where | come from

Jordan Griffiths

Where | went to school Where | went to college

Studied-
ICT Full course
Geography

Triple Science

Aswell as all the
compulsory things.

3|Page




During the creation of this presentation | learnt that | needed to include as many
things as possible and to not worry about cutting things down to shorten the
presentation down. | also learnt that it is important to practice the presentation to
friends and family to make sure that the presentation is as close to the designated
time as possible.

It is also very important for the presentation itself to have slides that do not have over
filled text boxes as it will be distracting for the audience to have to listen to the
presenter as well as read paragraphs on a screen, it is a good idea to take cards that
have the more detailed information for the presenter to be able to read off as
opposed to reading off of the slide.

| believe that my presentation was structured well, however it fell short due to me
talking a bit fast as well as missing out a few key points that | had memorised
beforehand. | feel that if | hadn’t taken out some of the slides that | didn't find very
important that the presentation could have lasted at the very least a little longer.

From feedback | have learnt that my presentation had clear, easy to read slides that
presented the information | was trying to portray without overloading the audience,
this was my plan as sometimes the audience will just become confused if there are
too many points for them to read.

Personally, | feel that if | had practiced presenting the presentation at home then |
would have been able to get the timing a lot closer to what the requirements were.

Section 2:

The most important key skills for successful learning come from within the individual
mostly, one of the most important skills is time management. Time management is
the process of making sure that you plan out aspects of your life and learning so that
you have enough time to do work while also making sure that you have enough time
to do hobbies and relax. A good example of time management is using a diary to a
lot time for both work and play, for example using the timeslot on a Monday be 9am-
10am breakfast, 10am-12pm work on assignment, 12pm-2pm play video games etc.
etc.

Anaother important skill for successful learning is to make sure to take notes during
class talks, this allows you to remember each bit of information that the lecturer says
and allows you to cross reference both the classes and the resources given on the
class website so that you can maximise the information given as well as your own
research for assignments and exams.
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When looking for new personnel employers usually look for a range of different
things depending on the job, this is to make sure that each employee that is hired
has the skillset, or the willing to learn the skillset, to ensure that the job that is being
hired for is completed to the best it can be.

According to Careers.govt.nz[1] there are 7 different key skills that an employer
looks for before anything else, these 7 are as follows:

“Positive attitude

Communication

Teamwork

Self-management

Willingness to learn

Thinking (problem solving and decision making) skills
Resilience”

This report will discuss 3 of these key skills,

“2. Communication

You have good communication skills if you can listen well, you don’t swear at work or
have a bad attitude”

Communication is a very important part of every day working, this is due to the fact
that most if not every job is a team type of job, so communication is important to
make sure that every member of the team is on the same page.

“4. Self-management

When you manage yourself you are in control of what you do and say in a way that
doesn't harm yourself or others”

In contrast to communication, self-management is also a very important skill for an
employer to look for when looking for new personnel, this is due to just as much as
jobs are typically team based, jobs also rely on each member of the team pulling
their own weight.

“5. Willingness to learn

Willingness to learn is showing that you're happy to learn new things and what you
need to know to do your job.”

Your willingness to learn is an incredibly important key skill when an employer is
seeking new employees, this is due to jobs typically requiring multiple different skill
sets that not everyone may have, therefore it is very likely that new personnel will
need to learn while doing the job, thus the more that someone is willing to learn the
easier it will be to teach them these new skills.
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Personality tests

After taking various different types of personality tests | have learnt a lot about
myself, these include my personality type, my ideal career options and my different
strengths and weaknesses, these results are imaged down below:

tinally grve a description tor the type that they produce.

Introversion (I} | _ |Exumc(sion (E)
Intreversioa-Extroversion iy yoor cogmitive onicatetion. Introverts cenire thenaselves snsade thear bodses, Extroverts
centre thair amention suteids their bodies. [gioge]

Sensing (5)| | |Intuition (%)
Semsing Inwiticn is the G pais of cogmitive femclions asd the preferecce for bew Tous prafts 1o be srved
information; theough the five senser or from the subconscious. [mare]

Feeling (F) | = | Thinking (T)
Feelizg-Thinkiag is the second pair of cogaitive foncticns, the judging fancticar, which are used to evaluate goaly;
sither through persomal values or abjective pricciples. [maze]

Judging ()| [EEaaanses] |Perceiving (P)
Judging-Perosiving is what pair of cognitive feactions yous prefes to use; Judgzing is a prefesence for a strchured
Tifiestyle and the use of fesling and tinking while perceiving is the preference for a flovble lifestyle and the wie of
sensing and intuition. [more]

When combined, that makes your personaliry type INFP. A detailed description of this personality type is
below:.

According to Myers-Briggs, INFPs focus much of their energy on an inner world dominated by
mtense feeling and deeply held ethics. They seek an external life that is in keeping with these values.
Loval o the people and causes imporant to them, INFPs can quickly spot oppormunities o
implement their :deals. They are curious to understand those around them, and so are accepting and
flexible except when their values are threatened.

According to Keirsey, based on observations of behavios, notable INFPs may include Princess
Diana, George Orwell, Aldous Huxley, Audrey Hepbum, Richard Gere, Albert Schwestzer and
Isabel Myers.

The polite, reserved extenior of INFPs cen at first make ther difficult 1o get to know. They enjoy
conversation, however, wking particular delight in the unusual. When INFPs are in a sociable mood,
thar humeor and chama shine through. Disposed to ke people and to avedd conflicr, INFPs tead 10
make pleasant company.

Devoted to those i their inner circle, INFPs guard the emotional well-being of others, consoling
those in distress. Guided by their desire for harmony, INFPs prefer to be flexible unless their ethics
are violeted. Then, they become passionate advocates for their beliefs. They are often able w sway
the opinions of others through ract, diplomacy, and an ability to see varving sides of an issue.

INFP: develop thess insights through reflaction, and they require substantial time alone 1o ponder
and process new mformation. Whale they can be quite patient wath complex matenal, they are
genenally bored by routine. Though not always organized, INFPs are meticulous about things they
value. Perfectionists, they may have rouble completing a task because it cannot meet their high
standards. They may even go back to a complered project after the deadline so they can improve it.

(Open Extended Jungian Type Scales 1.2)[2]

Creative use of ideas, materials or situations: 13

Your ideal work is mainly about working imaginatively with ideas or designs. This
includes jobs in the arts, performing, ereative writing, and also visual design, lateral
thinking, business creativity, adapting or coming up with new ideas, working in
sitnations where no rulebool exists. Example jobs include: graphic designer, training
consultant, wedding planner, publie relations.

(The guardian life and style job questionnaire)[3]
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Textual summary of your report

The Big Five Describing Percentile
Factors alow range

scoring

person...
Openness to Traditionalist = 22

experience

practical +

conservative

Conscientiousness Spontaneous 1
(Work Ethic)

Extraversion

Agreeableness 30
Natural reactions Not easily 99
upset in
slrassiu
situations «
relaxed

(123test big 5 personality test)[4]

Section 3

Range Describing a :

high range
scoring
person...

maginalive «
open-minded
expernmenial

please « good

natured
Very Experiences
high negative
emotional
reactions and
feelings of
anx .’Jl'_.' * prone
o worry

My main short term goals include passing my university course with at least a 2:1
and moving onto a Web type of job, | also plan on learning how to create and
manage high quality websites and how to effectively use code to create different
programs for websites. My main long term goals include being able to develop my
skills to the point where | can go freelance and hopefully eventually creating my own

business.
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Goal How When Status
Complete Do research and End of 2021 Incomplete
Assignmentsto a | make sure to take
21 notes during

lecturers
Complete Exams | Make sure to End of 2021 Incomplete
toa21 revise notes taken

and ask any

relevant questions
Get into a job that | Make sure to get | 2022 Incomplete
has ties to web good grades in
development University and to

make sure my CV

is updated to the

newest it can be
Create company Do freelance work | Unknown Incomplete
and become and make a name
entrepreneur for myself by

creating and

assisting in web

design and

development

Section 4

Looking after data:

To make sure that loss of data is minimized there are various different ways of

making sure that data is backed up. The most effective way of backing up
information and data is to store it in 3 different and secure places.

A good way to store information is on cloud storage, which is an internet based
storage system that does not need to use any wires or cables, it is also
recommended to store data on a USB storage device or a portable hard drive, this
allows for data to be transferred from device to device without the risk of using
transfer cables or via the internet, finally it is a good idea to store data and
information on a hard disk drive of a device to allow for a sort of hub for the
information to ensure that it won't get lost through human error or a internet shortage
which may happen to a portable USB device or the cloud.

This system of saving data using these 3 methods can easily allow for any work
produced during University to be safe and prevent the loss of any data that needs to
be kept safe.
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Unfortunately, there are various different ways that data can be lost even if they have
been backed up, however, it will be discussed how to minimize this within the
scenario. First data could be lost during a natural disaster such as a flood or an
earthquake destroying the device that the work has been completed on, luckily the
system that was discussed earlier in the report would be very effective to this
disaster as even if the device has been destroyed the data would be safely stored on
the cloud storage that allows the user to be able to log in on a different device and
save the files onto the new device.

Another disaster event that may cause data loss is a computer virus infecting the
saved file and corrupting it, unfortunately if the device is infected and cloud autosave
is turned on then both the device and the cloud may be infected, however the
discussed way of saving data holds up well as the portable USB will have a safe,
earlier version of the file that will not be infected and therefore will be fine once the
infected file has been deleted.

The next disaster event that has been known to cause data loss is if a portable USB
were to break, luckily this event isn’t too disastrous as cloud storage will have a
copied save as well as the device the work was done on will have the up to date
copy, to restore this system however the user would need to purchase another USB
and copy the files over to it again.

A good example of a disaster event is Ransomware, Ransomware is a type of
malware that steals important files and puts them behind a sort of paywall, if the user
were to try and access these files they would have to pay a certain amount of
cryptocurrency to the virus user or they would be threatened with the deletion of the
files within, for more information about ransomware and malware please refer to the
appendices section, which includes a report detailing ransomware.

Time management and self-organisation:

There are various different steps that an individual can take to ensure that all of their
time can be used productively, this means that everything they do is organised whilst
reducing or limiting the amount of stress that occurs. An example of these steps
includes creating a diary or E-calendar to plan events for the future, this allows you
to plan breaks, when to do work, when to do some revision and to ensure that the
user has enough sleep etc.

Another example is to make sure that the user takes enough time to see friends and
family, this is often as important as work as otherwise you may become stressed out
and depressed which will highly effect your productivity.

It is also beneficial to create a Personal Development plan that will allow you to plan
out longer term goals as well as keep everything you create in a much more
organised way, which will allow the user to easily create and locate any documents
that they have created to work with University, work and their hobbies such as
games and music without it becoming jumbled and lost within hundreds of useless
files.
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» ThisPC » Acer(C:) » PDP - E-portfolio » UniWork » Semester1 » Gareth » AES Assignment 1

~

Name Date modified Type Size
H

0= Assignment 1 Actual Microsoft Word D... O KB

0| Assignment 1 draft Microsoft Word D... 0KB
; 5| References Microsoft Word D... 0KB
5 E_ Research Microsoft Word D... OKB

As you can see from this screenshot, a good plan to set out a PDP is to create a set
of branching folders that allows you to easily sort out and place each created file, this
is an example of an assignment for one unit, creating each one will allow you to work
in a controlled space and allow for research related to this particular assignment to
stay together without getting lost.

» This PC » Acer(C:) » PDP - E-portfolio

-~

Name Date modified Type Size
5
Personal 08/01/2019 17:29 File folder
Uni Work 08/01/2019 17:30 File folder

It is also very important to include personal files within your e-portfolio, these may
include CV, hobbies as well as long term and short term goal. It is also
recommended to contain a diary or journal inside the E-Portfolio to allow you to a lot
time for work and relaxation.

Section 5

In conclusion, this report has shown that learning throughout University can be a
very stressful experience without proper planning, however using the various
strategies such as the ones discussed above the experience can be enjoyable and
with minimal stress to complete assignments and revise for exams.

The report has also personally taught me a lot about myself such as my personality
type that | found out during the personality tests that have been screencapped
above, it has also shown me the most effective way to manage my time and
information, using my E-Portfolio and a journal to manage my time.

This document has also discussed and shown me the various different ways that
employers will be looking when seeking new employees, things such as improving
team skills and independence will allow for a much easier time searching for and
applying for various jobs in the future.
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Furthermore, it is a personal plan to further research into these points to allow for a
much easier time out in the working world, as working on myself as an individual will
allow me to go forward and further increase my level of skill that employers may be
looking for.

Section 6 — Appendices

Ransomware
Contents

Introduction

What is a virus?

What is malware?
What is Ransomware?
CryptoWall Trojan
Conclusion

ocorLN-=

Section 1

This report will detail and explain the different kinds of viruses, going into further
detail about ransomware, a type of malware and discussing in larger detail the
CryptoWall Trojan as an example. The report will also make sure to note examples
on how to protect the user from these kinds of threats.

What is a virus?

A computer virus is a type of software or program that is designed to spread from
host to host, these tricky pieces of code have the unfortunate ability to replicate itself,
however a computer virus can not replicate itself and therefore spread without its
initial programming, such as a file or a document.

Normally, a computer viruses’ main purpose is to alter the way a device operates
and to ensure that it can spread and replicate itself to allow it to infect as many
devices as possible, similar to a biological virus. In this process of spreading, the
virus has the ability to cause very damaging effects, it may harm various system
software by corrupting and sometimes even destroying data.

A very good way of protecting a device against a standard computer virus comes
from the Norton Antivirus website[5]

“Look into comprehensive security software like Norton Security. With patented
technologies that work together to outsmart online threats, scanning your system for
viruses, and running continuous automatic silent updates, Norton Security keeps you
protected from existing, new, and even yet-to-be-invented threats.”
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This means that with a good system set in place by various different anti-virus
software that it is very possible to completely protect yourself from a virus.

What is Malware?

Malware, also known as malicious software, is a general term for any kind of
program that is harmful to systems, most malware have the intentional job to invade
or damage devices and even networks, often by either taking control over the
operations of the device or changes the normal function of the device.

The main intend of the malicious people creating malware is to take money from the
user, although it is unable to damage any devices physically, it is however able to
steal very important files (See CryptoWall example below) but it can also spy on your
computer activity without you knowing. An example of this is a keyboard tracker that
can track anything you type in, this includes passwords, allowing for the hacker to
get into important private log ins, such as your bank account or private e-mail.

Just like viruses, Malware is a bit difficult to hold off due to there being lots of various
ways for a device to become infected, however the best plan is to make sure to keep
up-to-date backups on external storage to ensure that any infected files will have a
backup that can easily be replaced. It is also a good idea to have an active anti-virus
and anti-malware software such as Malwarebytes[6] to hold off and clean your
device.

What is Ransomware?

The security definition of ransomware comes from the Kaspersky resource centre for
malware[7] “Ransomware is malicious software that infects your computer and
displays messages demanding a fee to be paid in order for your system to work
again.” This type of Malware is extremely damaging as often, unless a backup has
been created often the user will be completely locked out of said files that have been
locked behind the ransomware, and unfortunately the hacker on the other side may
try to demand more money even after the initial payment.

A very good system to prevent devices from being infected by ransomware is to
make sure that the device has their firewall turned on at all times and to avoid
questionable websites, especially suspicious pop-ups that may come from a less
than trustworthy website. It is also recommended to always check the validity of any
emails received due to emails being a leading form of virus transfer.
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CryptoWall Trojan

An example of Ransomware is known as the CryptoWall Trojan, this type of
ransomware is a trojan horse, which is a file that is often disguised as something
else through emails or websites, that asks the user to pay to have any infected files
decrypted. A more technical definition of this Trojan comes from the Symantec threat
detection website[8]

“Once the Trojan is executed on the compromised computer, it creates a number of
registry entries to store the path of the encrypted files and run every time the
computer restarts. It encrypts files with particular extensions on the computer and
creates additional files with instructions on how to obtain the decryption key.”

This essentially means that it makes it virtually impossible for the user to decrypt the
file themselves without contacting the source of the virus, it will then create multiple,
threatening files that forces the user to hand over money, in the form of bitcoin, to
decrypt the files and give the user access again.

Pictured below is an example of a CryptoWall website, notice how it advertises it to
seem that it is helping the user out which would draw the user in to spend even more
money on the easy, “CryptoDefense” which is undoubtedly another scam. This
Image comes again from the Symantec Threat detection website[8]

Your files are encrypted.
3 10 pay 500 USDIEUR: If paryriend i not meace before 0200414 - 09:03 the cost of
il increase 2 tmes and will be 1000 USDIEUR

To et the key 1o decrypt fles yor
decry

Wa aee presant & special sotwans - CryptoDelenss Deceyptar - which is sbow 1 decrypt and rebum costrol to all your snceyptad Bles.
How to buy CryptaDefonse deciypter?

Obitcoin
1. You should reglvter Bitcon wallet (click heis for mere infemation with plsrss)
2. Purchasing Bitcolns - Alsheugh If's not yet easy to buy bitcslis, 's gesing simpler every day.

Hete e ot tecommendations:
- This fantastic senace alows you to search for pesple o your community

willing to sell

n intaerations] disctory of bircoin ¢
« Recomminded for fas

- BCoin xchangs baied in |

- A et giasrency bitcom exchange buied i Slorenis. (Highly rated)

- allows direct bicoin purchases on their site. Theyre based in Austraka but serve an

mtematicnal cheniele

3. Send 109 BTC 10 Biscoin addiess: & - — Get OR code

£, Enter the Toansaction I and select amount:

| (e = souso -] e

Neds: Trans: o an find in detaik sboul s s et

5. Please check the payment information and click PAY",

PAY

A good way of preventing infection from this type of attack is to always double check
emails before opening them, files that contain a .zip, .jar, .com or .exe file extensions
are often malicious, as companies would definitely not use these types of files when
distributing a document. It is also important to never click on download links that may
be from untrusted sources, links that show up from pop-ups as an example are
incredibly likely to contain a form of virus.
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Conclusion

In Conclusion, there are various and very dangerous different types of malicious
software that has the sole intention is to make files and parts of a system unusable
for a user. The report has also discussed the different ways that a user can protect
themselves from these malicious attacks, using anti-virus and anti-malware software
as well as being vigilant while browsing online.

The report has also detailed the CryptoWall Trojan, and the dangers it can create if
not dealt with before infecting different files, it was discussed how to protect from it in
particular and ways that hackers may try to infect the files on a user’s device.
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JORDAN GRIFFITHS

178

ENGAGEMENT WITH LITERATURE

[

y"’ Your research sources should extend beyond mainly
using the links provided in the AES moodle content.
It needs to be FAR more extensive than that
demonstrated. You must do more of your own
research, but more importantly, you must cite these
sources in the main body of your report and show
how your reading has influenced or backs up your
own comments.

KNOWLEDGE AND UNDERSTANDING

20

[

y‘ Rather basic level of understanding. Doesn’t really
push any boundaries and doesn’t extend past
anything covered in class.

COGNITIVE AND INTELLECTUAL

40

[

y"’ Too much reliance on simply presenting data. Need
to use this information and extract meaningful
conclusions or new recommendations etc.
Research/Data/information collection is one thing,
but what you do with it is also important. E.g. how
do all your findings relate specifically to YOU and
what might you do to change things or improve?

38




Weak analysis of the data loss scenarios - doesn't
really do what the brief asked for in terms of
explaining exactly what you would need to do to
recover your system, how long this might take etc.

PRACTICAL APPLICATION

[

y"’ Weak PDP implementation. Could have done much
more in this area. You have described what
hardware/services you intend to use for your
backups, however you haven't really described a
STRATEGY in enough detail — how EXACTLY will
the work get backed up? How will you ensure it
happens? How will you test the integrity of the
backup etc etc. most areas lacking in evidence to
describe what steps are going to be taken to
improve/change in view of the findings or actually
showing evidence to demonstrate things are actually
being put into place (e.g. evidence of actually
USING a calendar system, rather than just
mentioning it)

TRANSFERABLE SKILLS

[

“I”

y‘ Do not use the “I” first person style — it is
considered bad practice for technical reports such
as this. You should write in the third person. See
your notes. Would have benefited from a more
formalised layout, such as breaking down the
assignment into more detailed numbered sections
that follow the 1. 1.1 1.2 2. Style as provided in the
assignment template given in class. You will need to
do this for other work e.g. your major project



report.
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