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[bookmark: _Toc242983977]Introduction

QuickMart Retail Ltd. is a growing UK online retailer that relies on its website, mobile app, databases and cloud services to manage orders, payments and deliveries. It stores sensitive customer information, making cybersecurity essential.
The company has experienced phishing, malware, unauthorised login attempts and accidental data exposure. These threats can cause data breaches, financial losses, service disruption and reputational damage.
Purpose Statement: This report aims to identify quick Mart’s key cybersecurity threats, assess their potential risks and recommend practical security measures to protect customer data and maintain reliable business operations.
The proposed strategy will protect confidentiality, integrity and availability (CIA) using the NIST Cybersecurity Framework (CSF) 2.0 [2] and UK National Cyber Security Centre (NCSC) guidance [3].

[bookmark: _Toc242983978]1. Identification of Modern Threats
QuickMart faces a mixture of external cyberattacks and internal risks. Identifying these threats is the first stage of developing an effective security policy.
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External Threats
Phishing attacks are a major threat because attackers can send convincing emails or messages that appear to come from managers, suppliers, banks or other trusted organisations. An employee may click a malicious link and enter their company username and password on a fake website. The attacker could then use these credentials to access internal systems [4].
Malware and ransomware are another significant threat. Malware can enter a system through malicious attachments, downloads, compromised websites or vulnerable software. Once installed, malware could steal information, damage files or provide attackers with remote access. Ransomware could prevent QuickMart from accessing important systems and databases until the company recovers from the attack.
Unauthorised account access is particularly relevant to QuickMart because the company operates an online shopping platform. Attackers may use stolen or reused passwords to gain access to customer accounts. If successful, they could view personal information, make fraudulent purchases or change account details.
Web application attacks are also important because Quick Mart’s website and mobile application are publicly accessible. Vulnerabilities in applications, APIs or databases could potentially allow attackers to access information or interfere with services. Secure development practices and regular vulnerability testing are therefore required [5].
Distributed Denial-of-Service (DDoS) attacks could also affect QuickMart. An attacker may send a very large volume of traffic towards the company's website, making it slow or unavailable. This could prevent customers from placing orders and could affect business operations.
Finally, third-party and supply-chain risks should be considered. QuickMart relies on cloud providers, payment services, delivery partners and software suppliers. A security weakness within one of these organisations could potentially affect Quick Mart’s systems or data.
Internal Threats
Internal threats do not always involve a malicious employee. Human mistakes can also cause serious security incidents.
One example is accidental data exposure. An employee may share a customer spreadsheet with the wrong person or accidentally make a cloud folder publicly accessible. This is especially relevant because QuickMart has already experienced problems with collaboration tools.
Another threat is excessive user access. If employees receive more permissions than they need, a compromised account could expose a much larger amount of information. Least-privilege access reduces this risk by giving users only the permissions necessary for their role [6].
Weak passwords and poor security behaviour can also create vulnerabilities. Employees may reuse passwords, leave accounts logged in or use personal devices without appropriate protection.
Other internal risks include lost laptops, unauthorised software installation, failure to install security updates and employees deliberately misusing customer information. For this reason, QuickMart needs both technical controls and employee awareness.

[bookmark: _Toc242983979] 2.Modern Security Policies
QuickMart should introduce a single cybersecurity and data governance framework supported by several specific policies.
Password and Multi-Factor Authentication Policy
All employees should use strong, unique passwords and multi-factor authentication (MFA). MFA requires an additional authentication factor, such as an authenticator application or security key, so that a stolen password alone is less likely to provide access.
MFA should be mandatory for email, cloud services, administrative accounts, remote access and other systems containing sensitive information. Customer accounts should also use appropriate multi-factor or two-step authentication options where practical. The NCSC recommends using two-step verification as an additional layer of protection for online accounts [7].
Access Control Policy
QuickMart should follow the principle of least privilege. Employees should only have access to the systems and information required for their job.
For example, warehouse employees should not have direct access to payment information, while customer-service employees should only access the customer information required to handle support requests. Administrator accounts should be separated from normal user accounts.
User permissions should be reviewed regularly. When an employee changes department or leaves the company, their access should be changed or removed immediately.
Data Protection and Governance Policy
Customer data should be classified according to its sensitivity. Personal information, account credentials and payment-related information should receive stronger protection than ordinary business information.
QuickMart should:
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Figure 2
Data protection should be considered when new systems are designed rather than added as an afterthought. The NCSC recommends protecting data both at rest and in transit, controlling access and maintaining isolated backups of important information [8].
Email and Phishing Policy
Employees must not open suspicious attachments, click unexpected links or provide passwords through email. Suspicious emails should be reported immediately to the IT/security team.
QuickMart should combine employee training with technical controls such as spam filtering, malicious-link detection, attachment scanning and email authentication. This is important because relying only on employees to identify phishing emails does not provide enough protection.
Cloud and File-Sharing Policy
Only approved cloud and collaboration platforms should be used for company information. Employees must not upload customer data to personal cloud storage.
Sensitive files should be shared with specific authorised users rather than using unrestricted public links. Where supported, QuickMart should use expiry dates, password protection, download restrictions and access logs.
This policy directly addresses the accidental data exposure already experienced by the company.
Device and Software Security Policy
All company laptops, desktops and mobile devices should be centrally managed. Endpoint protection should be installed and operating systems and applications should be kept updated.
Employees should not install unauthorised software. Security patches should be prioritised according to risk because unpatched vulnerabilities can provide attackers with an entry point into the network.
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The controls below connect the identified threats with practical solutions.
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Figure 3
The NCSC recommends organisations take a structured approach covering risk management, asset management, vulnerability management, identity and access management, data security, monitoring, incident management and supply-chain security [3].

Proposed Network Security Architecture
QuickMart should use a layered network design rather than placing all systems on one network. Network segmentation can reduce the potential impact of a successful attack.
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Figure 4
The public website should be separated from sensitive internal databases. Firewalls should control communication between network segments, while administrative systems should have stronger access restrictions.
The architecture should also support centralised logging. This means security events from firewalls, servers, endpoints, databases, cloud services and authentication systems can be collected and analysed in one location.

Monitoring and Security Response
QuickMart should implement continuous monitoring because prevention alone cannot guarantee that an attack will never occur. A Security Information and Event Management (SIEM) platform can collect logs and identify suspicious activity.
Monitoring should include:
· Repeated failed login attempts.
· Logins from unusual locations.
· Large downloads of customer information.
· Unusual administrator activity.
· Malware detections.
· Changes to important system files.
· Suspicious network traffic.
· Unusual cloud-sharing activity.
· Unexpected database queries.
The NCSC identifies logging and monitoring as an important part of detecting and investigating security incidents [3].
[bookmark: _Toc242983981]4. Proactive Monitoring and Incident Response
A clear incident-response process should be established before an incident occurs.
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When an incident is detected, the first priority should be containment. For example, an infected laptop should be disconnected from the network to reduce the possibility of malware spreading. The security team should then investigate the cause, remove the threat and restore affected services.
If personal data is involved, QuickMart must assess whether the incident creates a requirement to notify the relevant regulator or affected individuals. Under UK GDPR, certain personal-data breaches must be reported to the ICO within 72 hours where feasible, and high-risk breaches may also require affected individuals to be informed [9].
All incidents should be documented, including what happened, what information was affected, what actions were taken and what improvements are required.

Backup and Disaster Recovery
QuickMart cannot rely only on security controls to prevent every attack. The company also needs to prepare for situations where systems become unavailable.
Important databases, application configurations and business information should be backed up automatically. Backups should be stored in different locations and at least one copy should be isolated from normal network access.
A practical approach is the 3-2-1 backup principle: maintain at least three copies of important data, use two different storage types and keep one copy off-site or isolated [8].
Backups must also be tested. A backup that has never been restored cannot be assumed to work. QuickMart should regularly perform recovery tests and document how long it takes to restore critical services.
This will reduce the effect of ransomware, hardware failure, accidental deletion and other incidents.
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Technology alone cannot solve Quick Mart’s security problems. Employees interact with emails, customer information, cloud systems and company devices every day, so security awareness must become part of normal working practices.
Training Programme
[image: ]
Figure 6
Training should be practical. For example, the IT team could send simulated phishing emails to employees and record how many people report them correctly. The purpose should be to improve awareness rather than simply punish employees. Employees should also understand that mistakes must be reported quickly. If an employee accidentally sends a customer file to the wrong person, reporting it immediately gives the security team a better chance of containing the problem. The NCSC identifies engagement and training as one of the key areas organisations should address as part of their cybersecurity approach [3]. Training completion should be recorded, and employees who need additional support should receive targeted training.
Continuous Improvement
Cybersecurity should not be treated as a one-time project. Quick Mart’s systems, employees and threats will continue to change. The company should therefore review its security policies at least annually and after any significant security incident.
NIST CSF 2.0 is designed to help organisations understand, assess, prioritise and communicate cybersecurity risks, making it suitable as a framework for quick Mart’s ongoing security programme [2].
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QuickMart Retail Ltd. faces a wide range of cybersecurity risks because its business depends heavily on online services, cloud systems, databases and customer information. The recent phishing, malware, unauthorised login and accidental data-sharing incidents show that the company needs a stronger and more structured approach to cybersecurity.
The proposed solution combines technical controls with clear policies and employee responsibilities. Key measures include MFA, least-privilege access, encryption, endpoint protection, regular patching, secure cloud sharing, network segmentation, web application protection, protected backups and centralised security monitoring.
The company should also establish a formal incident-response process so that security incidents can be detected, contained, investigated and recovered from in a controlled way. Staff training is equally important because employees are directly involved in handling emails, customer information and company systems.
Overall, QuickMart should treat cybersecurity as an ongoing business responsibility rather than simply an IT problem. By using a risk-based framework such as NIST CSF 2.0 and following relevant UK cybersecurity and data-protection guidance, the company can build a more resilient environment while reducing the likelihood and potential impact of future incidents [2], [3].
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Information Handling Principles

Collect only information that is genuinely required.

Restrict access to sensitive information.

Encrypt sensitive information.

Maintain accurate records of important data.

Apply appropriate retention periods.

Securely delete information when it is no longer required.

Monitor access to sensitive information.

Control how information is transferred and shared.
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Training Programme

Security awareness training areas, content and how often each is delivered.
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Malware awareness Safe downloads and attachments Annually
Incident reporting How to report an incident Every 6 months
Refresher training Important security rules Quarterly

Security exercise Simulated incident Annually
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