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Exercise 01: Darkweb
Lab Scenario
When forensic investigators come across cases of dark web crimes, they generally do not locate any traces of criminal activity on normal browsers meant for daily use such as Google Chrome Mozilla Firefox, Microsoft Edge/Internet Explorer, etc. For perpetrating dark web crimes, criminals prefer the Tor Browser as it provides them with a high level of anonymity. In such instances, investigators need to examine the suspect machine for Tor Browser artifacts to help them solve such cases.
Tor Browser artifacts can be retrieved by examining the RAM dump of the suspect machine. In case Tor Browser has been removed/uninstalled from a system after committing the crime, investigators can discover its related artifacts by analyzing its prefetch file on a Windows machine.
Lab Objectives 
The objective of this lab is to help you understand dark web forensics techniques by discovering Tor Browser activity on a Windows machine
Overview of the Lab
The use of dark web forensics is necessary because of an increase in illegal activities such as drugs and weapons trafficking, selling credit card details and other private information related to individuals, etc. that are facilitated through the internet. Dark web forensics helps investigators gather evidence against the perpetrators of such dark web crimes so that they can be prosecuted in a court of law.
Lab Tasks
Note: In this lab, we are considering that the footprint of the investigation is not a major issue.
1. Import the given OVA file in VirtualBox (LAB09.ova). If you have already imported this OVA file, turn on the VM.
2. Once the Windows logon screen loads, login with the following credentials:
Username:	Admin
Password:	Str0ngPa$$w0rd
Note: If the Networks pane appears, click Yes to allow your PC to be discoverable by other PCs and devices on this network.
Note: Before beginning the lab, make sure you install and run Tor Browser on your Windows VM. Ignore any errors if Tor Browser is unable to establish a Tor network connection
3. In the Windows VM in your VirtualBox, open Microsoft Edge and go to Forensics tools. Navigate to Dark Web Forensics → Tor Browser and download the tor-browser-windows-x86_64-portable-13.0.8.exe onto the Windows VM.
4. Now go to the Downloads folder on the Windows VM and double-click on the tor-browser-windows-x86_64-portable-13.0.8.exe file to launch the set-up and follow the wizard-driven installation steps to complete the installation of Tor Browser.
Note: If an Open File – Security Alert window appears, click Run.
5. Now go back to Forensics tools on the browser. Navigate to Dark Web Forensics → Tor Browser Detection Tools and download the WinPrefetchView folder to the Windows VM.
6. In the Downloads folder, open the WinPrefetchView.zip file and copy the WinPrefetchView folder to the Desktop.
7. Navigate to Desktop → WinPrefetchView and double-click on WinPrefetchView.exe to launch the application.
Note: If an Open File – Security Warning window appears, click Run. 
Note: If a User Account Control pop-up appears, click Yes to continue.
8. WinPrefetchView opens and takes some time to load all prefetch files from your Windows VM. Upon loading them, the application displays them as indicated in the screenshot below:
[image: ]
9. Now we need to examine the artifacts pertaining to Tor Browser from its prefetch file. Scroll down the upper pane of the application window to locate the prefetch file related to Tor Browser.
[image: ]
10. Now right click on the Tor Browser prefetch file and select Properties option from the context menu.
[image: ]
11. The Properties window will now appear, displaying the metadata related to the browser such as Filename, Created Time, Modified Time, Last Run Time (the timestamp when the browser was last run), Run Counter (number of times the browser was executed), and Tor Browser execution directory (Process Path).
[image: ]
12. From the above screenshot, it is observed that Tor Browser has been executed 1 time on the machine (the Run Counter value varies depending on the number of times you launch and access Tor Browser). The timestamps retrieved from the application help an investigator construct a timeline analysis of the incident.
Note: WinPrefetchView can fetch Tor Browser activity on the machine even when it is uninstalled/deleted from the machine.
13. Click OK in the Properties window and close the WinPrefetchView window.
14. Double-click on Tor Browser shortcut on the Desktop to run Tor Browser and click Connect and minimize the Tor Browser window.
Note: Ignore any errors if Tor Browser is unable to establish a Tor network connection.
[image: ]
15. Once connected, the Tor Browser tab would look as follows:
[image: ]
16. Now minimize the Tor Browser window and click on the Windows Start menu. Type cmd and select Run as administrator to open a Command Prompt window.
Note: If a User Account Control pop-up appears, click Yes to continue.
[image: ]
17. The netstat command in Command Prompt helps in determining Tor Browser activity on the suspect machine. If Tor successfully established a connection, then launching a Command Prompt with Administrator privileges and running the netstat -ano command lists all active connection results as shown in the following screenshots:
[image: ]
Note: When Tor Browser is installed on a Windows machine, it uses port 9150/9151 for establishing connections via Tor nodes.
· The connection state ESTABLISHED means that the socket has an established connection and LISTENING means that the socket is waiting for a connection.
· In case the Active Connections state is displayed as Time_Wait, it means that the Tor Browser application has been closed.
· The result might differ if the browser has been closed a while ago. You might not see the ports 9150/9151 listed after a certain period of time lapse (for closed browser state).
18. In this manner, you can detect Tor Browser activity on a Windows machine.
19. Close all open windows.
Lab Analysis 
Analyse and document the results of this lab exercise.

Exercise 02: Emotet Malware Analysis
Lab Scenario
Since its discovery in 2014, Emotet has been one of the most destructive malwares to affect government, public, and private entities alike by stealing sensitive information such as users’ banking credentials, locally stored IDs and passwords, etc. Emotet is a kind of banking Trojan that spreads via emails containing malicious attachments or links. When the main Emotet module is unloaded onto the target system, it downloads binary files that contain the actual payload or distributes other malware such as Zeus Panda, TrickBot, and IcedID. It also collects sensitive information and stealthily connects to its Command and Control (C2) server to either receive further instructions or export the stolen data.
By constantly changing its identifiable features, Emotet can easily evade detection by traditional antivirus engines. The main Emotet module is heavily obfuscated which is resolved dynamically during runtime. As an investigator, you need to examine the infection lifecycle of the Emotet malware in real time-how it unloads itself into a system and spreads the infection by using both system and network properties.
Lab Objectives
Emotet was originally known to belong to a malware family of banking Trojans that mostly spread via the distribution of spam/phishing emails with malicious hyperlinks or attachments. Once it gains access to any system, it downloads additional modules of payloads with malicious functions.
The objective of this lab is to provide you with hands-on experience of how the Emotet malware variants operate when they are executed on the system in real time.
Overview of the Lab
This lab familiarizes you with the process of examining how a variant of Emotet malware interacts with the target system and its network properties in real time using tools such as Process Monitor and Wireshark.
Lab Tasks 
1. You need to ensure that both Windows Firewall and Windows Defender are turned off on the virtual machine before beginning this lab.
a. Type security in the Start menu of the Windows VM and open Windows Security.
b. On the left-hand side menu, navigate to Virus & threat protection → Virus & threat protection settings → Manage settings. Turn off all options, i.e. Real-time protection, Cloud-delivered protection, Automatic sample submission, and Tamper Protection.
Note: If a User Account Control pop-up appears, click Yes to continue.
c. On the left-hand side menu, click on Firewall & network protection. You will see Domain network, Private network, and Public network. Click on each of them one at a time and turn off Microsoft Defender Firewall under all 3 networks.
Note: If a User Account Control pop-up appears, click Yes to continue.
After all the options have been turned off properly, The Home screen of Windows Security should look like this:
[image: ]
2. Emotet malware is mostly spread via spam email campaigns. These emails often appear to come from a legitimate source and include attachments or links to a file or document containing the Emotet downloader. These documents are often masqueraded as invoices, order bills, etc.
3. Even though the file format of the attachment containing the Emotet downloader varies across different Emotet variants, Microsoft Word 97-2003 document (.doc) remains one of the most prevalent formats for Emotet distribution. Therefore, in this lab, we will analyze a Microsoft Word document that contains an Emotet downloader.
Note: You need to sign in and activate Microsoft 365 in order to perform all the subsequent steps in this lab that involve the Microsoft Office 365 Word application.
4. In the Windows VM in your VirtualBox, open Microsoft Edge and go to Forensics tools. Navigate to Evidence Files → Evidence Files → Emotet Malware and download the suspicious file Payroll Invoice.doc onto the Windows VM.
5. From the Downloads folder, open the Payroll Invoice.doc file. The Microsoft Word document will open as shown in the screenshot below:
[image: A screenshot of a computer

AI-generated content may be incorrect.]
6. You can observe the following from the screenshot above:
a. Microsoft Word has opened the document in Protected View. This feature is activated by default in all the latest versions of Microsoft Word for documents downloaded from the Internet. This feature is designed to keep its users safeguarded against viruses and malware. Upon close observation, you will also see a button named Enable Editing in this section.
b. As latest versions of Microsoft Word open a file downloaded from the Internet in Protected View, most of Emotet documents often contain embedded images. These images prompt the user to click on the Enable Editing button (as can be seen in the screenshot above), which disables the Protected View of Microsoft Word and then click on the Enable Content button, which makes the document editable for the user.
7. Click the Enable Editing button and you will observe the following changes in the document:
[image: A screenshot of a computer

AI-generated content may be incorrect.]
8. As you can observe in the screenshot above, Microsoft Word has now triggered a SECURITY WARNING stating that ‘Macros have been disabled’. Emotet downloaders based on Microsoft Office file formats, such as Word document (.doc or .docx) or Excel sheet (.xml), make use of VBA macros to connect to various URLs and download additional payloads. These macros are designed to run automatically in the background when the document is opened. Recent versions of Microsoft Word, however, disable the automatic execution of macros in the document by default. Hence, users need to click on the Enable Content button, which executes the macros and initiates the infection chain.
9. We will now analyze the VBA code that attempts to download payloads by connecting with some URLs. To do so, click View on the menu bar. Then, on the View menu, click Macros and select View Macros from the drop-down menu.
[image: A screenshot of a computer

AI-generated content may be incorrect.]
Note: If you are using Microsoft Office 365 application to analyze the malicious document, the menu bar may not be available even after clicking on the Enable Editing button. In such case, you need to click on the Ellipsis (...) button in the top-right corner of the document for the menu bar to appear in Microsoft Word.
10. The Macros window opens. This window provides you with the option to Run, Edit, Create, or Delete the embedded VBA code in the document. For analyzing the code, click on the Edit button.
[image: A screenshot of a computer
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11. The Payroll Invoice – ThisDocument (Code) opens in a separate window named Microsoft Visual Basic for Applications.
[image: A screenshot of a computer

AI-generated content may be incorrect.]
12. As you can see from the screenshot above, the VBA code in the Payroll Invoice – This Document (Code) window is heavily obfuscated, opens with the Sub Document_Open functionality, and contains many fragmented strings. Moreover, one fragmented string is made up of multiple strings together, which makes it harder to perform static analysis on the code to identify and examine the actual malicious script.
13. On the top-left side of the Microsoft Visual Basic for Applications window, you can notice that the Project (Payroll Invoice) consists of Modules, which indicates that there are other VBA coded instructions in the document. Expand the Modules section and you will find names of three Modules: EGeh7Qv, femEHsXII, and SWq8vN.
[image: A screenshot of a computer program

AI-generated content may be incorrect.]
14. Double-click on the EGeh7Qv module to see the VBA code embedded in it.
[image: A screenshot of a computer program

AI-generated content may be incorrect.]
15. You can observe in the highlighted code of the EGeh7Qv module that some strings, such as aNoyOUfxj and g9Bn5dZK, are set to Nothing. This means that the VBA code found in the Payroll Invoice - ThisDocument (Code) contains a lot of junk elements; this has been done purposefully to hide the actual malicious script.
16. Likewise, analyze the coded instructions in femEHsXII and SWq8vN modules as well.
[image: A screenshot of a computer
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17. We found the keyword BASE64 in the VBA code inside the femEHsXII Module. This indicates that Base64 encoding forms one layer of obfuscation in the actual malicious script.
Note: To analyze the behavior and functionality of the Emotet variant in real time, you need to click on the Enable Content button in the document. This will execute the VBA macros, prompting the Emotet loader to reach out to its C2 servers, download one/more payloads with malicious functions, and run them in the system. However, the URLs called by Emotet downloader remain active only for some days and change frequently. As a result, the URLs embedded in the obfuscated code of the Emotet variant being analyzed in this lab might have already become obsolete. Therefore, to provide you with hands-on experience of Emotet malware analysis, we will be analyzing one ProcMon log file and one packet capture file, which will show how an active variant of Emotet interacts with the network properties and what malicious processes it creates during its runtime.
18. Close the Microsoft Visual Basic for Applications and the Word document named Payroll Invoice.doc.
Note: If you get a Microsoft Word alert message about whether you want to save the changes made in the file, click Don't Save.
19. We will be using the Wireshark tool to monitor how Emotet variant communicates with the network once a user has clicked on the Enable Content button and executed the macros.
20. Go to https://www.wireshark.org/download.html on the browser and download the latest Windows x64 Installer (Wireshark-4.6.4-x64.exe). Go to the Downloads folder, double-click Wireshark-4.6.4-x64.exe to launch the setup, and follow the wizard-driven installation instructions to complete the Wireshark installation.
Note: If an Open File – Security Warning pop-up appears, click Run.
Note: During the course of the installation, in the Additional Tasks section, you may check the Wireshark Desktop Icon option to conveniently launch the application from the Desktop shortcut, if the need arises.
Note: For the rest of the installation steps, you may leave all options set to defaults or as is and proceed to complete the installation.
21. Now go back to Forensics tools on the browser. Navigate to Evidence Files → Evidence Files → Emotet Malware → Artifacts and download the file Emotet Network Activities.pcap onto the Windows VM.
22. Double-click on the Wireshark shortcut icon on Desktop to launch the application.
23. The Wireshark Network Analyzer window appears on-screen, as shown in the screenshot below:
[image: ]
Note: If Software Update window appears, click Skip this version button.
24. To load the packet capture file for Emotet, select File from the toolbar and then click Open.
[image: ]
25. Navigate to the Downloads folder, select the Emotet Network Activities.pcap file, and click Open.
[image: ]
26. The loaded pcap file displays real time network traffic generated after an active variant of Emotet is run on the system. With the Emotet variant actively running in the background, we will now monitor the IP addresses/URLs the suspect machine is trying to connect to.
[image: ]
27. Upon scrolling down the captured packets, you can observe a GET request from the suspect machine to a remote IP address that assigned to the remote machine e.g. 177.185.192.135 over the HTTP protocol. Select this packet entry in the packet list pane.
[image: ]
28. Expand the Hypertext Transfer Protocol node to view the request in detail.
[image: ]
29. In the screenshot above, you can see that the suspect machine with IP 192.168.1.125 on port 49176 is trying to communicate with a website http://maisbrasilphoto.com.br hosted on IP 177.178.192.135 over HTTP port 80. The full URI request is identified as http://maisbrasilphoto.com.br/yWEiMr/.
30. This indicates that the VBS code inside the Word document containing Emotet downloader has been executed, and the malware is now trying to download a malicious payload by contacting the URL http://maisbrasilphoto.com.br.
31. To analyze the captured packet further, right-click on it and go to Follow → TCP Stream.
[image: ]
32. Wireshark TCP Follow Stream (tcp.stream.eq.1). Emotet Network Activities.pcap window will appear, as shown in the screenshot below:
[image: ]
33. Analysis of the TCP stream provides the following information:
a. The name of the Host website is maisbrasilphoto.com.br
b. The Content-Disposition is recognized as an attachment
c. The executable filename being downloaded is 33906.exe
d. The Content-Transfer-Encoding shows that the downloaded object is a binary file.
34. You can monitor and examine all other packets captured in the Emotet Network Activities.pcap file. Upon completing the analysis, close the Wireshark window.
35. Emotet malware downloads such binary files containing malicious payloads with the help of legitimate Windows processes such as Command-line Prompt and Windows PowerShell. With an active variant of Emotet malware running on the system, you will see processes similar to the ones we are going to demonstrate now via the Process Monitor tool.
36. Go to https://learn.microsoft.com/en-us/sysinternals/downloads/procmon on the browser and click on the Download Process Monitor link (ProcessMonitor.zip). Go to the Downloads folder, open the ProcessMonitor.zip file and copy the Procmon64.exe file to the Desktop.
37. Now go back to Forensics tools on the browser. Navigate to Evidence Files → Evidence Files → Emotet Malware → Artifacts and download the file Emotet ProcMon Log.PML onto the Windows VM.
38. From the Desktop, double-click on Procmon64.exe to launch the application.
Note: If an Open File – Security Warning window appears, click Run. 
Note: If a User Account Control pop-up appears, click Yes to continue.
Note: If the Process Monitor License Agreement opens, click Agree.
39. The Process Monitor GUI appears. The tool will immediately start capturing all running processes on your machine.
[image: ]
40. To load the ProcMon Log file related to processes created by an active variant of Emotet, click File on the toolbar and select Open…
[image: ]
41. In the Open window that appears, navigate to the Downloads folder, select the Emotet ProcMon Log.PML file, and click Open.
[image: ]
42. The Emotet ProcMon Log file is loaded into Process Monitor, where you can see all the processes running on the machine infected with an active Emotet variant.
[image: ]
43. As the Emotet variant is executed via a Word document, we need to look for the process named WINWORD.EXE. Go to Tools → Process Tree… to see all the parent processes and child processes active on the system.
[image: ]
44. Process Monitor now shows all the parent processes and their child processes on the suspect machine under the Process Tree window.
[image: ]
45. Upon scrolling down, you will observe the process WINWORD.EXE and some associated child processes, which is unusual and is an indicator of malware.
[image: ]
46. You can gather the following information from the highlighted section of the screenshot above:
a. WINWORD.EXE (PID 2384) has spawned Windows PowerShell as its child process, which indicates that the obfuscated VBA code in the malicious document containing the Emotet variant contains a PowerShell script. Once the VBA macros are run on the suspect machine, they call upon PowerShell.exe and execute a malicious script. This script contains instructions about which URLs to connect to download the payload. The Emotet variant under analysis in this lab has downloaded the malicious binary file 33096.exe by connecting to http://maisbrasilphoto.com.br via PowerShell.
b. You can see that the PowerShell script has downloaded and executed the process named 133804.exe with PID 624 on the suspect machine before it exits as a child process of WINWORD.EXE. The process is created on C:\Users\Public path.
Note: The name of the payload-containing binary file as downloaded from the server and as run as a process on the system might differ.
c. The process 133804.exe has created another binary file named markerswwa.exe with PID 3056 before killing itself as a process. This malicious process is also created on the system drive of the infected machine. The path of this process is C:\Users\Bill\AppData\Local\Microsoft\Windows (here, Bill is a user on the suspect machine).
d. The markerswwa.exe has opened another Windows process named REG.exe with PID 2324. However, this process is also closed after a while. REG.exe is a Windows Registry Console Tool and located at C:\Windows\SysWOW64. This process is often used by malware authors to perform malicious activities on an infected system.
47. Click on REG.exe to see if the process includes any command.
[image: ]
48. In the command section of REG.exe, we find a command that starts with ‘REG ADD HKCU\SOFTWARE\Microsoft\Windows\CurrentVersion\Run /v markerswwa/t REG_S…’ 
49. To view the full command, select the command, copy it, open Notepad, and paste the command as shown in the screenshots below:
[image: ]
[image: ]
50. The command indicates that binary file markerswwa.exe has used the REG.exe process to add a sub key value under HKCU\SOFTWARE\Microsoft\Windows\CurrentVersion\Run to persist on the suspect machine. This is an AutoStart registry key in Windows OSes that will enable the Emotet malware to run automatically each time the user logs into the system.
Note: Close the Notepad window, after viewing the command.
51. Now, we will examine the timeline of the infection chain of the Emotet variant under analysis by clicking on each of the child processes under WINWORD.EXE and examining their Started and Exited times. A collaborative screenshot is presented below:
[image: ]
52. You can gather the following details from the highlighted section of the above screenshot:
a. As soon as the malicious document containing Emotet downloader is opened, the VBA macros run and spawn Powershell.exe via a malicious script.
b. The Powershell.exe downloads the payload via the script, executes the process named 133804.exe (PID 624), and is closed as a process within 10 seconds.
c. The 133804.exe file containing the payload runs for only 2 seconds as a process on the suspect machine and creates another malicious binary file named markerswwa.exe (PID 3056) before exiting.
d. The malicious process markerswwa.exe opens REG.exe to achieve persistence on the suspect machine.
e. REG.exe opens and closes as a child process in an instant. Only markerswwa.exe as a process continues to run while all its parent processes are closed out.
Note: Different variants of Emotet malware might have different functionalities. In this lab, we have tried to demonstrate how an Emotet infection starts in the majority of cases, and what changes it commonly performs on the system and network properties to run and persist on the machine already infected by it.
50. Close all open windows and power off Windows VM.
Lab Analysis 
Analyse and document the results of these lab exercises.
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3/19/2026 7134 3/19/2026 T152...
3/19/2026 6102,

3/19/2026 8384,
3/19/2026 6:16:0.

3/19/2026 6373,

3/19/2026 6373...

File Size Process EXE
10,244 TASKHOSTW.EXE
29087 TASKMGREXE
5270 TEXTINPUTHOSTE...
24,267 TIWORKER EXE

TOREXE
TRUSTEDINSTALLE...
9035 UNAEXE
6767 UNBEXE
6560 UNINSTALLEXE
6973 UNINSTALLER EXE
3329 UNREGMP2EXE
1273 UPDATER EXE
19713 UPDATER EXE
13918 UPDATER EXE
&1 UPDATER EXE
16511 UPDATERSETUP EXE
674 USEROOBEBROKE...
265

Process Path

C:\Windows\System32\ TASKHOSTW.EXE
C\Windows\System32\Taskmr.exe

C:\Windows\SYSTEMAPPS\MICROSOFTWI...
C:\Windows\WinSx:

CA\Users\Admin

C:\Users\Admin\Desktop\ TOR BROWSER\B...

C:\Windows\SERVICING\TRUSTEDINSTALLE.
C:\USERS\ADMIN\APPDATA\LOCAL\TEMP...
C:\USERS\ADMIN\APPDATA\LOCAL\TEMP...
C:\PROGRAM FILES (X86)\MOZILLA MAI

C\PROGRAM FILES (XBE)\MOZILLA FIREFO..

C\Windows\System32\unregmp2.exe

C:\PROGRAM FILES (XE6)\GOOGLE\GOOGL...

C:\USERS\ADMIN\APPDATA\LOCAL\TEMP...
CAWINDOWS\SYSTEMTEMP\GOOGLE4354...
C:\PROGRAM FILES (X86)\GOOGLE\GOOGL..
CAWINDOWS\SYSTEMTEMP\GOOGLEUPD.
C:\Windows\System32\0obe\USEROOBEBR..
C:\PROGRAM FILES\Oracle\VIRTUALBOX G...

Run Counter
"

Lest Run Time
3/19/2026 838:42 AM, 3/19/2026 83448 A...
3/19/2026 7:15:14 AM, 3/19/2026 1358 A,
3/19/2026 835:34 AM, 3/19/2026 7:16:57
3/19/2026 7:18:57 AM, 3/19/2026 71127 A...
3/19/2 AM
3/19/2026 838:32 AM
3/19/2026 7:18:57 AM, 3/19/2026 71127 A...
3/19/2026 7:15:26 AM

3/19/2026 716:19 AM

3/19/2026 716:18 AM

3/19/2026 7:15:25 AM

3/19/2026 623:30 AM

3/19/2026 71315 AM, 3/19/2026 71315 A...
3/19/2026 T07:56 AM, 3/19/2026 T07:56 AM.
3/19/2026 7:13:26 AM, 3/19/2026 7:13:25 AM
3/19/2026 7:13:41 AM, 3/19/2026 7:13:41 AM
3/19/2026 713:24 AM

3/19/2026 835:04 AM, 3/19/2026 65611 A...
3/19/2026 637:35 AM, 3/19/2026 6:37:35 A,

Flename

[ Aouapi2LL

5] APPHELP.DLL
BCRYPTOLL

5] BCRYPTPRIMITVES DL

5] croMGRR20LL

[ cLecaranLL

5] CoMBASEDLL
comenz2oi

5] CRYPTBASEDLL

5] CVERSIONS.1.08

5]
5]
5]
£] DESKTOP.INI
5]
5]
5]

5 DWMAPLDLL

4 com2oL
E

Full Path
C\Windows\System32\advapi32.dil
C:\Windows\System32\apphelp.il
C\Windows\System32\berypt.dil
C:\Windows\System32\BCRYPTPRIMI
C:\Windows\System32\cfgmgri2.dil
C\Windows\System32\clbcata.dil
C\Windows\System32\combase.dil

C\Windows\WinSeS\AMDE4_MICRO...

C:\Windows\System32\CRYPTBASE!

C:\Users\Admin\AppData\LocalMIC...

C\Users\desktop.

C:\Users\Admin\DOCUMENTS\deskt
C:\Users\Adrmin Music\desktop.ni
C:\Users\Adrmin Pictures\desktop.

C\Windows\System32\dwmapi.dil
C\Windows\System32\gdi2.dil

Device Path
\VOLUME{01dcb7a71d7c8565-0a1d9.
\VOLUME{01dcb7a71d7c8565-01dS9.
\VOLUME{01dcb7a71d7c8565-01dg9.
\VOLUME{01dcb7a71d7c8565-01dg9.
\VOLUME{01dcb7a71d7c8565-01dg9.
\VOLUME{01dcb7a71d7c8565-01dg9.
\VOLUME{01dcb7a71d7c8565-01dg9.
\VOLUME{01dcb7a71d7c8565-01dg9.
\VOLUME{01dcb7a71d7c8565-01dg9.
\VOLUME{01dcb7a71d7c8565-01dg9.
\VOLUME{01dcb7a71d7c8565-01dg9.
\VOLUME{01dcb7a71d7c8565-01dg9.
\VOLUME{01dcb7a71d7c8565-01dg9.
\VOLUME{01dcb7a71d7c8565-01dg9.
\VOLUME{01dcb7a71d7c8565-01dg9.
\VOLUME{01dcb7a71d7c8565-01dg9.
\VOLUME{01dcb7a71d7c8565-01dg9.
\VOLUME{01dcb7a71d7c8565-01dg9.
\VOLUME{01dcb7a71d7c8565-01dg9.

CEBRURLEES

225 Files, 1 Selected

NirSoft Freeware. https:liwww.nirsoftnet
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E WinPrefetchView - X
File Edit View Options Help

| % B QA

Filename Created Time Modified Time File Size: Process EXE Process Path Run Counter Last Run Time Missing Pr ~
CEITASKHOSTWEXE-360... 3/19/2026 626:1.. 3/19/20263384.. 19284 TASKHOSTWEXE  CAWindows\System32\TASKHOSTWEXE 14 3/10/2026 83842 AM, 3/19/2026 83548 A, No
IO/ 34, 31972006 7:152.. TSKMGREXE  CAWindows\System32\Taskmgr.exe 3 3/10/2026 11514 AM, 3/19/2026 71358 A, No
TEXTINPUTHOSTE... CAWindows\SYSTEMAPPS\MICROSOFTWIL.. 5 3/10/2026 83534 AM, 31972026 71657 A, No
TIWORKER EXE 3/10/2026 1857 AM, 3/19/2026 71127 A No

[ TOR EXE-TDOOBEEC.pf  3/19/2026 83814, 10565 TOREXE cu S 31072006 83832 AM No.
[ETRUSTEDINSTALLERE... 3/19/2026 61620, 439 TRUSTEDINSTALLE.. G CoPy Selected fems I | 371072006 7:18:57 AM, 31972026 11127 A, No
[ UN_AEXE-35T6E49D.pf  3/10/2026 7:15:4, 9,035 UN_AEXE AU Explorer Copy - Prefetch File 3/10/2026 7:15:26 AM. Ves
[EUN_B.EXE-48CCOF2,pf  3/19/2026 7162, 6767 UNBEXE CAU Explorer Copy - Process File 3197202671619 AM. Yes
[UNINSTALL EXE-BDAA... 65660 UNINSTALLEXE CApl 31972026 716:18 AM. Yes
[EUNINSTALLER EXE-68... 6973 UNINSTALLEREXE  capl "ML Report - Allftems 3197202671525 AM. Yes
B UNREGMP2.EXE-2294... 329 UNREGMP2EXE  CAw  HTML Report - Seected tems 31972026 62330 AM. No
[/ UPDATER EXE-0278D6... 273 UPDATEREXE APl Choose Columns 3197200671315 AM, 3/19/2026 11315 A, Ves
[/ UPDATER EXE-DEDS. 19713 UPDATEREXE QU cotomms Coeples | 3/19/2025TOT A, /192026 TOS6 AM  Yes
[/ UPDATER EXE-EE3866... 3918 UPDATEREXE can 3197202671326 AM, 3/19/2026 1325 AM Yes

[ UPDATER EXE-F2A0E 6177 UPDATER EXE 3/19/2026 7:13:41 AM, 3/19/2026 71341 AM Ves:
[ UPDATERSETUP.EXE-9. 16511 UPDATERSETUPEXE  CAW 3/19/2026 7:13:24 AM Yes
[ USEROOBEBROKER £X.. 6744 USEROOBEBROKE..  CAW 3/19/2026 8:35:04 AM, 3/19/2026 6:56:11 A No
U3 VBOXCERTUTIL EXE-2. No

265 VBOXCERTUTILEXE ~ C:\PROGRAM FILES\Oracle\VIRTUALBOX G... 3 3/19/2026 6:37:35 AM, 3/19/2026 6:37:35 A.

Filename Full Path Device Path Index ~
5 AovapzzoLL C\Windows\System3RadapiB2ll  \VOLUME(OTdcbTaTI7ces65-0a1d89,. 5
5] ApPHELPOLL CAWindows\System32apphelpll  WOLUME(O1dcbTaTIdTces65-0a1ds8.. 27
[ scRvproLL CAWindows\System32beryptl  WOLUME(O1dcbTaTIdTcEs65-0a1ds8.. 26
5] BCRYPTPRIVITVES DL C\Windows\System32\BCRYPTPRIML. \VOLUME(O1dcbTaTId7ces65-0a1s9.. 39
[ CFOMGRR2DLL  C\Windows\System32\clamgra2.l  \VOLUME(O1dcbTaT d7ces65-0a1ds8.. 25
[ cLecaranLL CAWindows\System32clocatqll  WOLUME(O1dcbTaTIdTcese5-0a1ds8.. 33
5] commaseoLL CAWindows\System32\combase.l  WOLUME(O1dcbTaTIdTces65-0a1ds8.. 16
[JCOMCIIZDL  C\Windows\WinSxS\AMDS4_MICRO... \VOLUME{O1dcbTaTId7ces65-0a1s9.. 18
[ CRIPTBASEDLL  C\Windows\System32\CRYPTBASED... \VOLUME(O1dcbTaTId7ces65-0s1ds9.. 30
[/ CVERSIONS1.0B  CA\Users\Adrmin\AppDete\LocahMIC... \VOLUME(O1dcbTaTId7ceses-0a1ss.. 45
] DeskropI CaUsersdeskiops \VOLUMEOTGcHTa7147cass5-0oTdss.. 47
] Deskropni \VOLUMEOTdcHTa7147casss-0oTess.. 48
] Deskropni \VOLUMEOTdcHTa7147casss-0oTess.. 49
] Deskropni (CAUsers\Admin\DOCUMENTS\deskt... \OLUME(O1dcb7a71d7ce565-0s1d95... 51
] Deskropni CAUsers\AdminMusi\desktopini | \WOLUME(O1dcbTaT d7ces65-0a1ds8.. 52
] Deskropni CAUsers\Admin Picture deskiopim  \OLUME(O1dcbTaTId7ces65-0a1ds9.. 53
] Deskropni CAUsers\AdrminVideosdeskto \VOLUMEOTdchTa7147casss-0oTdss.. 54
[ owwiapLOLL CAWindows\System32\dwmapidll  \WOLUME(O1dcbTaTIdTcEs65-0a1ds8.. 29
[ o201 CAWindows\System32\gdi2dl  \WOLUME(OTdcbTaTIdTces65-0e1d59.. 9
g o

225 Files, 1 Selected NirSoft Freeware. https:/iwww.nirsoft.net
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[TOR-BROWSER WINDOWS-X86_64-PO-5DFF0262.p]
[3n1972026 8:36:51 AM |
Modified Time: [3/19/2026 8:36:51 AM ]

Size: [26.929 ]
Process EXE:  [TOR-BROWSER-WINDOWS-X86_64-PORTABLE-13.(
Process Path:  [C:AUsers\Admin\DOWNLOADS{TOR-BROWSER-WINI|
Run Counter: 0 |

LastRun Time:  [3/19/2026 8:36:51 AM ]

Missing Process: [No |
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You're ready for the world's most private browsing experience.
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icrosoft Windows [Version 10.6.1945.3863]
(c) Microsoft Corporation. All rights reserved.

:\Windows\system32>netstat -ano

ctive Connections

proto Foreign Address state PID

e 0.0.0.0:6 LISTENING 884

e 0.0.0.0:6 LISTENING a

e 0.0.0.0:6 LISTENING 1144

e 0.0.0.0:6 LISTENING a

e 0.0.0.0:6 LISTENING 668

e 0.0.0.0:6 LISTENING 508

e 0.0.0.0:6 LISTENING 724

e 0.0.0.0:6 LISTENING 388

e 0.0.0.0:6 LISTENING 1996

e 0.0.0.0:6 LISTENING 648

e 0.0.0.0:6 LISTENING a

e 4.213.25.241:443 ESTABLISHED 388

e 4.213.25.241:443 ESTABLISHED 388

e 108.159.86.164:443  CLOSE_WAIT 1184

e 176.9.38.121:9160 ESTABLISHED 6546

e 87.98.242.239:443 ESTABLISHED 6546

e 23.212.0.17:443 CLOSE_WATT 4264

e 20.190.145.142:443  TIME_WAIT °

e 23.11.39.161:80 ESTABLISHED 4264

e 20.198.167.116:443  ESTABLISHED 4084

e 13.107.3.254:443 ESTABLISHED 4264

Ice. 20.42_65.90:443 ESTARLTSHED 692

TP 0.0.0.0:6 LISTENING 6546

e 0.0.0.0:6 LISTENING 6548

TCe 127.0.6.1 ESTABLISHED 6546

TCP 137.6.6.1 ESTABLISHED 2156

e 127.0.6.1: ESTABLISHED 2156

e 127.0.6.1 ESTABLISHED 2156

e 127.0.6.1 ESTABLISHED 6546

e 127.0.6.1 ESTABLISHED 6546

e 127.0.6.1 ESTABLISHED 6546

e 127.0.6.1 ESTABLISHED 6548

e [::]:0 LISTENING 884

e ° LISTENING a

e ° LISTENING a

e 0 LISTENING 668

e ° LISTENING 508

e ° LISTENING 724

e 0 LISTENING 388

e ° LISTENING 1996

e ° LISTENING 648

TP [fd17 :¢688]:50014 :4::1735:£3c8]:443 CLOSE_WAIT 1184

TP [fd17 4b::17d4:2e]:443  CLOSE_WATT 1184

TP [fd17 8888]:443 CLOSE_WAIT 1184

TP [fd17 [2606:146:7200:4b: :17d4:32]:443 _CLOSE_WATT 1184

TP [fd17 [2603:1661:14:81::1]:443 CLOSE_WATT 1184
Om @m0~
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5. Double-click on the Payroll Invoice.doc file. The Microsoft Word document will open, as.
shown in the screenshot below:

prs— pep— p—
. @ . frzoy
P b e
s

6. You can observe the following from the screenshot above:

A. Microsoft Word has opened the document in Protected View. This feature is activated
by defaut i all the latest versions of Microsoft Word for documents downloaded from
the internet. This feature is designed to keep its users safeguarded against viruses and
malware. Upon close observation, you wil also see a button named Enable Editing i this
section.

B.As latest versions of Microsoft Word open a file downloaded from the internet
in Protected View, most of Emotet documents often contain embedded images. These
images prompt the user to click on the Enable Editing button (as can be seen in the
screenshot above), which disables the Protected View of Microsoft Word and then dlick
on the Enable Content button, which makes the document editable for the user.
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7. Click the Enable Editing button and you will observe the following changes in the
document

3 ek s e e
B e iaezeae a o -

T | s i ——— |

u ofﬁce This document is protected

o P ——
@ TR A= TR

8. As you can observe in the screenshot above, Microsoft Word has now triggered
aSECURITY  WARNINGstating  that ‘Macros have been  disabled’. Emotet
‘downloaders based on Microsoft Office file formats, such as Word document (.doc or
docx) or excel sheet (xmi), make use of VBA macros to connect to various URL and
download additional payloads. These macros are designed to run automatically in the
background when the document is opened. Recent versions of Mierosoft Word, however,
disable the automatic execution of macros in documents by default. Hence, users need
to click on the Enable Content button, which executes the macros and initiates the
infection chain.
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9. We will now analyze the VBA code that attempts to download payloads by connecting.
with some URLs. To do so, click View on the menu bar. Then, on the View menu,
click Macros and select View Macros from the drop-down menu.

u ofﬁce This document is protected

OEE O O=F

R

Note: If you are using Microsoft Office 365 application to analyze the malicious
document, the menu bar may not be available even after clicking on the Enable
Editing button. In such case, you need to click on the Elipss () button in the top-right
corner of the document for the menu bar to appear in Microsoft Word.
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10. The Macros window  opens. This window provides you with the option
to Run, Edit, Create, or Delete the embedded VBA code in the document. For analyzing
the code, click on the Edit button.

11.The Payroll Invoice - ThisDocument ~(Code) opens in 3 separate window
named Microsoft Visual Basic for Applications
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12.As you can see from the screenshot above, the VBA code in the Payroll Invoice —
ThisDocument ~ (Code) window is heavily obfuscated, opens withthe Sub
Document_Open functionalty, and contains many fragmented strings. Moreover,
‘one fragmented string is made up of multiple strings together, which makes it harder to
perform static analysis on the code to identify and examine the actual malicious script.

13. Onthe top-leftsice of the Microsoft Visual Basc for Applications window, you can notice
that the Project (Payroll Invoice) consists of Modules, which indicates that there are
other VBA coded instructionsinthe document. Expand the Modules section and you will
find names of three Modules: EGeh7Qu, femEHsXIl, and SWBvN.

o -0 Raay e
3o
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15. You can observe in the highlighted code of the EGeh7Qu module that some strings, such
‘25 aNoyOUfx} and g9BnSdZK, are set to Nothing. This means that the VBA code found
in the Payroll Invoice — ThisDocument (Code) contains 2 lot of junk elements; this has
been done purposefuly to hide the actual malicious script.
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No. Time. Source Destination Protocol Lengtl Info —n
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No. Time. Source Destination Protocol Lengtl Info [

76'55.711045  192.168.1.1 192.168.1.125 ons 98 Standard query response @x37cc A maisbrasilphoto.com.br A 177.185.192.135
© 77ss.7usss 1921681025 177.185.192.135 T 66 49176 > 50 [SYN] Seq=@ Win=8192 Len=@ MSS=1460 WS=256 SACK_PERM
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85 56.57010  177.185.192.135  192.168.1.125 Tcp 60 80 - 49176 [ACK] Seq-1 Ack-80 iin=25200 Len-

86 56.544243  177.185.192.135  192.168.1.125 TP 1420 8 + 49176 [ACK] Seq-1 Ack-80 in-29200 Len=1366 [TCP POU reassembled in 325]

87 56.544050  177.185.192.135  192.168.1.125 TP 1420 8 + 49176 [ACK] Seq-1367 Ack=80 Win-25200 Len-1366 [TCP POU reassembled in 325]

85 56.544466  192.168.1.125, wassas23s Tep 54 49176 » 80 [ACK] Seq-80 Ack-2733 in-64202 Len=0

89 56.544505  177.185.192.135  192.168.1.125 TP 1420 80 » 49176 [ACK] Seq-2733 Ack-80 Win-25200 Len-1366 [TCP POU reassembled in 325]
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User Bil-PC\BIN

PID: 2 Started:  5/29/2018 8:56:14 AM
Exited:  5/20/2018 856:14 AM
GoToEvent | | Include Process Include Subtree. Close
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