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1. [bookmark: _Toc37541363]Introduction	Comment by Carlene Campbell: Put appendix after the reference listing. Write abbreviations out in full on first use. 
Introduction can include background literature of the subject area.
[bookmark: _GoBack]This report will be covering the suggested network for the company and a DFD diagram of how devices would connect to the cloud. The policies suggested for “CoffeeCapulus” which should cover all aspects of its enterprise. It also explains cloud computing and some additional security. As well as covering the countermeasures and implementations. Finally, the report will recommend a mobile device management software for the staff to use.
[bookmark: _Toc37541364]1.2. Packet tracer network
[image: ]	Comment by Carlene Campbell: 
Number, name your diagrams/figure, and refer to them e.g. figure 1.
This is the authors approach on the network. The users require a login to use the networks resources. There is a website that the users reach called www.CoffeeCapulus.com which is where the users can log in and use the network. Guests will have access to Wi-Fi however, no network resources unless logged in. individuals who work from home can also access through the internet if they type in the URL to enter the intranet.
[bookmark: _Toc37541365][image: ]1.3. BYOD management DFD[image: ]
This diagram displays the way that a BYOD device would go about connecting to the network and then the cloud resources this would be the process if the user was in the “CoffeeCapulus” office as they would connect to the network first. If the user was at home, they would be trying to connect to the intranet which would then allow them to reach the cloud resources. 

2. [bookmark: _Toc37541366]Policies
2.1. [bookmark: _Toc37541367]User policy
The user policy will consist of several smaller policies that are distributed through the company. The user policy will be put in place so that the staff can’t have access to everything. There will be a hierarchy in place to ensure everyone gets the correct access to what they need. This is required to ensure security throughout the network, this prevents potential data leaks that could be done by either staff or customers that would connect within the network. 
The privileges given will also be different depending on the department. This will be done because some departments will not require access to different parts of the network. For example, the IT department will have more privileges than the sales department as they need to do a lot more on the network than the sales department would. this would improve data security and integrity as not everyone would be able to look at customer data or other additional information within the network.
For further information, the full User Policy can be seen in appendix A.
2.2. [bookmark: _Toc37541368]Device management policy
The device management policy covers more of what the users must do to manage the device they have. It is important to ensure that this policy covers everything that could cause security risks if users do not maintain the devices correctly. This means doing the regular updates to ensure all security gaps are patched etc. The software that is going to be used enforces several policies that help support MDM (Mobile Device Management), as well as help to secure the network overall. 
 The full policy can be seen in Appendix B.

2.3. [bookmark: _Toc37541369]Security policy
The security policy will cover the crucial parts of the network to ensure that all devices will be safe and won’t infect the network. With all things considered the policy will include a network policy to cover the deeper parts of security for CoffeeCapulus.
CoffeeCapulus wants to allow its staff the opportunity to use their devices to produce work within the company’s network. For this to happen however the company must make sure the devices have been approved, secured, and enrolled by the IT and network departments.
The employees will be accessing the network from both home and on the site. the correct procedures must be followed to ensure safety to the network. For example, if a device is connecting to the network it will have to be scanned to ensure there are no malicious or harmful files on it that could infect the network whether that is a virus or malware. The full policy can be seen in Appendix C.
3. [bookmark: _Toc37541370]The cloud & Countermeasures/implementation
3.1. [bookmark: _Toc37541371]Restrictions & Security
Because the network is 95% cloud-based restrictions must be made to ensure the security of the sensitive data within the network. [1] The cloud is a service that is provided through the internet, almost like an ISP such as Virgin which supplies the internet for their users. The cloud works through the internet and provides access to their servers in order to store data. However, this service can then be accessed on any device with access to the internet which is a massive benefit for networks.	Comment by Carlene Campbell: 
Do not start a sentence with a conjunction for academic work.
There are a few security measures that are required for a service like this in a network to ensure the best safety. One of the security measures would be having each user have accounts made with good passwords making it difficult to crack inside. This would also lead to one of the restrictions that would come with having a cloud network this being each of the made accounts having set privileges. [2] By this being in place it would be possible to select what user can access what part of the database of what they do. For example, the IT department could use more of the cloud features as well as more within the network with higher privileges than a random person connecting. That also is done as a security measure so that any hackers that try connecting to the resources would have to have a username and password as well as high enough privileges to access the sensitive data. When a new user connects to the network their privileges will be at a minimum meaning they can only use the network for the internet rather than using the data. This can be thought of as a “Guest” account, once this user is verified and enough checks are complete, they are given access based on what data they require. Could be determined by job role, department etc.


4. [bookmark: _Toc37541372]Bring Your Own Technology (BYOT)
4.1. [bookmark: _Toc37541373]What is BYOT
BYOT is a concept that many businesses and organizations have implemented into their working environment. [3] The idea of it is that the employees get to choose/buy their own devices that are then used at work. These devices often being smartphones, laptops, tablets etc. BYOT aims to lower the cost of IT while increasing productivity within work.
4.2. [bookmark: _Toc37541374]Advantages of BYOT
Bring your own technology can prove to be very helpful if done correctly. In an article by Joseph Woodside and Shahram Amiri [4] its stated that “in one case study Cisco was able to increase productivity by $300 million”. This statistic shows that there is a financial advantage to the company when using BYOT. This would help out CoffeeCapulus greatly as they could use the additional funds to boost other factors of the network. Additionally, the productivity increase would be a great improvement for the company especially when they sell the most sought-after blends in the world. Another advantage that BYOT offers is more time for technicians/IT department. This would happen due to the employees now being responsible for their own devices [5], thus meaning that the workload is taken off of the IT department. Alongside this, the additional time would allow the staff to focus on more urgent issues within the network. The staff that would bring their own devices would ensure to take great care of them as they would be using it at home which makes it a good way for the company to work as they wouldn’t worry about fixing costs and time consumed doing so.
4.3. [bookmark: _Toc37541375]Disadvantages of BYOT
On the other hand, there are a few disadvantages that can be found when exploring into BYOT. One of the disadvantages would be the factor that the smaller devices such as a tablet or a mobile phone can be stolen while also having less functionality over a PC or a laptop [6]. Another disadvantage that BYOT brings to the company would be the risk of data being released. Staff will be able to leave with the devices and could come out with sensitive data if there wasn’t a correct policy in place stopping them from doing so.
5. [bookmark: _Toc37541376]Mobile Device Management Software for BYOT
5.1. [bookmark: _Toc37541377]What software has been chosen and what it does
Mobile Device Management software is used in companies for different reasons. [7] Based off a survey majority of the companies and organisations use the software for security. Other reasons come as mobile spending efficiency, cost savings and inventory and audit reasons. Security being the main worry for companies is a good thing as it can ensure the protection and integrity of the data.
For “CoffeeCapulus” the chosen software for BYOT is the “Cisco Meraki”. [8] There is no specific software that is completely dominant within the MDM market as it keeps getting updated weekly to improve security and additional features. However, each software has its advantages and reasons behind it may be better. The advantages that come with “Cisco Meraki” are as follows. 
Unified multiplatform device management. [9] This offers over-the-air management, monitoring and diagnostics for all mobile devices in the organisation. This displays useful information such as the recent location and even lets the admins be able to remotely lock devices which can play a big part in security. If an unknown device joins or tries to connect to the network, it could simply be locked out using this feature.
Robust security policy enforcement. [10] This enforces security policies onto mobile devices through the organisation, these policies are then administered by admins in the organisation and are used to protect the devices and the data that they store. Along with this you can control the usage of the devices and restrict access to certain content. This is particularly useful within “CoffeeCapulus” as the aim is to ensure sensitive data is not leaked out from the network. 
Scalable endpoint configuration. [11] The systems manager can deploy network settings such as security settings, remote VPN access and wireless connectivity to all devices at once. Doing so you can allow settings to be pushed out through the cloud to the end-user devices. 	Comment by Carlene Campbell: 

On-device content management. [12] This feature allows you to deliver and manage files on android devices. You can bundle several files together into a backpack and send them over-the-air to several devices whenever the need may be. This feature keeps devices up to date with its built-in file synchronization. One of the better advantages in this feature is that you can create separate backpacks and assign them to different places, for example for “CoffeeCapulus” You can send a different backpack to each department with the correct files.
Secure support for BYOD initiatives. [13] This feature improves the overall security of BYOD in several different ways. One of these being restricting network access to managed devices. This allows the company to asses whether the device could cause any harm to the network and ensure everything on it is safe to connect e.g. viruses. The other few ways it helps security are remotely wiping lost devices and even enforcing data protection. 
Automatic device classification. [14] This is another feature that is quite useful to the company. This feature allows the devices to be automatically identified and classified. Making it easier to find out which device is what and distinguishing between pcs and other devices.
Automatically apply network policies for managed device characteristics & Analyse network activity with automatic reporting. [15] These last two features are also very helpful. Policies can be applied to specific devices automatically through this feature. This is also done wirelessly and made to slow down or restrict user-owned devices. Cisco Meraki recognised common devices such as Androids, windows and even allows more policies for any unknown devices. The analyse feature allows you to see how many clients there are connected and measure the amount of bandwidth that is being used, with the network summary reports being able to be scheduled monthly or automatically. 


5.2. [bookmark: _Toc37541378]Dealing with potential issues and threats
There are potential issues and threats that arise when using BYOD in a company as with incorrect policies and management data can be leaked causing severe problems and breaches of conduct. 
One potential issue to the company will be data that is retained by the mobile devices that are connecting to the network. As suggested by Cisco [16] The data that is retained can only be accessed through the company servers. This is to ensure the safety and integrity of the data while also making sure no leaks can happen outside of the company due to this access. Another option to solve this was by having the data behind a password however this would still give the opportunity for data to be leaked therefore was not taken ahead. The data that is retained by the devices will be the network name as well as the password being saved on the device to connect into the intranet when at work. 
Another threat is the potential of data leakage when devices leave the company premises. This is a serious threat as there is sensitive data that could potentially be released out of the network. To stop issues like this the correct policies have been put in place in order to prevent any data leakage. [17] Data leakage could happen in many ways such as a lost phone or third-party apps requesting permission to access the data. This is all protected as the data is through the cloud so no data would be stored on the device, as well as to access the data the device has to be connected to the server which can only be done so at work.
A potential issue that could occur when using BYOD is the personal use of the devices while at work. This would require addressing the personal usage of devices in office. This means the staff would be using personal devices at work for personal reasons other than work. The issue is solved using different policies and procedures that are in place. Stopping the workers from using social media and other personal applications during work is done through the policy and procedures. The policy state that during work hours social media and non-work applications are off-limits. As well as there being blocks on certain webpages and applications to ensure productivity. However, this will be reactivated for breaks to allow workers their own time.
Another threat is the different types of brands, operating systems and applications on the user devices. There must be a way in which everything is deployed to ensure maximum security. [18] For the brands such as Apple and Samsung, it is important that they go with the same strategy. This being that each brand and operating system must be up to date with the latest patches to ensure maximum security. Each brand may have different types of patches for specific devices and each OS will have different patches to secure any minor problems within the system. All of this is key to ensure maximum safety both for the user and the network. 
To further improve safety devices should have some sort of find my device technology for them to be found much easier. This would help economically as the data couldn’t be stolen as it has to be connected to the network then logged in with a valid username and password, it would mean if the device was stolen or lost it could be gotten back without the need to spend additional money on more devices to replace lost ones. If one of the workers leaves the business unless the individual bought the device themselves then it is returned to the business. If not, there will be legal action in place to stop individuals stealing devices. However, if the user owns the device then the access to data is still only through the data. Their account gets terminated meaning they lose access to the network and the data involved in it.
For the applications [19], it’s important to make sure the data stored doesn’t follow through onto the applications. Applications often try to gain access to data, so it is important to inform others of this risk through the policy as well as the procedures. Another way this issue could be solved is by whitelisting and blacklisting specific applications stopping the chances of applications taking the data in the first place by reviewing and making sure they are safe.

6. [bookmark: _Toc37541379]Appendix	Comment by Carlene Campbell: 

[bookmark: _Toc37541380]A: User Policy
The internet usage policy works as part of the user policy to ensure everything that the user does on the internet could not backfire at the business [20]. For example, if the user downloads and uses any copyright images if the correct policy is not in place this could result in the business taking the full backlash in the result. 
The E-mail usage policy is useful to enforce a set of rules to stop the malicious or sensitive content that may be trying to enter or leave the network [21]. The E-mail usage policy helps stop potential viruses, spam, phishing, and other forms of attacks. 
The password policy is another very important policy to ensure that all the account made within the network follow to the set standard of security making it more difficult for the accounts to be hacked into. There are several different ways in which the passwords can be strengthened and therefore it is important to set a standard that will guide the user to making a reliable password [22].
Password policy:
· Password must contain a special character (“!”,” @”) number and a combination of upper and lowercase characters.
· Password must have a minimum length of 8 characters with a maximum length of 20 characters.
· Password must be changed every 3 months.
· Once the password expires user will be prompted to change the password and follow the same policy rules.
· The new password must contain a minimum of 5-character changes from the previous password. 
· Updated password must also be updated in the database automatically.


Policy:

· Employees are expected to use the internet responsibly to ensure maximum productivity. Personal use of the internet is prohibited during working hours.
· All of the data that is created/sent and received by CoffeeCapulus’ network belongs to CoffeeCapulus as their data.
· The email system should not be used to send content that can be deemed to be offensive, this includes vulgar or offensive language as well as images. Such use of the system is deemed unprofessional and can result in legal action if the receiver decides to do so.
· All downloads and website access may be monitored and can be blocked by CoffeeCapulus if it is deemed as unnecessary or harmful to the business.
· Installing software such as messaging technology for example messenger etc, is strictly prohibited.

Employees are also not to:
· Use the devices within the network to perpetrate any form of illegal activities such as fraud or piracy.
· Use someone else’s account without authorisation from the owner.
· Copy, download or pirate any software and files without authorisation.
· Perform any sort of hacking within the network.
· Posting information that could be deemed defamatory to the company, its colleagues, customers, and its products.
· Upload any malicious software that could put the company network under risk.
· Use of the E-mail systems to send chain letters or as a personal business.

[bookmark: _Toc37541381]B: Device management policy 
The device management policy states what devices can and cannot be within the network. Although the chosen software already enforces many of the policies there are still additional policies that can be added to make it safer. The device management policy needs to cover vital needs and rules that must be followed [23].
· CoffeeCapulus uses the Cisco Meraki mobile device management software to secure its devices and enforce policies remotely. Before the device can connect to the corporate network it must be set up to be able to be managed by Cisco Meraki.
· Cisco Meraki must be installed on any devices that wish to connect to the corporate resources. This goes to any devices that are used for personal use from work. This can be done by contacting the IT department.
· The software used enables IT management to take actions on connected devices: [location tracking, remote wipe, remote lock, password reset].
· Any sort of attempts to bypass the management software will result in disconnection from all the resources along with consequences by the rules of CoffeeCapulus security policy.
· Using software in attempts to hide network traffic is strictly forbidden. E.g., VPNs, Proxies, etc.


[bookmark: _Toc37541382]C. Security policy
The software that is being used already enforces several policies that help manage the network and keep it safe. The following are added to ensure additional safety and better management due to having BYOT and the cloud involved.
· Before the device is connected to the network it will be scanned to ensure that there are no malicious/harmful files inside.
· The user must make an account before proceeding onto the network. This helps monitor the activity of what each user does.
· After 5 failed logins the device/account will lock itself. IT must be contacted to regain access.
· Rooted or jailbroken devices are strictly prohibited from accessing the network.
· After the device is approved you will be given an installation of the Cisco Meraki software to install onto the device. This provides security features such as the advanced malware protection.
· All end-users accessing the network will NOT save their user credentials and/or internet sessions when logging in or accessing any company resources.
·  All devices must have an up to date antivirus installed.
· The software used the network access control to check if devices have an antivirus installed. If the device does not have one it gets moved into a quarantine zone where the antivirus, then can be downloaded without risking the network’s safety.
· There is a screen lock that is enforced on all devices if they are inactive for 5 minutes. 
· All users of the network must agree to follow the user policy and are responsible for all activity on their devices as well as their accounts.
· Network access privileges will be applied accordingly to each user’s role and security clearance within the network.
· All company data is encrypted and stored onto a local directory within the device and can only be accessed through the company network or the company’s website depending on the data being accessed:
1. If the data is sensitive, it will only be accessible through the network.
2. All other data will be accessible through the company’s site with the appropriate login information.
· Serious network policy breaches go as follows:
1. Attempting to view banned or blocked websites by any means.
2. Accessing sensitive company data without authorisation using hacking tools or special software.
3. Any tampering and/or the removal of the company software.
· All the user activity on the network is logged and can be seen by each account. Anyone caught breaching the network policy will be subject to disciplinary measures as well as removal from the network. Disciplinary action can even lead to contract termination and/or prosecution by the police in conjunction with the computer misuse act of 1990 and the data protection act of 1998 under the UK law.
· All end-users with access to company resources will follow data removal procedures to permanently remove company-specific data from devices once its no longer required.
· The device can be remotely wiped if:
1. The device is lost.
2. Employee terminates employment with the company.
3. IT detects a data and/or policy breach.
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                 MARKING CRITERIA AND STUDENT FEEDBACK



This section details the assessment criteria. The extent to which these are demonstrated by you determines your mark. The marks available for each criterion are shown. Lecturers will use the space provided to comment on the achievement of the task(s), including those areas in which you have performed well and areas that would benefit from development/improvement.

	[bookmark: assessmentComponent]Common Assessment Criteria Applied  (Assignment 1)
	Marks available
	Marks 
awarded

	1. Engagement with Literature Skills
Extent of research and/or own reading, selection of credible sources, application of appropriate referencing conventions.
	
	

	[bookmark: feedbackRIL]You have engaged well with the literature a number of credible sources used, though some could be more current. Key concepts discussed and referencing convention used. (Grade mark: 73.33%)
	[bookmark: totalRIL]15
	[bookmark: markRIL]11

	
	
	

	2. Knowledge and Understanding Skills
Extent of knowledge and understanding of concepts and underlying principles associated with the discipline.
	
	

	[bookmark: feedbackKUS]You have demonstrated understanding of the concepts and principles. The IEEE report format was not used. (Grade mark: 73.33%)
	[bookmark: totalKUS]15
	[bookmark: markKUS]11

	
	
	

	3. Cognitive and Intellectual Skills
Analysis, evaluation and synthesis; logic, argument and judgement; analytical reflection; organisation  of ideas and evidence
	
	

	[bookmark: feedbackANA]Your report discuss all the relevant areas for this assignment; policy, DFD, network design, etc. No conclusion written. Very detailed DFD diagram.  (Grade mark: 77.50%)
	[bookmark: totalANA]40
	[bookmark: markANA]31

	
	
	

	4. Practical Application Skills
Deployment of methods, materials, tools and techniques; application of concepts; formulation of innovative and creative solutions to solve problems.
	
	

	[bookmark: feedbackPAD]You have designed a fully working packet tracer diagram which considered security countermeasures.  DHCP, NAT, DNS, password etc. configured.  All devices tested via ping could reach the cloud server.  No redundancy was considered but not required at this level. (Grade mark: 80.00%)
	[bookmark: totalPAD]20
	[bookmark: markPAD]16

	
	
	

	5. Transferable Skills for Life and Professional Practice
Attributes in professional practice: individual and collaborative working; deployment of appropriate media; presentation and organisation.
	
	

	[bookmark: feedbackSPP]Your report written and flow well. Some grammatical errors. It could be justify align to make it looks very professional.  (Grade mark: 75.00%)
	[bookmark: totalSPP]10
	[bookmark: markSPP]7.5

	
	
	



	Assignment Mark (Assessment marks are subject to ratification at the Exam Board.  These comments and marks are to give feedback on module work and are for guidance only until they are confirmed. )
	Late Submission Penalties (tick if appropriate)
	[bookmark: totalMark]77%

	
	Up to four weeks late
	[bookmark: fourWeeksLate]
	

	
	First Attempt?
	[bookmark: firstAttempt]
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