


[bookmark: _GoBack]
2

Contents
1. Introduction	1
2. Background	1
2.1 Distributed Network Attacks (DNA)	2
2.2 Dark / Deep Web	3
2.3 Cryptocurrency	4
3. Aim	5
4. Objectives	5
5. Methodology	5
5.1 Risks and Solutions	6
6. Resources and Planning	7
6.1 Resources	7
6.2 Planning	7
7. Conclusion.	9
References	9

[bookmark: _Toc8166179]1. Introduction
The purpose of this report is to outline various tasks involved in the completion of the project goal; in this case how can we mine cryptocurrency using available computing capacity in the dark web with distributed network attacks. First, it is required to conducted background research into this topic. Three main fields are identified which will help in the completion of this topic: Distributed Network Attacks (DNA), Dark / Deep Web and Cryptocurrency. These three fields require extensive research in order to properly understand their function and their overall role within the project, therefore understanding them is critical to both project continuation and success.
Following research into the mentioned areas, a detailed plan will be discussed. Planning is key for success as it gives a blueprint for executing project objectives and goals. Without planning and proper understanding of the topic, it is possible to find oneself in a situation where there is no clear goal or method to achieve project success. In case of this project, the plan will detail what each field entails, how they can interact together and, if possible, how to use these ideas to mine cryptocurrency using available computing capacity. To accomplish this aim, various objectives will be outlined in order to break down the overarching project aim into smaller, more manageable and more detailed sections.
Planning must also take into consideration the collection of data. What data is the project aiming to acquire? How will this data be collected? And what will the purpose of this data be? These questions are important in determining project success. Therefore, planning how to find and utilise this data will be discussed further into the paper, as well as any potential ethical issues, risks and limitations that must be considered in the completion of this project.
Finally, resources are vital to the success of any project. Therefore, determining what resources are required and how to obtain these resources will be discussed. 
To ensure the above plan is understood, software’s such Gantt Charts ill be created to display the overall project plan and aims in an easy to understand manner. This will have the advantage of laying out the plan in a visual method, which can be critical in understanding what bits of the project must be completed before moving on to another task. Gantt Charts can also improve time management, which boosts overall project efficiency.
[bookmark: _Toc8166180]2. Background
With the rapid development and evolution of the Internet, networks have become more ingrained in everyday life [1] [2]. These systems provide convenience to people, enhanced efficiency in many ways, improved overall communication between people and businesses alike and improved the status of healthcare [1] [2]. However, these networks are constantly at risk of various security threats [1] [2] [3]. As more and more devices become connected, this leads to an increase in network and data vulnerability within any network with Internet connectivity [1] [2] [3] [4]. This leads to an increase in responsibility for network security managers as they must consider potential threats that can compromise network performance and the integrity of network data [1] [2] [3] [4]. As a result of potential network threats, network information security has become the fifth security dimension alongside sea, land, air and space [2]. 
Data loss and data leakage are common security risks [1] [2] [5], effecting multiple types of network architecture, such as hierarchical [1] and cloud [5] networks. Several mitigation techniques are available based on the network in question [5]. For instance, for both standard and cloud networks, key points such as knowing who is accessing what and limiting users based on specific traits [1] [2] [5]. For cloud, these traits could be limiting information based on user location or device used to access the cloud [5]. Similarly, company’s may wish to limit user access to their corporate network from specific devices, but also based on employee permission levels [1] [2]. Currently, information security has been developed along two directions: data security and network security [2].
The data security method is based on cryptography theory, which researches data confidentiality, integrity and availability, as well as other data security defence strategies [1] [2] [6]. Cryptography is the process of converting standard texts into an unreadable form [6] [7]. The major factor in cryptography is encryption and decryption [6] [7]. Encryption is the method of converting readable data into an unreadable format where decryption is reversing this process to return the text to its original form [6] [7]. In standard cryptography methods, decryption requires a key at the destination in order to retrieve the information [6] [7]. 
Cryptography is classed into two types based on key requirements [6] [8]. These are Symmetric Key Cryptosystems and Asymmetric Key Cryptosystems [6] [8]. Symmetric systems utilise the same key for both encryption and decryption purposes, requiring the same key to be known at the source and destination of data communication [6] [8]. This type of cryptography is also known as secret-key or shared key encryption [8]. The key needs to be shared through secret communication, as an attacker can easily access transmitted data should they acquire this key [8]. An advantage to this type of encryption is that it is faster and requires less resources [8]. Various algorithms have been developed utilising symmetric cryptography, such as Advanced Encryption Standard (AES), Data Encryption Standard (DES), Triple Data Encryption Standard (3DES) and blowfish [8].
Asymmetric systems utilise two keys [6] [8]. One key is required to encrypt the data, while a second is required in order to decrypt the data [6] [8]. This type of cryptography is also known as public key cryptography [8]. The key utilised in encryption is known as the public key, while the key used to decryption at the receiver is known as the private key [8]. Digital signatures are used to certify keys using this method [8]. Advantages of this method include better convenience, provides better authentication and improved security as data privacy remains intact [8]. Algorithms that utilise asymmetric encryption include Rivest-Shamir-Aldeman (RSA), Diffie-Hellman, Elliptic-Curve Cryptography (ECC) and Digital Signature Algorithm [8].
[bookmark: _Toc8166181]2.1 Distributed Network Attacks (DNA)
Distributed Network Attacks (DNA) is an approach to recovering password protected files [9] [10] [11]. Typically, recoveries are limited to the processing power of one machine. However, using DNA, the power of multiple machines across the network or across the world can be used to decrypt passwords [10] [11] [12]. DNA servers are located within a central location that can be accessed by machines running DNA client software’s over the network [10] [11] [12]. A DNA Manager coordinates the attack by assigning small percentages of the key search to machines distributed across the network [10] [11] [12]. DNA clients only utilise unused processor power and time to perform this attack and run in the background [10] [11] [12].
DNA was designed by AccessData [14] with the intent of performing distributed decryption attacks across large enterprises using grid implementation [10] [14]. The cost of maintaining the grid side of the product was high, having to regularly update client applications to support several everchanging operating systems (OS) was time consuming, and debugging distributed communications began to consume resources that could be used in more efficient methods [11]. 
Through a collaboration with Parabon, AccessData integrated DNA into Parabon’s Frontier grid platform [15]. Parabon assisted in creating a custom interface within Frontier that allowed DNA to perform tasks using its native format, which greatly aided with integration of the two products [15]. The result of this collaboration is a product that possesses both the code cracking capability of DNA and the reliability and scalability of Frontier, simply called “DNA with Frontier” [15]. DNA with Frontier is capable of decryption that can scale across thousands of computers [10] [15]. This software is said to run smoothly, as if only utilising a single host, but possesses the high speeds in terms of decrypting encrypted files [13].
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As mentioned, the Internet, or “network of networks”, has allowed numerous networks and device to connect around the world [1] [2] [15]. This has led to improved quality of life for many involved [1] [2]. However, some argue that the Internet has brought more harm than good [15]. There have been many news articles regarding identity theft, where the identification of an individual has been placed on sale on the dark web [15]. Other articles relate to drug markets, human trafficking incidents and other dangers associated with the dark web [15]. 
The dark web is part of the World Wide Web that requires special types of software in order to gain access [15] [16]. It is an intentionally hidden section of the Internet which helps protect the privacy of internet users from traffic analysis attacks [15] [16]. Characteristics of the dark web include:
· Decentralisation [16]. Peer-to-peer is the most common form of communication technology used within the dark web [16].
· Internet Infrastructure utilisation [16]. The dark web is built upon the public internet infrastructure [16].
· Usage of non-standard computer protocols [16]. Both communication protocols and ports utilised for the dark web are unreachable by those outside of the network [16].
Within the dark web, users can only access contents and resources using specific protocols while the network is constructed in such a way that a user’s identity cannot be traced back [16]. Several software that can access the dark web is available to the public [16]. These include Tor (the onion router), Onion, I2P, Freenet and IPVanish [15] [16] [17]. The most popular software used is Tor network [16] [17]. Tor is an application of an Onion Routing network [17]. This application provides a large degree of privacy for users such that if traffic packets are captured, only the previous and next waypoints can be uncovered [15] [16] [17]. 
Thanks to the high level of anonymity granted by Tor, it has become a useful and popular tool for malicious users [16] [17]. Using Tor, a user can compromise the non-repudiation principle of network security [17]. This principle uses a digital signature is used to ensure a message or document has been digitally signed by the individual who claimed to have signed it [18]. Digital signatures are also used to ensure that an individual cannot later deny the use of their signature, as it can only be created by a single individual [18]. Tor is also used by hackers who wish to launch attacks such as distributed denial-of-service (DDoS) or identity theft [17].
Tor has been designed to enable users to surf the Internet anonymously, preventing their activities and location from being discovered by government agencies, corporations or other groups and individuals [15] [17]. As mentioned, Tor is more popular and has more visibility in both hacker communities, but also within academic communities, when compared to other anonymisers [17]. Tor’s main design goal is to prevent attackers from linking communication partners, or from linking multiple communications to or from a single point of origin [17]. The Tor network consists of a Tor-client, an entry or guard node, several relays and an exit node [17]. This allows for the creation of a Tor anonymising circuit which can handle all cryptographic keys needed to communicate with all nodes within the circuit [17].
Precautions should be taken before accessing the dark web. Anonymity while on the dark web, granted by software such as Tor, frequently leads to criminal activities, such as sale of drug, weapons, fake IDs, passports and stolen electronics [15] [16]. There are also many websites within the dark web designed to attract victims or are placed by legal authorities to identify and track potential criminal activity [15]. Therefore, precautions such as ensuring webcam and microphone drivers are disabled, cameras are covered and tapped, and ensuring the use of multiple VPNs (despite Tor possessing a build in VPN) are a few precautions which can protect a user accessing the dark web [15] [16]. However, a main precaution should be ensuring the device used to access the dark web is free of all personal information, as well as any other key bits of information such as company data [15].
Without taking precautions, users can easily expose their devices to malicious programs, such as Vawtrack, Skynet and Nionspy [15]. These are designed to infect a victim’s system and perform malicious actions such as: gaining access to a victim’s financial accounts; use a victim’s systems to steal bitcoins or perform DDoS attacks; and capture keystrokes, steal documents and record audio and video [15].
There are similarities in protection methods between the standard web and the dark web [15]. Malicious software exists on both the public net and dark web; therefore, many precautions will be similar [15]. These include:
· Using common sense [15] [16]. If something appears to good to be true, chances are that it is [15]. Likewise, being aware of possible outcomes and consequences of web interaction is vital not only on the dark web, but also on the standard web [15].
· Protect your identity [15] [16]. Using standard email addresses, usernames associated with you or any personal data can lead to disaster [15]. Therefore, creating throwaway addresses and information is one method of precaution [15]. Similarly, do not reveal any personal information or names unless communicating with trusted sites using encryption [15]. Sites beginning with https://, rather than simply http://, notes the use of encryption [15].
· Do not download or open files online, especially from untrusted sources or on the dark web [15] [16]. Scanning files using antivirus software is advised if downloading a file is mandatory [15]. This can detect the possibility of viruses, worms, trojans and any other malicious software [15]. Similarly, do not click links from untrusted sources as some can be sent via email to install malicious software into a user’s system [15].
[bookmark: _Toc8166183]2.3 Cryptocurrency
Cryptocurrencies are a type of currency that exist only in the digital world which have been designated as virtual currencies [19] [20] [21]. The field of cryptocurrency has grown rapidly since the development of bitcoin in 2009 by an unknown individual [19] [20] [21]. Cryptocurrencies are transferred from person to person without the requirement of a third party [19] [21]. The elimination of third parties, such as banks, also leads to the elimination of payments required for the use of these parties [19]. As such, user’s have full control over their cryptocurrency and can spend them anytime and anywhere [19] [21]. All cryptocurrency transactions can be verified by any participating node or coin miner within the network [21]. Records of all cryptocurrency transactions are kept in public ledgers or blockchains [21]. Cryptocurrencies use cryptography to secure transactions occurring on the network, controlling the generation of new currency units and verifying the transfer of digital assets and tokens [19] [21].
Cryptocurrencies are based on blockchain, an append-only ledger that users can access using applications known as “wallets” and “exchanges” [20] [22] [23]. A blockchain is a series of data blocks that create a data chain, where later data blocks refer to a single block located previously within the chain that is identified by its hash [22] [23]. Once new blocks are added to the data chain, their inclusion and state are propagated to all participating data nodes [22] [23]. The result of this is that each data block in the network has a global view of all transactions [22] [23]. Blockchain is the culmination of multiple technologies, such as consensus algorithms, cryptography, networks, databases and many others [23]. 
Blockchain based applications and systems are decentralised, trusted, traceable and immutable [22] [23]. This technology integrates decentralisation, distributed computation, asymmetric encryption, timestamp and consensus algorithms [22]. Blockchain maintains a vast amount of data thanks to decentralisation, while also simplifying account reconciliation processes through encryption techniques and distributed message transmissions [22] [23]. It is also capable of improving upon data efficiency while providing data sharing functions without compromising data security [22] [23]. This gives blockchain numerous advantages to traditional technology, such as: sustainability, compatibility, data sharing and interconnectivity [22].
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The aim of this project is based on the question: 
· [bookmark: _Hlk8088130]How can we mine cryptocurrency using available computing capacity in the dark web/deep web by Distributed Network Attack (DNA)?
Several objectives will be identified in order to achieve this project aim, which will be detailed below.
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To achieve the aim of this project, several steps must be taken. The following objectives will be critical in completing the project and determining if the aim is possible:
· Research into various aspects of Internet Security
· Gain and understanding of Distributed Network Attacks, the Dark / Deep Web and Cryptocurrency.
· Research tools and software required to undertake the project task (Tor, VPNs etc.)
· Design and run an experiment to test the project aim
· Gather key data acquired from the experiment for analysis
· Adjust if required in order to fine tune the experiment
The initial steps will improve upon knowledge required for the completion of the project, which will lead to the ability to design an experiment which will attempt to achieve the project aim. It is also possible that these steps note that the project aim is not achievable. The purpose of the final two objectives are to gather and analyse data, but also make changes to the project experiment as required, should the initial experiment not work as intended.
[bookmark: _Toc8166186]5. Methodology
The philosophy approaches this project will take to completing its goals will be based on positivism. Positivism research takes a controlled and structured approach in conducting research by identifying a research topic and developing an appropriate hypothesis. Therefore, it is important to take an objective approach to the project, using only rational and logical approaches to research. Positivism research requires data collection and evaluation in a logical manner. In relation to this project, the aim is set to determine how can we mine cryptocurrency using available computing capacity in the dark web/deep web by Distributed Network Attack (DNA)?
This project will take a deductive approach to completing the aim and objectives. Deductive approached typically start with a hypothesis, which is based upon existing theories and research within that field, then designing a strategy in order to test the hypothesis. As this project is heavily experiment based, data acquired will fall under a quantitative concept. Quantitative data is defined as a data value that possesses a unique numerical value. This data can be verified and evaluated using mathematical techniques. Quantitative data typically occur in experiments designed to measure certain factors.
As mentioned, an experiment will be designed in order to prove this project aim. Data will be collected through multiple experiments in order to determine how it is possible. Based on the outcome of these experiments, alternations may be made to the experiment design in order to obtain more desirable results. However, there are several objectives required before this phase can begin.
Firstly, research will be conducted into the field of network security, focusing primarily on three key topics: Distributed Network Attacks; Dark / Deep Web; and Cryptocurrency. This is done using peer reviewed journals and other scientific publications within the last 10 or so years. Published dates are important to consider as they dictate how up to date the research is, with newer research likely being more accurate than older publications. This also gives a better understanding of the current trends and views of others within the field of research, as well as any potential experience that may have been acquired through similar experimentations. An additional benefit is that experiment approaches that did not work may be discarded in favour of other ideas. This narrows down the scope of possible approaches and increases the likelihood of project success.
Research and analysis of various tools required for project completion will not only be helpful, but also key to project success. Like field research, this approach requires the use of peer reviewed journals and books. The purpose of this is to determine which tools and software are required to complete the task. Several software programs have been identified through use of peer reviewed journals, such as Tor, I2P, Freenet and IPVanish [15] [16] [17]. Through this method, Tor has been identified as the more popular software to gain access to the dark web [15] [16] [17]. Other software which can be identified in this manner include VPNs, as well as the use of DNA. This gives an additional benefit of observing other experiences using specific software, which can lead to greater understanding of their function, as well as potential work arounds for any complications that may arise.
Finally, an experiment approach will be taken. Software will be installed on a compatible device. The project concept is to utilise software such as Tor, in combination with Distributed Network Attacks, to mine cryptocurrency using available computing capacity in the dark web. Therefore, data will be gathered in each step. i.e. initial data will determine if each software functions as expected, culminating in determining if the combination allows for the project aim to be achieved, and if so, how efficient is the process?
[bookmark: _Toc8166187]5.1 Risks and Solutions
As with most projects, there are several risks to consider. Firstly, utilising the dark web comes with numerous security risks that must be taken into consideration [15] [16]. Due to the anonymity granted by the dark web, numerous sites exist for the sole purpose of infecting devices with malware that can be utilised by malicious individuals to perform various attacks from infected devices, depending on which malware is used [15] [16]. This risk is also magnified if the device in question possesses vulnerable information, such as identification, usernames, email addresses and other personal data [15] [16]. To mitigate these risks, utilising machines that possess no critical information that can be tied to any individual will be used. This ensures that no key information can be stolen and ensures main devices do not become infected with malware or viruses. Other countermeasures include using throwaway email addresses and usernames that can not be tied back to an individual. These ensure all transactions for this project are isolated in a pre-determined location, protecting authentic information and devices from potential harm. Finally, to prevent malicious software from being downloaded, it is key to use common sense regarding what is being selected. If an item requires interaction, scanning these items using anti-virus software can minimise chances of acquiring malicious software [15] [16].
Another risk involves the use of VPNs. VPNs will be required for the completion of this project, as they will add an additional layer of security when using the dark web. However, within certain VPNs lie certain vulnerabilities. Firstly, one key vulnerability to note is using a single VPN can lead to data exposure, as some VPNs can leak the IP address should they go down. Secondly, some VPNs utilise public DNS servers to resolve website information. This can lead to certain traffic utilising non-secured public DNS servers to complete website transactions. To account for these, utilising multiple VPNs can lead to additional protection, as the redundancy protects from a single point of failure. Also, utilising VPNs that possess internal DNS servers will be more secure, as website information will remain within the VPN, granting higher security and encryption. To determine which VPNs possesses these qualities, research into different providers will be conducted.
Finally, risks are involved in the selection of software and physical hardware used in the project. Specific software such as Tor, VPNs and Distributed Network Attacks are required for the completion of this project. Therefore, research into compatibility with physical devices will be conducted to ensure the right versions are used in combination.
[bookmark: _Toc8166188]6. Resources and Planning
Resources and planning will play key roles within the project completion. Planning will give a rough outline of what is required, when specific tasks should be completed, and which tasks are mandatory before the project can proceed. The benefits include enhanced time management, which ensures the project continues at a steady and reliable pace. Specific resources are required for the completion of this project, which will be detailed below. Final note if that additional resources may be required should further research reveal the need, and project plans may change based on new findings. These include specific tasks requiring more, or less, attention than anticipated, or further research required in the completion of a specific goal.
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Resources required for this project include:
· Specialised software, such as Tor, VPNs and DNA systems, will be required for gaining access to the dark web, adding layers of protection to the project, and performing the project aim, respectively. Other software required includes anti-virus software, which will be used for additional security when utilising the dark web. While not difficult to obtain, throwaway email addresses and accounts will be used to ensure no information can be traced to any individual.
· Computer systems will be required for the completion of this project. Due to the nature of security related projects, using isolated devices with as little information as possible will be ideal. No important information, such as bank details, personal information etc. must be present on devices used within this project in order to ensure data confidentiality of individuals.
· Workspace will be required to complete this project. Space should be adequate to contain all important systems and devices. Devices should be compatible with any software used within the project and possess enough storage for this task.
· Project supervisor input, online peer-reviewed journals and books will be used to obtain information required for the completion of this project. In case of supervisor input, they will be critical in ensuring project stays on track and providing aid in project direction and information. Online peer-reviewed journals can be obtained via online libraries and search engines such as IEEE Xplore, while books can either be obtained from the online library, or physically acquired from standard libraries. 
[bookmark: _Toc8166190]6.2 Planning
As mentioned, planning is important to the success of a task. This importance is greater for project work. Planning aids in gaining understanding of what is required for a task and how much time has been allocated to its completion. To help with planning, a Gantt Chart was created. The purpose of Gantt Charts is to allocate time slots to various tasks and show which tasks are prerequisites to other tasks. Gantt Charts are also helpful in displaying the timeline of a project, rather than simply a list of tasks, which can give a greater idea of how big specific tasks are in relation to other tasks. They are also useful in showing subtasks associated with the overarching main task. Figures 1 and 2 below show the Gantt Chart table and Gantt Chart timeline, respectively.
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Figure 1: Gantt Chart Table
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Figure 2: Gantt Chart Timeline
Key point shown within the Gantt Chart is that research will be conducted throughout the project timeline, as new information will be required at various points of the project. Additionally, extra time has been allocated at the end in case of specific tasks requiring additional time or any other unforeseen events.
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The completion of this project relies on several factors. Research into network security focusing primarily on Distributed Network Attacks (DNA), the Dark / Deep web and cryptocurrency was done to garner a greater understanding of these topics. Key points identified were: the relation each topic has to cryptography; how DNA utilises the processing power of multiple computers on the network to decrypt data; the process and software required for gaining access to the dark web; and what cryptocurrency is and how it relates to blockchains. Tor was identified as the most popular software used to gain access to the dark web due to benefits such as enhanced anonymity and encryption methods. Blockchains were identified as series of data blocks that create a data chain, where each data block possesses an overview of the entire network. It was also noted that blockchains improves data efficiency and sharing without compromising security.
From this research, several objectives were identified in order to complete the project aim. These include further research into the mentioned areas and identifying software and hardware required for the project. The overall project requires a positivism approach in conducting experiments and acquiring data, as the purpose of the project is to determine if the aim is possible and identifying steps which can be taken to improve the process efficiency.
However, there are risks that must be taken into consideration, such as: malicious software existing within the dark web; possibility of single points of failure using VPN software; some VPNs possess DNS vulnerabilities; and software compatibility. From the research conducted, solutions were identified. Using throwaway emails and accounts to ensure no traceability to a single individual or possibility of personal information becoming compromised, ensuring files are scanned by anti-virus software in order to detect malicious software and utilising devices that possess no personal or key information are some solutions to problems identified within the dark web.
Finally, to improve time management in relation to the project, a Gantt Chart was created to outline various tasks required in the completion of the project, and if any task had a prerequisite before it can begin. The display of the overall timeline granted by Gantt Charts aids in showing the visual timeline of the project and showing which tasks significant time investment and which can be completed within a short period of time. Additional time was allocated to the project, which gives greater flexibility in task deadlines and ensures that there is enough time should unforeseen events occur which detract from project task time. This also helps in the event a specific task takes more time than first anticipated.
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