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1. Introduction 
 

GreenLeaf Organics is a sustainable UK-based company specialising in the sale of 

organic food, eco-friendly household products, and natural lifestyle items. As the 

business expands, it requires a reliable digital solution to manage suppliers, products, 

customers, orders, and reviews efficiently. 

This project develops a scalable relational database and a PHP-based website 

prototype to support the company’s operations. The database design includes an Entity 

Relationship Diagram (ERD), relational tables, constraints, sample data, and 

normalisation to Third Normal Form (3NF) to improve data integrity and reduce 

redundancy [1]. 

MySQL was selected because it supports relational structures, keys, transactions, 

triggers, and indexing, while PHP enables dynamic database interaction and CRUD 

functionality. 

 

2. Scenario and Business Requirements 

2.1 Business Process Overview 
 

GreenLeaf Organics is an environmentally responsible company that works with 

certified suppliers to sell organic and eco-friendly products through an online platform. 

The system is designed to support supplier management, product listing, customer 

registration, order processing, and feedback collection. 

Suppliers are required to provide contact and certification details to ensure that products 

meet organic and sustainability standards. Since one supplier can provide multiple 

products, products must be linked to suppliers within the database. 



 

Product records should include information such as name, description, price, stock 

quantity, expiry date, image location, and certification details. Products are also 

organised into categories such as organic vegetables, natural skincare, and eco-friendly 

household products. As products can belong to multiple categories, a junction table is 

required to resolve the many-to-many relationship between products and categories [2]. 

Customers can register, place orders, and leave reviews. Orders record purchase 

transactions and the individual products included in each purchase. The system also 

supports supplier reviews to improve transparency, trust, and quality control. 

 

2.2 Functional Requirements 
 

The system must support the management of suppliers, customers, products, 

categories, orders, and reviews. It should implement product-to-category classification 

through a junction table and customer-to-order relationships using foreign keys. The 

OrderDetail entity must also link orders and products to record purchase transactions 

accurately. 

The PHP-based website should provide CRUD functionality for the main entities, 

allowing users to add, view, update, and delete records. The system must also display 

database content dynamically using PHP and MySQL queries. In addition, simple 

search and filtering functionality should be available to help users retrieve relevant 

information efficiently [3]. 

The database should support transactions to ensure that operations such as order 

creation and stock updates succeed or fail as a single unit. Auditing functionality should 

also be implemented using triggers or audit mechanisms. Furthermore, indexes should 

be applied to improve the performance of common queries, including product searches, 

customer order history, and low-stock reporting. 

 

 



 

2.3 Non-Functional Requirements 
 

The system should ensure data integrity through the use of primary keys, foreign keys, 

unique constraints, and validation rules. Security should be supported through input 

validation, prepared statements, escaping techniques, and controlled administrative 

access. Maintainability is improved through the use of normalised tables and a well-

structured codebase, while relational design and indexing support scalability and 

performance [4]. 

Reliability is enhanced through transaction management, ensuring that operations such 

as order creation and stock updates are completed successfully as a single unit. If an 

error occurs during a transaction, the changes can be rolled back to maintain database 

consistency. 

 

3. Database Design 
 

3.1 Choice of Database System 
 

MySQL was selected because it supports relational tables, primary keys, foreign keys, 

constraints, transactions, stored procedures, triggers, and indexes. These features help 

maintain data integrity and support reliable order processing within the system [5]. 

In addition, MySQL integrates effectively with PHP through MySQLi or PDO, making it a 

suitable choice for the development of a database-driven website prototype. 

 

 

 

 



 

3.2 Main Entities and Attributes 
 

Entity Primary Key Main Attributes Purpose 

Supplier SupplierID SupplierName, Email, 
Phone, Address, 
CertificationDetails, 
RegistrationDate 

Stores certified 
supplier and 
contact/certification 
data. 

Product ProductID Name, Description, 
Price, StockQuantity, 
ExpiryDate, 
CertificationInfo, 
SupplierID, 
DateAdded, Status, 
ImageURL 

Stores products and 
links each product to 
one supplier. 

Category CategoryID CategoryName, 
CategoryDescription 

Classifies products into 
logical product groups. 

ProductCategory ProductID + 
CategoryID 

ProductID, CategoryID Associative entity 
resolving the many-to-
many relationship 
between Product and 
Category. 

Customer CustomerID FirstName, LastName, 
Email, PasswordHash, 
Phone, Address, 
RegistrationDate, 
Status 

Stores customer 
accounts and contact 
information. 

Orders OrderID CustomerID, 
OrderDate, 
TotalAmount, 
OrderStatus, 
PaymentMethod, 
DeliveryAddress, 
PaymentStatus 

Stores high-level 
purchase transactions. 

OrderDetail OrderDetailID OrderID, ProductID, 
Quantity, Price 

Stores individual order 
items and resolves the 
many-to-many 
relationship between 
Orders and Product. 

Review ReviewID CustomerID, 
ProductID, Rating, 
Title, Comment, 
ReviewDate 

Stores customer 
feedback on products. 

SupplierReview SupplierReviewID CustomerID, 
SupplierID, Rating, 
Comment, ReviewDate 

Stores customer 
feedback on suppliers. 

 

Table 1 summarises the primary entities, attributes, primary keys, and business purposes included in the 
GreenLeaf Organics database design. 

 



 

The GreenLeaf Organics database includes the key entities required to support the 

business processes. The Supplier entity stores certified supplier contact and 

certification details, while the Product entity stores product information such as price, 

stock quantity, expiry date, certification details, and supplier references. 

The Category entity is used to organise products into logical groups, while the 

associative entity ProductCategory resolves the many-to-many relationship between 

products and categories [6]. 

The Customer entity stores registered customer details, while the Orders entity records 

purchase transactions and the OrderDetail entity stores the individual products included 

in each order. 

Customer feedback is managed through the Review and SupplierReview entities, 

supporting transparency, quality control, and customer trust within the platform. 

 
 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

3.3 Relationship Design 
 

Relationship Cardinality Justification 

Supplier -> Product 1:M Each supplier can supply many 
products, but each product is 
linked to one supplier through 
the SupplierID foreign key. 

Product -> Category M:N A product may belong to 
multiple categories, and a 
category may contain multiple 
products. The ProductCategory 
associative entity resolves this 
many-to-many relationship. 

Customer -> Orders 1:M A customer can place many 
orders, while each order 
belongs to one customer. 

Orders -> Product M:N An order can include multiple 
products, and each product can 
appear in multiple orders. The 
OrderDetail associative entity 
resolves this many-to-many 
relationship.  

Customer -> Review 1:M A customer can write multiple 
product reviews. 

Product -> Review 1:M A product can receive multiple 
reviews. 

Customer -> SupplierReview 1:M A customer can review multiple 
suppliers. 

Supplier -> SupplierReview 1:M A supplier can receive multiple 
reviews. 

 

Table 2 summarises the cardinalities and justifications for the relationships implemented in the GreenLeaf 
Organics database design. 

 

The relationship design shows how the entities within the GreenLeaf Organics database 

are connected. The relationship between Supplier and Product is one-to-many, as one 

supplier can provide multiple products, while each product is linked to only one supplier. 

The relationships between Product and Category, and between Orders and Product, are 

many-to-many and are resolved through the associative entities ProductCategory and 

OrderDetail, respectively [7]. 



 

The relationship between Customer and Orders is one-to-many because a customer 

can place multiple orders. Customers can also submit multiple reviews for products and 

suppliers. 

These relationships are implemented using foreign keys to maintain referential integrity, 

reduce redundancy, and support efficient business operations. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

4. Entity Relationship Diagram 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 1: Entity Relationship Diagram  



 

The Entity Relationship Diagram illustrates how the business rules of GreenLeaf 

Organics are represented within the database structure. Products have a one-to-many 

relationship with suppliers, while customers also have a one-to-many relationship with 

orders. 

The ProductCategory entity resolves the many-to-many relationship between products 

and categories, allowing products to belong to multiple categories without data 

duplication [8]. Similarly, the OrderDetail entity resolves the many-to-many relationship 

between orders and products by storing each purchased item, quantity, and price. 

Foreign keys are used throughout the database to maintain referential integrity, prevent 

orphan records, and ensure data consistency. 

 

5. Normalisation to Third Normal Form 

5.1 First Normal Form 
 

The GreenLeaf Organics database satisfies First Normal Form (1NF) because all 

attributes contain atomic values and there are no repeating groups. Each field stores 

only a single value rather than lists or multiple values within the same attribute. 

Examples of atomic attributes include product name, price, stock quantity, expiry date, 

review rating, and customer email. In addition, each table contains a primary key, such 

as ProductID, CustomerID, SupplierID, or OrderID, which uniquely identifies each 

record [9]. 

This structure improves data consistency, prevents duplication, and supports efficient 

relational database processing. 

 

 
 



 

5.2 Second Normal Form 
 

The GreenLeaf Organics database satisfies Second Normal Form (2NF) because all 

non-key attributes depend on the entire primary key, with no partial dependencies. 

This is particularly important in associative entities such as ProductCategory, which 

uses a composite primary key consisting of ProductID and CategoryID. The table only 

stores the relationship between products and categories and does not contain additional 

attributes dependent on part of the key [10]. 

The OrderDetail entity also satisfies 2NF because attributes such as Quantity and Price 

depend on the specific order-product combination rather than on the order alone. This 

design separates overall order information from individual product purchase details, 

improving consistency and reducing redundancy. 

 

5.3 Third Normal Form 
 

The GreenLeaf Organics database satisfies Third Normal Form (3NF) because it 

contains no transitive dependencies. This means that non-key attributes depend only on 

the primary key and not on other non-key attributes. 

For example, supplier details such as supplier name, email, phone number, address, 

and certification information are stored only in the Supplier table. The Product table 

stores only SupplierID as a foreign key, preventing unnecessary duplication [10]. 

Similarly, customer information is not duplicated in the Orders table. Only CustomerID is 

stored in each order record, while customer details remain in the Customer table. 

Product information is also not unnecessarily repeated in the OrderDetail table. Only the 

purchase price is stored to preserve the historical price of a product at the time of 

purchase. 

 



 

6. Database Implementation 

6.1 Table Creation 

 



 

 



 

 

Figure 2. SQL table creation and sample data population extracted from the GreenLeaf Organics database 
dump. 

 

The table creation statements convert the ERD into a physical database structure in 

MySQL. All entities identified in the ERD were implemented as relational tables, 

including Supplier, Product, Category, Customer, Orders, OrderDetail, Review, and 

SupplierReview. 

Primary keys such as SupplierID, ProductID, CustomerID, and OrderID are used to 

uniquely identify records and prevent duplication. Associative entities such as 

ProductCategory use composite keys to manage many-to-many relationships without 

redundant data storage [11]. 

Appropriate data types were selected for different attributes. Text fields store names, 

emails, descriptions, status values, and image URLs, while numeric fields store prices, 



 

stock quantities, ratings, and order totals. Financial values use the DECIMAL data type 

to ensure accuracy. 

Date fields such as RegistrationDate, ExpiryDate, and OrderDate support reporting and 

auditing. Status fields help track products, customers, orders, and payments, while 

image URLs allow the website to display product images without storing image files 

directly in the database. 

 

6.2 Constraints and Referential Integrity 
 

 



 

 

 

 

Figure 2: SQL evidence of indexes, keys, and foreign key constraints within the GreenLeaf Organics 
database. 

 



 

The constraints help maintain the accuracy and integrity of the GreenLeaf Organics 

database. Primary keys such as CategoryID, CustomerID, ProductID, SupplierID, and 

OrderID uniquely identify each record and prevent duplication. 

Foreign keys were implemented to maintain valid relationships between tables, 

including SupplierID in Product, CustomerID in Orders, and OrderID and ProductID in 

OrderDetail. These relationships ensure that records cannot reference non-existent 

data. 

The ProductCategory table uses a composite primary key consisting of ProductID and 

CategoryID to prevent duplicate product-category relationships. Additional constraints, 

such as the uniqueness of customer email addresses, help maintain accurate and 

reliable records [12]. 

 

7. Sample Data Population and Testing 
 

Realistic sample data were added to the GreenLeaf Organics database to simulate real-

world business operations. Records were inserted into the Supplier, Product, Category, 

Customer, Orders, OrderDetail, Review, and SupplierReview tables. 

INSERT statements were used to populate the database, while SELECT queries were 

used to verify that records were stored correctly. Supplier records include certification 

and contact details, while product records contain prices, stock quantities, expiry dates, 

and supplier references. Orders and order details were populated to simulate customer 

purchase transactions [13]. 

Testing was also performed to validate foreign key relationships and ensure that invalid 

or duplicate data could not be inserted. Business queries such as low-stock reports, 

customer purchase history, and best-selling product analysis were used to verify 

database functionality. 

 



 

 

Figure 3: SQL SELECT query showing populated supplier records in the GreenLeaf Organics database. 

 

 

 

Figure 4: Product table populated with realistic sample data retrieved using a SQL SELECT query. 



 

 

Figure 5: Orders table populated with realistic transaction and payment data retrieved using a SQL SELECT 
quer 

 

 

 

Figure 6: SQL SELECT query showing populated order detail records linking orders and products within the 
database.  



 

 

Figure 7: Product review records demonstrating customer feedback and rating functionality. 

 

 

Figure 8: Supplier review records demonstrating customer feedback and supplier performance evaluation. 



 

 

Figure 9: SQL JOIN query validating the foreign key relationship between Product and Supplier records. 

 

 

 

Figure 10: Constraint validation tests demonstrating rejection of invalid foreign key references and duplicate 
records. 

 



 

 

Figure 11: SQL query identifying low-stock products within the GreenLeaf Organics database. 

 

 

 

Figure 12: Business query showing the purchase history and ordered products for a specific customer. 

 

 

Figure 13: SQL aggregation query identifying the most sold products within the database. 



 

8. Stored Procedures and Transaction Handling 

8.1 Stored Procedure Purpose 

 

Stored procedures improve database management by allowing important operations to 

be stored and executed directly within the database. They reduce the need to repeat 

SQL statements across multiple PHP files, improving consistency and maintainability 

[14]. 

In the GreenLeaf Organics database, stored procedures are particularly useful for 

operations that affect multiple tables. For example, processing an order may require 

updates to the Orders, OrderDetail, and Product tables. If these actions are performed 

separately, there is a risk that one operation may succeed while another fails. 

Stored procedures help reduce this risk by grouping related SQL statements and 

managing them through transactions, ensuring that all operations are completed 

successfully or rolled back if an error occurs. 

 

8.2 Transaction Scenario: Placing an Order 
 

A suitable transaction scenario for the GreenLeaf Organics system is customer order placement. 

When a customer purchases a product, the database must first verify that sufficient stock is 

available. If stock exists, the system inserts a new record into the Orders table, stores the purchased 

items in the OrderDetail table, and updates the StockQuantity value in the Product table [15]. 

These operations must be executed within a single transaction. The process begins by 

checking stock availability before creating the order. If all SQL statements execute 

successfully, the transaction is completed using the COMMIT statement, permanently 

saving the order and stock updates. 

However, if stock is insufficient or any SQL statement fails, the transaction uses 

ROLLBACK to reverse all changes and restore the database to its previous consistent 

state. 



 

8.3 COMMIT and ROLLBACK Justification 
 

A COMMIT operation should only occur when all related database operations have 

completed successfully. In the order placement process, this means that the order 

record has been created, the order details have been inserted, and the product stock 

has been updated correctly. This ensures that the database accurately reflects the 

customer purchase [16]. 

A ROLLBACK operation is required when any part of the transaction fails and could 

result in inconsistent data. For example, an order should not be recorded if the stock 

update fails, and stock should not be reduced if the order creation is unsuccessful. 

Rollback logic protects data integrity by ensuring that related operations either succeed 

or fail as a single unit. This improves reliability and makes the system more suitable for 

real-world business operations. 

 

9. Triggers and Auditing 
 

Triggers allow GreenLeaf Organics to automatically capture important database 

changes without relying on manual actions from the PHP application or administrators. 

Triggers execute automatically when specific database events occur, such as product 

updates, order changes, or customer modifications. 

A ProductAudit table can record changes to product prices and stock quantities, helping 

the business monitor inventory and financial updates. Similarly, an OrderAudit table can 

track order status changes such as pending, shipped, delivered, or cancelled, 

supporting customer service and issue investigation. Changes to customer account 

status can also be recorded in a CustomerAudit table [16]. 

Overall, triggers improve accountability, traceability, and data reliability by automatically 

generating audit records whenever important database changes occur. 

 



 

 

Figure 14: SQL code for the ProductAudit trigger 

 

 

 

Figure 15: SQL code for the OrderAudit trigger 

 

 



 

 

Figure 16: SQL code for the CustomerAudit trigger 

 

Figure 17: Test queries used to activate the audit triggers 

 

 

Figure 18: ProductAudit table showing recorded stock and price changes 

 



 

 

Figure 19: OrderAudit table showing recorded order status changes 

 

 

Figure 20: CustomerAudit table showing recorded customer status changes 

 

10. Performance Tuning and Indexing 
 

Index / Column Query Pattern Business Justification 

Product.SupplierID Supplier-product lookup and 

joins 

Helps staff view all products 

supplied by a specific supplier. 

Orders.CustomerID Customer order history Supports customer account 

pages and admin order lookup. 

OrderDetail.OrderID Retrieve line items for a 

selected order 

Allows quick display of products 

included in each order. 

OrderDetail.ProductID Product sales analysis and 

best-selling product queries 

Supports sales reporting and 

product performance analysis. 

ProductCategory.CategoryID Filter products by category Improves browsing and category-

based product searches. 

Review.ProductID Display reviews for a product Helps product pages load related 

customer reviews faster. 

Product.StockQuantity Low-stock query Supports inventory monitoring 

and restocking decisions. 

Table 1: Performance Tuning and Indexing 



 

Indexing is an important performance tuning technique because it allows the database 

to retrieve rows more efficiently without scanning every record in a table. As the 

GreenLeaf Organics database grows, tables such as Product, Orders, OrderDetail, and 

Review may contain many records. Without indexes, common searches and JOIN 

operations may become slower because MySQL would need to perform full table scans 

to locate the required data [17]. 

Indexes should therefore be applied to columns frequently used in JOIN operations, 

searches, filtering, and reporting queries. For example, an index on Product.SupplierID 

improves supplier-product lookups by allowing the system to retrieve all products 

associated with a specific supplier quickly. 

Similarly, indexing Orders.CustomerID enhances the performance of customer order 

history queries, enabling the system to efficiently retrieve all orders placed by a 

particular customer. 

Indexes on OrderDetail.OrderID and OrderDetail.ProductID are also important. The 

OrderDetail.OrderID index supports fast retrieval of products included in a selected 

order, while OrderDetail.ProductID improves sales analysis and reporting queries, such 

as identifying the best-selling products. 

In addition, an index on ProductCategory.CategoryID improves category-based product 

filtering, allowing customers to browse products more efficiently. Likewise, indexing 

Review.ProductID helps the system retrieve customer reviews for individual product 

pages more quickly. 

 



 

11. Website/Application Development 

 

Figure 21: Website homepage demonstrating category management and product display functionality in the 
GreenLeaf Organics application. 



 

 

Figure 22: Web application interface showing product listings and customer management functionality. 



 

 

Figure 23: Web application interface showing OrderDetail CRUD functionality and supplier review 
management. 

 

 

 

 

 

 

 

 

 

 



 

11.2 Database Connection 
 

 

Figure 24: config.php file demonstrating MySQL database connectivity in the GreenLeaf Organics PHP 
application.  

 

The config.php file provides the central database connection for the GreenLeaf 

Organics PHP web application. It stores the database host, username, password, and 

database name, allowing PHP pages to connect to MySQL using the mysqli_connect() 

function. 

This approach prevents duplication of connection code across multiple PHP files and 

improves maintainability, as connection settings only need to be updated in one 

location. The database connection supports dynamic content retrieval and CRUD 

operations throughout the application [17]. 

In a production environment, database credentials should not be stored in publicly 

accessible files. Secure configuration practices, such as environment variables and 

restricted permissions, should be used to protect sensitive information. 

 



 

11.3 Dynamic Content Display 

 



 

 



 

 

Figure 25: PHP implementation of dynamic category and customer display functionality within the GreenLeaf 
Organics application.  

 

The index.php file serves as the main homepage of the GreenLeaf Organics web 

application. It dynamically retrieves and displays live data from the MySQL database 

using PHP and SQL SELECT queries rather than static content. 

The page retrieves records from tables including Category, Customer, Orders, 

OrderDetail, Product, Review, Supplier, and SupplierReview. PHP loops are used to 

process query results and display them in different formats such as product cards, 

category sections, and structured data tables [17]. 



 

This implementation demonstrates dynamic content rendering, where changes made 

within the database are automatically reflected in the website interface without requiring 

manual page updates. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

11.4 CRUD Functionality 
 

Figure 26: Category and customer CRUD handler evidence from allsectioncode.php 



 

 

Figure 27: OrderDetail CRUD handler implementation using PHP and MySQL queries. 

 

 

 



 

The allsectioncode.php file handles the CREATE, READ, UPDATE, and DELETE 

operations within the GreenLeaf Organics web application. It uses an action value to 

determine which PHP operation should be executed when inserting, updating, deleting, 

or retrieving database records. 

The file supports CRUD functionality for categories, customers, and order details [18]. 

Category functions manage category names and descriptions, customer functions 

handle contact information and account status, while order detail functions manage 

products linked to customer orders. 

These PHP handlers are dynamically triggered through JavaScript functions, improving 

usability and user interaction within the application. One possible improvement would be 

the consistent use of prepared statements instead of concatenated SQL queries to 

further reduce the risk of SQL injection attacks. 

 

12. SQL Injection Overview and Security Measures 
 

SQL injection is a common web application security vulnerability that occurs when 

malicious SQL code is inserted into input fields such as forms, search boxes, login 

pages, or URL parameters. If user input is directly included within an SQL query without 

proper validation or sanitisation, the database may interpret the input as part of the SQL 

command rather than normal data. 

A common example of SQL injection input is: 

' OR '1'='1 

This condition always evaluates to true and may allow attackers to bypass 

authentication or retrieve unauthorised records from the database. SQL injection attacks 

can also be used to modify, delete, or access sensitive information. 



 

For GreenLeaf Organics, such vulnerabilities could expose customer names, email 

addresses, delivery details, and order records. Attackers could also manipulate product 

prices, stock quantities, or order statuses without authorisation. These risks could 

compromise data integrity, business reliability, and customer trust. 

 

12.1 Security Observations from the Uploaded Code 
 

The uploaded PHP code uses mysqli_real_escape_string() in several places to reduce 

the risk of SQL injection attacks. This is safer than directly inserting raw user input into 

SQL queries because special characters are escaped before execution. 

However, prepared statements with bound parameters provide stronger protection 

because they separate SQL commands from user input. Ideally, all INSERT, UPDATE, 

DELETE, and SELECT statements should use prepared statements throughout the 

application. 

Additional security improvements include validating numeric IDs using integer casting or 

filter_input(), validating email addresses with filter_var(), and escaping output with 

htmlspecialchars() before displaying data in the browser. 

The application should also avoid disabling FOREIGN_KEY_CHECKS during normal 

operations, as this may weaken referential integrity. Admin authentication and access 

control should also be added before allowing CRUD operations. 

 



 

 

Figure 28: Current partially protected code 

 

 

Figure 29: Improved prepared statement example 

 

Figure 30:SQL injection test input and failed result 



 

13. Evaluation and Reflection 

13.1 Strengths of the Solution 
 

The GreenLeaf Organics solution has several strengths because it covers the main 

business requirements of the online platform. The database includes important entities 

such as suppliers, products, categories, customers, orders, order details, reviews, and 

supplier reviews, supporting the core operations of the business. 

Many-to-many relationships are managed correctly through junction tables such as 

ProductCategory and OrderDetail, reducing redundancy and supporting database 

normalisation. Sample data also provides realistic testing of the system functionality. 

The PHP website demonstrates dynamic content display by connecting to MySQL and 

retrieving live records for display on web pages [18]. CRUD functionality allows records 

to be added, updated, and deleted interactively, while foreign keys maintain data 

integrity and indexes improve query performance as the database grows. 

. 

13.2 Limitations and Improvements 
 

Although the solution meets most assignment requirements, several improvements 

could still be made. Stored procedures and triggers should be fully included in the final 

SQL file to provide clearer evidence of transaction handling, rollback logic, and auditing 

functionality. 

The PHP application should also replace concatenated SQL queries with prepared 

statements to improve protection against SQL injection attacks. Additional security 

features, such as admin authentication and access control, should be implemented 

before allowing users to perform CRUD operations. 

Search and filtering functionality could be demonstrated more clearly with additional 

screenshots showing how users can locate records efficiently. Another improvement 

would be avoiding the use of disabled foreign key checks during delete operations, as 

this may weaken referential integrity [18]. 



 

Finally, error handling could be improved by displaying clearer and more professional 

user messages, while audit tables and trigger execution should include stronger before-

and-after evidence. 

 

13.3 Personal Reflection 
 

One of the most challenging parts of the project was translating the ERD into SQL 

tables while maintaining correct relationships between entities. It was necessary to 

determine where foreign keys were required and how many-to-many relationships 

should be resolved using junction tables such as ProductCategory and OrderDetail. 

This improved my understanding of relational database design and data integrity. 

Another valuable learning experience was connecting PHP with MySQL to retrieve 

records dynamically and display them on web pages. Testing CRUD operations also 

helped confirm that records could be added, updated, and deleted correctly [18]. 

With more time, I would improve the application security by using prepared statements 

throughout the code, adding administrator authentication and stronger validation, and 

providing more detailed evidence for transactions, triggers, and SQL injection testing. 

 

14. Conclusion 
 

The proposed database and web solution supports GreenLeaf Organics in managing 

suppliers, products, categories, customers, orders, and reviews. The relational 

database design reflects the key business processes of the company while using 

normalised tables to reduce duplication and improve consistency. 

Primary keys uniquely identify records, while foreign keys maintain referential integrity 

between related tables. Many-to-many relationships are managed through junction 

tables such as ProductCategory and OrderDetail. 



 

The PHP web prototype demonstrates dynamic database connectivity and CRUD 

functionality for managing selected records. Overall, the solution provides a strong 

foundation for an online platform. Future improvements could include wider use of 

prepared statements, full implementation of stored procedures and triggers, improved 

search and filtering, better error handling, analytics dashboards, and role-based 

administration for enhanced security and system management. 
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