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The explosive rise of electronic commerce during the last decade has had a major impact on the way in which people conduct transactions with companies as well as on the manner in which such companies process personal information. As the prevalence of online transactions keeps rising at an astonishing pace – with global e-commerce sales expected to exceed $8 trillion dollars by the end of the year 2026 (Statista, 2025) – there is no question that the collection and processing of personal data is a core part of the process.
This phenomenon has led to increased fears about data privacy rights. According to Cisco's 2024 global survey, 81% of people worried about how companies were using their private information, and 48% of them changed suppliers because they felt dissatisfied with their data protection policies (Cisco, 2024). These figures emphasize the inherent conflict in today's e-commerce market: while companies need to collect data to customize user experiences and earn money from them, the process of data collection may become a reason for losing customers' trust.
Several regulations have been passed in response to those concerns. The GDPR was introduced in the European Union back in 2018 and set strict standards concerning data privacy and consumer consents. In 2020, the CCPA was implemented in California. Later, its main provisions were further strengthened by the CPRA in 2023. Most recently, the UK announced its intention to introduce new laws via the Data Protection and Digital Information Bill. However, compliance with the regulations does not necessarily mean gaining users' trust. The connection between transparent data practices and customer loyalty has remained largely unexplored to date (Martin et al., 2023).
Further, this study is also prompted by the rising number of studies on the privacy paradox, which refers to the observation that while consumers report strong preferences for privacy in survey responses, they often end up acting against their preferences by willingly giving away their personal data in return for ease of access or personalized services (Gerber et al., 2018). Whether the increased level of transparency would help alleviate the privacy paradox, making it possible to reconcile the gap between consumer preference and the platform’s practices, is an important but unanswered question. In case increased transparency proves to positively correlate with improved customer retention and loyalty rates, there is both economic and normative incentive for platforms to go above and beyond compliance with regulations (Barth and de Jong, 2017). This research paper explores the connection between data transparency practices in e-commerce platforms and consumer trust and loyalty.
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[bookmark: _Toc232598980][bookmark: _Toc233138843]2.1 Research Question
To what extent do transparent data privacy practices on e-commerce platforms influence consumer trust and long-term loyalty behaviour?
[bookmark: _Toc232598981][bookmark: _Toc233138844]2.2 Research Aims
I. Examine the relationship between the level of data transparency and consumer trust in e-commerce websites.
II. Investigate whether an increased level of data privacy transparency leads to improvements in consumer loyalty behaviour.
III. Determine whether individuals’ varying levels of privacy concerns moderate the relationship between transparency and trust.
IV. Develop guidelines for e-commerce website managers who would like to build consumer trust using data transparency.
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To achieve these aims, the following objectives are pursued:
1. Perform a systematic analysis of prior research on the relationship among consumer trust, data privacy transparency, and online shopping loyalty from 2019 to 2026.
2. Formulate and test a theoretical model illustrating how data privacy practices influence consumer trust and loyalty.
3. Design and implement an empirical study utilizing survey questionnaires among a selected sample of adult users of e-commerce in the UK.
4. Examine the collected data through structural equation modelling (SEM).
5. Present findings within the theoretical context and formulate evidence-based suggestions.
[bookmark: _Toc232598983][bookmark: _Toc233138846]3. Literature Review
[bookmark: _Toc232598984][bookmark: _Toc233138847]3.1 Consumer Trust in Digital Environments
Trust has been established as one of the most fundamental constructs in consumer behaviour studies. Regarding online shopping, trust refers to a situation whereby consumers feel comfortable with being exposed to actions that the platform may undertake, due to the expectations that the company will act ethically and efficiently (McKnight and Chervany, 2002). The move from traditional to online environments has resulted in challenges in terms of the development of trust since individuals cannot use typical indicators such as personal interaction or even physical verification to assess trustworthiness (Pavlou, 2003).
Gefen et al. (2003) described different types of trust applicable in electronic commerce, such as competence-based trust (belief in the capability of the organization to meet obligations), integrity-based trust, and benevolence-based trust. A fourth type of trust can be considered in e-commerce: privacy-based trust (consumer's belief that their data will be managed appropriately) (Bansal et al., 2016).
The outbreak of COVID-19 contributed greatly to increased usage of e-commerce across the globe, with many people joining these online platforms without having much initial trust (UNCTAD, 2021). The studies carried out during and after the period observed a trend where trust became even more important in determining users' decisions regarding the use of such online platforms and their intention of making repeat purchases (Ameen et al., 2021). Also, with the increasing number of high-profile security incidents, such as those involving Facebook (2019), Marriott International (2020), and T-Mobile (2021), it became even more important for consumers to be cautious about their personal information (IBM, 2022).
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Information privacy can be described as an individual's right to determine what should happen to information related to themselves (Malhotra et al., 2004). Malhotra et al. (2004) created a measurement instrument called the Internet Users' Information Privacy Concerns (IUIPC), which is comprised of three dimensions: collection, control, and awareness. It is worth noting that the IUIPC measure continues to be widely utilized today in modern research on e-commerce (Xu et al., 2019).
As early as 1994, theoretical models from economics and psychology acknowledged that consumers have ambivalent attitudes regarding privacy. Acquisti et al., (2020) found that consumers consistently undervalue their privacy and are willing to provide personal data for relatively low compensation. The phenomenon was dubbed the "privacy paradox," which has since been replicated in many contexts and cultures (Barth and de Jong, 2017; Kokolakis, 2017). Nevertheless, some recent research challenges the generality of the paradox and finds that it is highly contingent on context and can be mitigated by proper disclosure of information policies (Adjerid et al., 2019).
More specifically, it can be highlighted that various studies have discovered that enhanced privacy literacy of consumers – knowledge about what happens with their personal data – mediates the privacy paradox (Bansal et al., 2016). Those consumers who exhibit greater privacy literacy behave more consistently when it comes to privacy, implying that enhancing transparency on platforms will lead to different effects on various groups of users (Albrecht et al., 2022).
[bookmark: _Toc232598986][bookmark: _Toc233138849]3.3 Transparency as a Trust-Building Mechanism
Transparency in data practices can be understood as platforms' communication regarding data collection, its uses, data sharing with other parties, and data protection (Martin, 2018). Regulatory bodies like GDPR enforce transparency in terms of requirements around providing privacy policies concisely and understandably, obtaining consumer consent, and offering data access (ICO, 2023).
Several theories have addressed the link between transparency and trust. For instance, according to signalling theory, voluntary disclosures of information on data practices in excess of statutory minimums demonstrate a platform's trustworthiness since they represent an expensive commitment (Martin and Murphy, 2017). Social exchange theory explains transparency from the perspective of relational investment, whereby platforms invest in transparency while consumers invest their trust in the platform in return (Li, 2022).
However, empirical literature on the relationship between transparency and trust in the realm of e-commerce has become abundant yet still heterogeneous. For instance, some authors found a high positive impact of such a relationship: Tsai et al. (2011) showed that privacy labels had a considerable effect on the purchase behaviour of consumers, even after controlling for price differences. Also, Adjerid et al. (2013) argued that easier privacy policies improved consumers' decision-making process by giving them more information to choose from. Most recently, He et al. (2022) showed that the announcement of compliance with GDPR legislation increased user engagement in European online commerce platforms, which suggests trust restoration effects. In contrast, Van Dyke et al. (2020) found that the mere existence of a privacy policy had little effect on building trust when there was doubt about the platform's enforcement capability.
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Consumer loyalty in e-commerce can be explained through two dimensions: attitudinal loyalty (attitudes about the website itself, such as recommendation intentions and preference), as well as behavioural loyalty (repeat purchases and wallet share) (Gerber et al., 2018). The link between trust and loyalty is firmly established in marketing studies, where trust emerges as one of the most significant drivers of loyalty intentions (Flavián et al., 2021).
Within digital commerce settings, other mediators of the connection between trust and loyalty are considered, such as satisfaction, switching costs, and value perception (Flavián et al., 2021). Specifically, the importance of consumer data privacy satisfaction as a driver of loyalty in e-commerce contexts has been gaining increasing prominence. According to Pew Research Center (2023), 67% of US adults have stopped using an online service because of their privacy concerns, while a survey from Deloitte (2024) has shown that consumers who were sensitive to data privacy issues exhibited higher loyalty scores when the company was transparent about its data usage practices.
Personalization through data has further complicated this issue. Even though the benefits of personalization in terms of customer engagement and loyalty have been established (Aguirre et al., 2015), data harvesting itself can become an element detrimental to building up user trust. Therefore, the incentive system within the commercial world favours transparency avoidance over transparency itself due to the desire to accumulate as much data as possible, which is what will be analysed within this study (Coomber and Smith, 2023).
[bookmark: _Toc232598988][bookmark: _Toc233138851]3.5 Regulatory Context and Compliance Behaviour
The period from 2019 to 2026 has seen considerable regulatory developments in the area of data privacy. The implementation of the GDPR has resulted in a substantial amount of academic research on the topic. According to Aridor et al. (2020), while the GDPR led to a reduction in tracking by about 12.5% due to cookie consent policies, it did not always boost consumer trust, as consent fatigue among consumers became a reality. Additionally, research by Goldberg et al. (2021) revealed that the consent banner design had a significant impact on the decisions made by users.
However, with the advent of UK GDPR in Britain following Brexit, CCPA/CPRA in the US, and India’s Personal Data Protection Act (2023), the trend of increasing consumer rights around data continues. Such regulation will not only pose a challenge to compliance for online retailers operating in multiple jurisdictions, but it can also serve as a unique selling point for those online stores that leverage data privacy as their USP (KPMG, 2024). One example that illustrates the impact of transparency mechanisms on consumer behaviour is the Apple ATT program launched in 2021, which resulted in far-reaching consequences in the field of digital advertising (Gruber & Özdemir, 2022).
Despite these many regulations, Loi et al. (2023) claim that there is an absence of literature on how to differentiate compliance-based versus values-based transparency within this context, and that such differentiation could prove essential to discerning whether transparency creates trust or merely limits liabilities. This conceptual void inspires the current research approach.
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The epistemological paradigm that is taken here in this research is the post-positivist paradigm. Post-positivism accepts that there is an objective social reality but acknowledges that we might never fully know that reality, as it is always theory-laden and imperfect (Creswell and Creswell, 2018). This position is suitable for the current study, which is designed to test theoretically derived hypotheses on relationships between constructs that can be observed, data transparency, consumer trust, and loyalty, and conduct the study in a systematic empirical way while being mindful of the potential for measurement error and confounding influences. 
In ontological terms, this study has a critical realist approach recognising that social phenomena like trust and loyalty are real but that they are influenced by multiple underlying mechanisms which are not always easy to observe (Saunders et al., 2023). This is in line with the conclusion reached by the use of structural equation modelling, which showed the relationship between the latent variables based on the observed data of the indicators.
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The deductive research method is used and is based on the scientific paradigm with a theory to empirical testing approach. Based on the theories examined in Section 3, social exchange theory, signalling theory, and the IUIPC framework are used to develop a conceptual model, which is tested for the following relationships:
H1: Perceived data transparency will be positively related to consumer trust in e-commerce platforms.
H2: There will be a positive relationship between H2:1) the degree of consumer trust and behavioural loyalty (Repeat Purchase behaviour).
H3: The positive relationship between consumer trust and attitudinal loyalty (platform recommendation intention) will be stronger at higher levels.
H4: The relationship between data transparency and consumers' trust will be moderated by individual privacy concern levels such that the positive effect of transparency will be greater among high-privacy-concern consumers.
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This study uses a cross-sectional survey approach. Because the goal of the research can be met by a survey, the data collected with this method can be easily standardised and analysed quantitatively to test the hypothesised relationships between concepts (Bryman, 2016). The purpose of this study was to measure the associations between variables at one point in time, so a cross-sectional design was used, with the limitation that one could not conclude causal directionality from the cross-sectional data alone. A self-administered online questionnaire will collect data. This approach is suitable for the target population (i.e., adult consumers who habitually use e-commerce services) and allows for data collection from a geographically decentralized population (Saunders et al, 2023). The questionnaire will be presented using Qualtrics, a well-known academic survey tool with a variety of data quality checks, including attention checks and time on task checks.
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There are certain advantages to be gained from the quantitative research method in this type of research. Firstly, it allows the relationship(s) hypothesized to be measured within a sample size large enough to allow for inferential statistical analysis, which requires a minimum sample size of 200 to 400 respondents, as advised by Hair et al. (2019). Second, the scales used are well developed and validated: the IUIPC, web trust scale, and loyalty scale. Third, standardised survey instruments minimise interviewer bias and enable replication, enhancing the scientific credibility of findings (Bryman, 2016). The deductive, hypothesis-testing research design used in this study is also conducive to the use of quantitative methods. A methodological advantage over more basic regression-based methods is that SEM allows for testing multiple hypothetical relationships at the same time, allowing for the incorporation of measurement error issues through latent variable modelling (Kline, 2023).
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The main drawback of cross-sectional survey studies is their inability to draw causal conclusions. Although transparency is related to trust, this does not necessarily prove that transparency leads to trust; but consumers who already trust in a platform might think that it is more transparent anyway (Antonakis et al., 2010). This will be overcome in the careful discussion of findings and by placing results in a longitudinal and experimental framework of the literature.
One common method bias is that the independent and dependent variables are measured using the same self-report measure. This can lead to spuriously high correlations between constructs. These recommendations from Podsakoff et al., (2012) can be implemented as mitigation strategies, such as temporal separation of the predictor and criterion measures in the survey, including attention checks, and Harman's single-factor test as a statistical diagnostic.
Third, samples of online surveys may also be subject to self-selection bias because those who choose to fill out surveys regarding data privacy may have systematically different privacy attitudes as compared to the general e-commerce population (Creswell and Creswell, 2018). To reduce this, the survey will instead be carried out on a commercially recruited panel of consumers with a cross-section of consumer groups, rather than voluntary participation via researcher networks.
Lastly, survey-based research provides data on perceptions and intentions, not realities. There is ample evidence, in consumer research, for a discrepancy between attitudes and observed behaviour, and this is an intrinsic problem with self-report instruments according to Ajzen and Fishbein (2005). The results of future studies using behavioural trace data (e.g., clickstream or transaction logs) would be useful complements to the findings of the present study.
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The target population is adult consumers (18+, UK) who made at least one online purchase in the last three months. Based on the power analysis for SEM with a medium effect size (f² = 0.15), 80% power, and alpha level of 0.05, as suggested by Hair et al. (2019) and Kline (2023), a minimum of 350 usable responses is targeted.
Participants will be recruited using Prolific Academic, a well-validated research participant recruitment platform with access to a demographically diverse panel in the UK. Peer et al. (2022) found that Prolific yielded the highest data quality compared to Mechanical Turk-like Amazon Mechanical Turk and had more representative participant profiles and lower rates of dishonest responding. To ensure approximate proportionality is achieved for age and gender, compared with the UK internet shopping population as reported by the Office for National Statistics (ONS, 2024), quota sampling will be used.
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The following timeline outlines the projected schedule for completion of this research, running from the date of ethical approval to final submission:
Week 1–2: Complete literature review and submit ethics application; finalise survey instrument.
Week 3-4: Conduct a pilot test with 30 respondents; revise the instrument based on findings for pilot testing; apply for ethical approval.
Week 5–6: Send out main data collection (using Prolific Academic) and review quality of responses as they come in.
Week 7: Close data collection, data cleaning, and screening (missing data, outlier analysis, normality test).
Week 8–9: Confirmatory factor analysis (Stage 1 SEM); Evaluation and improvement of measurement model.
Weeks 10-11: Estimate structural model (Stage 2 SEM); run a moderation analysis; interpret the results.
Weeks 12–13: Conduct Results and Discussion Section; Connect Results with Literature Review; Make Recommendations.
Week 14: FINAL proofreading/formatting / submission 
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This research will follow the standards laid out by the British Psychological Society (BPS 2021) Code of Ethics and Conduct and the university's Research Ethics Framework. The following key ethical issues have been identified and will be dealt with.
All participants will be informed about and consent to the start of the survey. The purpose of the study will be explained to participants on an information sheet, which will include a statement that participation is voluntary (you are not required to participate and can stop at any time without repercussions) and that data is handled in a specific way. If participants proceed beyond this page, they will be considered to have given informed consent. Through Prolific Academic's standard consent processes, participants will be given more information.
A major concern in light of the research topic is data privacy and confidentiality. No personal information will be collected; all data will be anonymised at the time of collection. Survey responses will be kept on Qualtrics servers (GDPR & ISO 27001 compliant) and moved to an encrypted institutional storage. Only the lead researcher and the supervising academic will have access to the data. All data will be removed after 5 years from the publication of findings in accordance with the university's retention policy.
In this research, deception will not be used. Participants will be told the purpose of the survey, but no hypotheses will be given beforehand to avoid demand characteristics. Debriefing materials will be available to all participants after the completion.
The welfare of the participants will be taken into account in the design of the research. The survey themes (Data privacy and online shopping behaviour) are not likely to cause psychological distress. Note: Some respondents might get uncomfortable if asked about the data breach or privacy concerns, and there will be a brief note included that will encourage them to leave the study at any moment if they are uncomfortable.
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