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Software-Defined Networking or SDN is the industry's answer to open-source virtualisation of the network by decoupling or abstracting the Control plane from the forwarding or data plane.  Disaggregation and Whiteboxing are two critical technological advancements that have collaboratively helped to advance SDN solutions. Integration between Cloud technologies like Network Function Virtual (NFV) and Virtual Network Functions (VNF) have been considered because of their close relationship when implementing SDN solutions.  SASE (Software Access Secure Edge), a more recent development linked to secure distributed application cloud access, using SD-Wan integrated with multiple leading security innovations, is discussed. Open Network Foundation (ONF) leading the current and future advancement in the Software-Defines network is also discussed.
Research and analysis have been carried out in several important areas regarding SDN/SD-Wan to try and answer key questions;
1) Does SDN/SD-Wan Improve Application Performance and Availability?
2) Does SDN/SD-Wan Enhanced Agility and Responsiveness?
3) Does SDN/SD-Wan Simplifying Wan Topology or Architecture?
4) Does SDN/SD-Wan Improve Wan Security?
5) Does SDN/SD-Wan Lower Costs?
6) What is the Future of SDN Solutions?

[bookmark: _Toc54034681][bookmark: _Toc54039760]Introduction
Software-Defined Networking (SDN) has been consistently growing in popularity and is constantly evolving to umbrella and integrate with multiple technologies. The expected forecast from 2019 to 2025 for SD-Wan, one of the technologies under the SDN umbrella, is 5 Billion in sales, an increase of 55% [1].  SD-Wan is the leading Software-defined Networking technology on the market.  SDMN (Software-defined mobile networking) is the mobile equivalent of SD-WAN.   However, several SDN technologies exist, including; SDWSN (software-defined wireless sensor network), a key technology for the Internet of Things (IoT) [2].  SDVN (Software-Defined Vehicular Ad Hoc Networks) is an upcoming vehicle 5G intelligent transportation system.  It supplies drivers with traffic safety information and services like Internet access, gaming, and media sharing  [3].
Software-Defined Networking (SDN) is all about business-driven cloud-first application-centric network virtualization.  The ideology involves decoupling or abstracting Software and moving away from hardware vendor-specific legacy architecture to open-source software-based systems.  SDN runs independently on the physical devices using a hypervisor. The terminology linked to SDN like network disaggregation [4] and white-boxing (off-the-shelf hardware) requires decoupling the management, control plane, and Data plane.  SDN allows open-source implementation, i.e., non-vendor-specific x86 hardware, Virtual Machines, Containers, or Virtual Cloud appliances  [5].  The hardware or software appliance only runs the Data plane or forwarding plane; the centralized management and controller is the brains or command center for multiple distributed physical or virtual Whitebox devices.  
The controller distributes forwarding rules to the network devices to handle data flows initiated by users. The Network virtualized environment also includes NFV (Network Function Virtualisation), which is typically implemented in tandem with SDN, and compliments SDN from a different perspective [6]. NFV generally relates to Public Cloud hosting and deploying virtual network functions (VNFs).  Decoupled functions can run in Software to accelerate service innovation and provisioning; its primary aim is to optimise network services (Figure 2, Application Layer).  The IaaS (Infrastructure as a Service) cloud model functions or services like routing, caching, DNS, and firewalls are examples of VNFs in Network Function Virtualization (NFV).  In the cloud environment, the firewall VNF can talk to the SD-Wan management/controller API to provide security and analytics.  Another example of NFV and SDN in the CSP (Cloud Service Provider) network is an auto-scaling requirement is initiated at another CSP datacenter because the current location does not have the capacity.  NFV will automatically bring the network functions online. However, SDN is charged with automatically and dynamically provisioning the Pathway, or Highway to the new data center virtual network functions.


[bookmark: _Toc54034682][bookmark: _Toc54039761]What is Software Defined Networking
The fact that SDN encompasses the capability to centrally control all edge network devices, and monitor end-to-end performance in real-time is one of many vital reasons for its continued market growth.  SDN can be described as giving your network a brain because of its automated orchestration, configuration, and management capability from a single cloud-based portal or management console [7].  SDNs intelligence is accomplished by separating or decoupling the management and control plane from the data plane.  The outcome is that all data flow decisions are predetermined by the central controller, based on the importance of the application data and quality of service (QoS) requirement, linked to performance statistics of all the production links or paths. 
The controller or brains will continuously monitor performance statistics like throughput, packet loss, jitter, and latency.  The SDN controller policies, including security and Direct Internet access (DAI), will also be monitored.  This process allows the SDN controller to make informed, automatic, accurate decisions regarding what changes or control signals it enforces on the CSG (Customer Site Gateway) or edge devices.  The outcome is continuous optimum secure real-time path selection.  All SDN edge appliances have an open-source abstraction software layer that the controller talks to, usually using a protocol called OpenFlow [8].  Openflow is a hypervisor-based layer that can use secure communication protocols like SSL (Secure Sockets layer) or DTLS (Datagram Transport Layer Security).  
Openflow allows the controller direct access to manipulate the routers and switches data plane or forwarding plane.  Figure one and two shows the communication between the different layers.  Northbound communication relates to protocols used by the controller to communicate with the application layer.  Northbound interfaces generally use RESTful APIs [9] to retrieve information or send instructions to the controller.  Soundbound APIs carryout protocol communication between the controller and forwarding plane or edge nodes.  Openflow is an open-source protocol; the idea is different vendor controllers can work with multiple vendors forwarding/data planes, i.e., Juniper controller and Cisco edge devices.  Applications are easy to deploy because of open APIs, which allows integration with systems like CRM (Customer Relationship Management), SaaS (Software as a Service) cloud models like; ServiceNow, and Vrealize (Vmware).  SDN  is a very programmatic environment which promotes automated process efficiencies and eliminates the need for manual configuration.
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Figure 1: SDN Architecture RFC 7426 [10]		    Figure 2: SDN/SD-Wan Architecture [11]	

A key design aspect of SDN is centralised policy orchestration and automation of security policies using multiple virtual overlay networks to differentiate between the importance of traffic flows.  These are similar to VRs (Virtual routers) or VRFs (Virtual Routing and forwarding) instances for secure separation/segmentation and the ability to assign Quality of Service (QoS).  This generic design principle is one of the technologies that allow the fulfillment of different business use case requirements.  The Underlay network consists of the physical connection types, i.e., Broadband, 4G-LTE, MPLS, etc.  Figure three shows multiple overlay networks used for different QoS traffic needs like Corporate traffic, Business-critical Applications, real-time applications (Voice, Video), Point-of-Sale, Guest Wifi, and a default catch-all rule for generic web traffic.  Each configured securely separated Overlay network has the flexibility to use all the physical underlay links or some of them.
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Figure 3 – SDN/SD-Wan: Overlay and QoS 
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Traditional networking involves distributed management and traffic control by independently configuring TCP/IP, access control-list, and routing protocols for each router, L2 or L3 switch, or edge device.  This practice is very labour intensive with limited scalability because the switch fabric/backplane is restricted by the switch capabilities, which is costly and challenging to upgrade or change [7].  Traditionally network design either required an MPLS core, Lease lines, Dark fiber, or a collaboration of all, which are all costly to implement and scale when any bandwidth increase is required.  
Traffic directed over the Internet was prone to drops or high latency (lossy), no Quality of Service (QoS), and security was a concern over the Internet.  Technology like DMVPN (Dynamic Multipoint Virtual Private Network) [12] and IPsec were implemented to counteract some of the earlier issues discussed, but issues like lossy and no QoS remained. Design complexities also made it hard to use multiple links efficiently, i.e., limited or no load balancing, aggregation, or QoS capabilities and limited visibility of how the network performs End-to-End.
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Figure 4 – Traditional - Branch Office to Headquaters\Data Center and Cloud Topology

Traffic pattern changes due to the shift of applications and data centers from on-premise to the Cloud, like Ofice 365, AWS (Amazon Web Services), Azure, Google, DropBox, etc., have brought about the need for a change in design from the traditional branch, headquarters, and data center topology.  Diverting traffic that needs to access applications in the Cloud via Headquarters (Figure 4) is counterproductive because it adds delay, degrades application performance, and consumes costly leased line bandwidth.  There is a need for cost-saving bandwidth and improved performance strategies, such as reduced leased lines usage, compared to increased Broadband usage, i.e., Capex and Opex [13].   
A more efficient practice is to use the Internet to reach applications on the Internet (Figure 4 & 6).   Centralised control of Virtualisation and programmability innovations for Servers and storage like Terraform, Kubernetes, Puppet, Ansible, and OpenStack have matured in the market place.    The last part of the Jigsaw to achieve a genuine, business-driven, application-centric network is developing SDN. Programmable/automated innovations like SD-WAN integrated with servers, security, and storage innovations like VPC (Virtual Private Cloud), NFV (Network Function Virtualization), and VNF (Virtual Network Functions) for a complete intelligent automated Cloud or Hybrid IT ecosystem.
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Figure 5 – SD-Wan - Branch Office to Headquaters\Data Center and Cloud Topology

[bookmark: _Toc54034684][bookmark: _Toc54039763]5.1   Latency Issues, Traditional vs. SD-Wan
The traditional network design in Figure five has one MPLS path to access the Internet via the Datacenter/HQ.  The outcome is increased link latency because indirect traffic flow takes a longer route.  The internet connection in figure five totals 50ms (MPLS 20ms + Internet connection 30ms).  Figure six SD-Wan design shows direct access to the Internet with reduced latency to 30ms because it routes directly to the Cloud.  This scenario shows improved performance with Direct Internet Access (DIA) SD-Wans connections.
[image: ]
Figure 5: Traditional design, Path latency
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Figure 6: SD-Wan design, Path latency


[bookmark: _Toc54034685][bookmark: _Toc54039764]Does SD-Wan Improve Application Performance and Availability?
SD-Wan allows the use of multiple network providers and transport services like; Broadband, MPLS, and 4G-LTE.  It enables the capability to aggregate or load balance the transport services to carry traffic flow for a single session [14], i.e., Phone calls, video conferences, or business transactions.  The Increase of bandwidth by simultaneously directing traffic over multiply links improves performance, and lowers the probability of bottlenecks.  Full use of available bandwidth, i.e., underlay connections and QoS, means link failures does not disrupt the business dataflow or transactions because of dynamic automatic failover.  The result is consistent or improved productivity, i.e., uninterrupted network (Business).  Improved quality of experience consists of traffic steering, forward Error Correction (FEC) [15], and replication.  The result is lowering the probability of not honouring customer SLA (Service Level Agreement), culminating in downtime reductions and reduced costs.  
There is less chance of exhausting your help desk resources through customer complaints (Helpdesk Calls).  The knock-on effect is that IT staff can work more efficiently, and be re-purposed to engage in other critical strategic work like digital transformation plans.  Customer satisfaction improves because network outages are highly unlikely and improved performance; due to the SD-Wan solution persistently considering performance.  The intelligent application-aware environment is continually monitoring End-to-End connectivity, and recalculating and forwarding the application data through the optimum path/s.
SD-Wan solutions have the capability of auto orchestrating an SD-Wan cloud appliance/gateway closest to the optimum performance POP (Point-of-Presence) on the Internet.  The Branch access to the Cloud application via the SDN cloud appliance, will receive the best performance possible using a Backhaul reliable cloud connection, e.g., AWS Networking Competency Partners [16].  However, this could add a significant cost if it runs for long periods of time, because the Cloud cost model is on-demand and pay peruse.  If the strategy is used to initiate the appliance creation because response/latency passes a specific adverse application performance threshold, costs can be lowered.  National or international organisations performance and availability capabilities will closely relate to infrastructure and collaboration between telecommunications providers and Cloud Service Providers (CSP), i.e., design capabilities or limitations.


[bookmark: _Toc54034686][bookmark: _Toc54039765]Does SD-Wan Enhanced Agility and Responsiveness?
Specialist engineers do not need to carry out site visits and install network equipment.  SDN devices are delivered directly to the site; onsite employees can plug in the WAN and Lan ports.  This process is similar to enabling broadband services at home; the router is shipped directly to the customer with instructions.  The controllers Zero-touch provisioning will automatically authenticate and configure the SDN appliance [17]. Commissioning Broadband sites is usually a quick turnaround; however, MPLS sites are much more involved regarding specialist engineers configuration requirements on and offsite.  Centralised orchestration introduces improved speed of provisioning applications and QoS policies.   All these advantages result in faster time to revenue because the rate of branch sites moved into production has improved dramatically.

[bookmark: _Toc54034687][bookmark: _Toc54039766]Does SD-Wan Simplifying Wan Topology or Architecture?
SDN helps companies to shift from an on-premise solution, into the Cloud because of its purpose-built nature of integrating with a virtualized environment with VNFs.  SD-Wan architecture unifies all wan edge network functions in a single platform, including Wan optimization, routing, firewall, visibility & controls, and SD-Wan.  Centrally orchestrating all the functions, i.e., uCPE [18] and vCPE, reduces the hardware footprint and power consumption at every branch.  CPE is the Customer Premises Equipment, one being physical, i.e., Universal (u) and the other virtual (v).  Both CPE's are edge devices that can run multiple VNFs.  Figure four has all devices independently managed; however, Figure five is centrally managed on-premise or Cloud.   Central orchestration of all the SD-Wan functions simplifies Wan infrastructure management for IT and provides more consistent QoS (Quality of Service), security enforcement, and end-to-end performance statistics [19], i.e., Big Data Analytics and Quality-of-Experience (traffic steering, forward Error Correction (FEC) [15], and replication).  The result is reduced risk and lower wan and operating expenses, i.e., Capex and Opex.
The SDN solution will not immediately simplify the architecture because a phased approach is recommended to lower outage probability.  The introduction of a Hybrid solution will be the outcome; initially, administrators and engineers would need in-depth knowledge about traditional network technologies and the approved and latest SD-Wan architecture, i.e., best practices [20].  The network topology will be more complicated because it will entail a gradual SDN appliance implementation, integrated with the Traditional Hub, and Spoke topology [21].  However, it will eventually become more uncomplicated and easy to manage in the later stages of the SDN centralised management implementation.
Even though centralised controller management does introduce many advantages, there is a need to provide further consideration concerning the controllers' placement/location.  This thought process fundamental reasoning is the latency between the controller/s and edge devices [22].  Clustering for redundancy and shared load performance to combat bottlenecks between the controller cluster nodes are the other two key areas to consider.  The adverse result is increased latency or delay between the controller and edge devices, which will bring the network to a standstill by causing customer services to time out, i.e., protocol timeout.  However, auto-scaling in the Cloud cluster will help to a degree. Still, the hierarchical Master, slave controller cluster components would have to be strategically placed/located to counteract latency issues.  Different controller-based algorithms have been developed to improve efficiency and combat the latency and placement issues, e.g., Simulated Annealing Partition K-Means (SAPKM) [22], multiobjective path optimization algorithm (MCOPF) [23].

[bookmark: _Toc54034688][bookmark: _Toc54039767]Does SD-Wan Improve Wan Security?
SD-wan solution can offer secure/encrypted End-to-End application segmentation, isolating different application traffic types like Voice, Public or Guest Wifi, Trusted SaaS (Software as a Service), Enterprise Applications.   
The integration or adoption of industry-leading security vendors like Paloalto, Checkpoint, Mcafee, and Forcepoint have linked their products using the management layer with the centralised cloud-based controllers.  This approach has culminated in more comprehensive and consistent security than on-premise solutions.  Cloud-based security is a lot more efficient way to keep up to date with the latest threat vulnerability production definitions.  
The traditional firewalls need to be updated every day. SD-Wan solutions seamlessly integrate with cloud-hosted security services, and experience improved cloud application performance with little to no chance of compromising security protection.  The result is a less vulnerable network state resulting in reduced business risk.  While centralised management makes controlling multiple CSG (Customer Site Gateways) or edge devices easier, it also introduces security risks.  If the management/controller device goes down, the whole network could be affected due to a single point of failure.  
The market has over 70 different vendors [24], with varying technological SD-wan capable solutions because of their core business products or services.  Cross vendor integration is a vital aspect to consider when selecting an SD-Wan solution.  Different vendors' security products can be integrated or used in tandem seamlessly.  There is less chance of introducing vulnerabilities because both companies' development experts have pre-written and vigorously tested the code.  DevSecOps (Development, Security, and Operations) methodology is easier to implement with the introduction of SDN/SD-Wan because all the key areas are more programmable/automated.  The introduction of Machine learning with SD-Wan solutions has added a higher level of intelligence.  With the vast amount of Big data real-time analytics, Artificial Intelligence/Machine learning has evolved SD-WAN into a more advanced, in-depth real-time intrusion detection, prevention, and self-healing technology, i.e., SASE (Security Access Service Edge).


9.1 [bookmark: _Toc54034689][bookmark: _Toc54039768] SD-Wan controller Security and SD-Wan Edge Security
There are several attack surfaces that hackers can target because of the decoupling, or abstraction of the control plane from the data plane.  Previously the architecture was only relevant to one device; however, remote communication between the two planes, especially from the Cloud Service Provider, has introduced several potential security vulnerabilities [25].  The nature of Open Source Application Programming Interfaces (APIs) also adds to a higher risk of vulnerabilities.  
The significant security areas of concern include the SDN controller, two-way communication between the controller and edge devices, and controller to controller communication across domains.  The vulnerabilities in question include; man-in-the-middle, Denial of Service (DoS), Distributed Denial of Service (DDoS), Spoofing, repudiation, the elevation of Privilege attacks, information disclosure, etc.  The attack vector generally falls into categories including, Faked traffic flows, attacks on the weakness present in switches, and attacks on the communications involved in the control plane [26].  
Openflow standardises southbound APIs, but there is no universally-accepted standard for northbound APIs.  Vendors and open source organisations create dissimilar APIs for their SDN controllers.  The outcome is an increased probability of vulnerabilities because developers have difficulties coding for multiple versions of different controller applications.  These API  vulnerabilities can be associated with the Cloud Security Appliance (CSA) Egregious 11 [27], an industry-leading priority list of Cloud vulnerabilities and best practices. Insecure Interface APIs is number seven on the priority list, and Metastructure and Applistructure Failures number nine on the priority list.  The OWASP Top 10, another industry-leading list, should also be considered regarding the Northbound API’s, especially concerning the lack of standardisation.
Clustering multiple controllers were introduced for redundancy purposes to try and eliminate single points of failure.  However, if one controller in the Cluster is compromised or hacked with implanted malicious code, it will be synched between controllers; the whole Cluster would be vulnerable [28].  The implementation of domains to separate and group controllers, and edge devices is part of the solution.   This design principle is used to counteract or limit the adverse effect of denial of service, spoofing, and repudiation attacks by separating edge devices into different domains with paired clustered controllers [29].  There could still be an outage to a specific domain, but it would not take the whole network down, only part of it.  SSL/TLS certificate-based authentication is one of the vital security measures used to keep Northbound and Southbound communication secure.

[bookmark: _Toc54034690][bookmark: _Toc54039769]   Does SD-Wan Lower Costs?
The network's design concerning the link type, i.e., level of reliability required and capacity, significantly affects cost.  Comparing Broadband implementations to MPLS, Leased Lines, and Dark Fibre shows a precise bandwidth cost saving but with lower reliability.  The use of much cheaper Broadband to replace or augment MPLS and simplify wan architecture and security can drive substantial cost savings.  Most companies believe that performance, agility, and security are more critical than the cost-saving, especially with the digital transformation strategy requirements.  However, improvements in these key areas are usually related to cost-saving as employees' performance, availability, and reduced probability of causing vulnerabilities have favorable cost implications.  
The hybrid architecture complexity discussed earlier would initially drive costs up as there is an initial need for more networking equipment running, ie. SDN and Legacy.  Another essential consideration would be whether a managed service is introduced, which would have a further cost addition.  If the decision is to have a complete in-house/DIY support model where internal IT looks after the SD-Wan solution, there is an increased training cost for staff.  However, in the latter stages of the phased hybrid approach [30], the cost can be offset against the staffing requirements.  The power of centralised management, Analytics, Machine learning (AI), and the API integration with other vendors can reduce the staffing levels needed. 
The later phases of the SDN network implementation would reduce CapEx investments in infrastructure because the software integrated approach streamlines physical components.  Single Cloud controller and x86 edge devices like universal Customer Premises Equipment (uCPE [18]) instead of multiple physical appliances [31].  There are also OpEx reductions based on the optimisation of power consumption or the selection of edge appliances.  

[bookmark: _Toc54034691][bookmark: _Toc54039770]The Future and the Open Network Foundation (ONF)
Secure Access Service edge (SASE) is an upcoming security model for a multitude of edge security use cases, created by Gartner [32].  The methodology was developed to keep in line with the marketplace business drivers' security needs and reduce complexity.  The accessibility requirements for applications have shifted from central enterprise access to distributed cloud access.  They Range from Multi-Cloud, Public Cloud, Private Cloud, Hybrid-Cloud, SaaS, PaaS, and IaaS.  Users or devices now require secure direct remote access; our expectation is on-demand, wherever we are, a truly distributed environment, i.e., trains, buses, at home, anywhere anytime, anyplace.  The variation of devices has massively increased, which we can see regarding the Internet of Things (IoT).  These elements require secure, agile access with scalable optimum performance; applications need to be accessed securely without any performance hit or degradation.  
SASE tries to offer an entirely holistic secure, high-performance solution with distributed security inspection that sits in front of cloud applications. Hence, it is as close as possible to the source application requesting device for performance reasons, i.e., DIA.  SASE integrates multiple cutting-edge Security and network functionality technologies with differing levels of importance as a seamless, centrally controlled entity. These include; 
 
	SASE - Core
	SASE - Recommended
	SASE - Optional

	
1) SD-Wan, 
2) Cloud Access Security Broker (CASB) [33]
3) Firewall as a Service (FWaaS) [34]
4) Secure Web Gateway (SWG)
5) Zero Trust Network Access (ZTNA) [35]  
	
1) Sandbox
2) Browser Isolation
3) WAF (Web Access Firewall
4) NAC (Network Access Controller)
5) NGAV/EDR
	
1) WLAN
2) VPN



Zero Trust Network Access is one of the core principles behind SASE and means it does not matter with what or where the user is connecting from as long as they can authenticate successfully.  The system only allows secure user connections to the permitted resources related to their account.  SDP or Software Defined Perimeter controller allows per application TLS tunnels to be set up and torn down and uses SDP gateways to control access as enforcement Cloud access points. 
Gartner describes SASE as consisting of two combined models, Network as a Service (NaaS) and Network Security as a Service (NSaaS) [13].  The purpose is to group access services, which reduces complexity and cost by consolidation, resulting in shrinking the number of security vendors or solutions on the market.  A broad spectrum of vendors offer SASE; however, they have several different capabilities because SASE is at the early stages of adoption, and vendors are in a more competitive state of mind rather than collaborative.  This can be seen with the number of SASE vendor offerings of 80 plus [32].







ONF (Open Network Foundation) is a world leader for the innovative progression of Software Defined Networking [36].  It is a non-profit organisation that is partnered, membered, or collaborated with by several international companies.  These include some of the largest telecommunication, Cloud Service Providers, and social media companies globally.  They are companies that you would expect to be at the forefront of new innovative technology, i.e., Google, Comcast, AT&T, Turk Telekom, Cisco, DellEMC, Ericsson are amongst an extensive list of international companies [37].  
The ONF current key areas of Research and development are related to next-generation mobile, Broadband, and EdgeCloud in relations too;
1) Disaggregation and White Boxing
2) Opensource Software 
3) SDN, NFV, and Cloud Technologies

ONF has a multitude of ongoing software-defined networking related projects in varying underlay/transport connectivity technologies, including.
1) ONOS or Operating Network System is an open-source SDN Controller for Building Next-generation SDN/NFV Solutions [38].
2) Stratum is a switch operating system for white boxes with Opensource SDN interfaces (P4Runtime and OpenConfig), avoiding vendor lock-in [39].
3) ODTN or Disaggregation Transport Network relates to building an opensource optical software environment for Multivendor use [40] [41].  
4) Aether is the first SDN Opensource Edge-Cloud-as-a-Service (ECaaS) solution running on a 5G/LTE network [36].

The Software Defined Radio Access Network (SD-RAN) is currently championed by the Open Network Foundation, with the project Open Radio Acess Network (OpenRAN).  Open-RAN involves moving away from proprietary base station units, which will allow vendor interoperability by creating open-source software-based cell tower components (Base units and remote radio units). 
Software-Defined Transport Network or SDTN is related to carrier type services, including; optical and Microwave. Telecommunication providers like British Telecom (BT) and Telefonica would heavily invest in this technology [42].  
The forwarding and controller plane decoupling follows a varying degree of detachment between the layers.  iFusion [43], an SDTN architecture proposed by Telefonica, uses  SDTNc (controller) as a hierarchical orchestrator for multiple subdomain controllers for differing transport mediums, i.e., Optical Transport Network (OTN), Microwave, and Wavelength Division Multiplexing (WDM). 
The differing SDN projects consistently build on previous robust designs and open-source operating systems, e.g., ONOS and uONOS used in SD-RAN design.  Open Network Operating Systsem (ONOS) is an open-source platform for developing SDN solutions.  CORD (Central Office Re-architectured as a Datacenter) [44] uses several open-source projects, including O-Ran, OMEC (Open Mobile Evolved), Trellis, ODTN, Seba and Voltha.


[bookmark: _Toc54034692][bookmark: _Toc54039771]Vendor Lock-in
Gartner, a well-respected Industry-leading IT marketing analysis organisation, magic Quadrant shows innovators, leaders, niche players, and visionaries [24]. The idea behind this relates directly to vendor lock-in because it relates to clear differentiation due to how comprehensive, competent, or industry-leading the vendors SDN solution is.  Even though the Idea behind SDN/SD-Wan is a lot about open source, customers will prefer the leaders when purchasing as they are tried and trusted, and their technology and branding are leading the market.  The continuous competitive battle for market share/profit and the leaders' Research and Development innovations relating to their products will result in vendor lock-in. It will mean the rest playing catchup and following the same vendor lock-in process.


[bookmark: _Toc54034693][bookmark: _Toc54039772]Conclusion:
The technology market is continuously moving towards a more programmable and automated environment.  Cloud-based applications have evolved into more integrated solutions because of this fact.  SDN implementation has introduced network virtualisation through decoupling the control plane from the forwarding or data plane.  This intern has centralised management of multiple edge devices, and allows the integration of numerous technologies, i.e., Wan Optimisation, QoS (Quality of service), QoE (Quality of Experience), Overlay network (Segmentation), End-to-End Security (VPNs). 
A cost and performance driver is the use of Direct Internet Access (DIA) connections like Broadband.  Direct Internet links to Cloud applications are usually more efficient than the extra hops/latency caused by routing traffic through Headquarters or the Datacenter.  Broadband is a lot cheaper to run and install but less reliable. However, in most cases, broadband performance can adhere to the Quality of Service (QoS) requirements because of SD-Wan Big Data performance Analytics, close collaboration between Cloud Service providers (CSPs), telecommunication companies, and the technologies mentioned earlier.
Continuous monitoring of SD-Wan connection performance using analytics like QoE and the ability to recalculate and steer traffic flows through the optimum path or paths improves application performance and availability.  However, there will be cost variations in the early stages because a more complex hybrid architecture is preferred to limit outages.  The continuous shift from legacy topology to SDN appliance implementation will simplify the architecture and reduce cost. Centralised automation will introduce process efficiencies and reduce staffing requirements.  
Zero-touch provisioning has resulted in the easy and agile implementation of branches because there is no need for an engineer site visit.  Centralised management automatically commissions the site as soon as the Internet cable is attached.
The decoupling or abstraction of the control and forwarding plane has resulted in potential high-risk vulnerabilities if careful, continuous monitoring and best practices are not followed.  The attack vector between controller and controller and controller and edge device can be particularly vulnerable.  Attacks like Denial of Service (DOI), man-in-the-middle have to be guarded against.
Developing management applications and the integration of different vendor virtual network functions (VNFs)  need to be closely tested and scrutinised for vulnerabilities.  An excellent rule of thumb would be to consider the CSA Egregious 11 and the OWASP Top 10.
The market is currently growing in the adoption of SASE solutions, which is a collaboration of cutting-edge technologies, i.e., SD-Wan, CASB, FWaaS, SWG, ZTNA, etc.  This is because of the shift in working habits towards distributed user access, Cloud application requirement.  One of the key technologies in SASE is Zero Trust Network Access (ZTNA).  The location or device is disregarded as long as the user can authenticate; access is restricted to their account permissions.
The ONF continues to improve its excellent track record of being at the forefront of the development of cutting edge SDN solutions.  Working with multiple international companies helps to identify essential and viable projects, which continuously promotes their acceptance in the market.
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                 MARKING CRITERIA AND STUDENT FEEDBACK


This section details the assessment criteria. The extent to which these are demonstrated by you determines your mark. The marks available for each criterion are shown. Lecturers will use the space provided to comment on the achievement of the task(s), including those areas in which you have performed well and areas that would benefit from development/improvement.
	[bookmark: assessmentComponent]Common Assessment Criteria Applied  (Assignment 1)
	Marks available
	Marks 
awarded

	1. Engagement with Literature Skills
Extent of research and/or own reading, selection of credible sources, application of appropriate referencing conventions.
	
	

	[bookmark: feedbackRIL]You have engaged excellently with relevant and credible sources. The appropriated referencing format used. All key concepts (Software-Defined Networking) discussed. (Grade mark: 85.00%)
	[bookmark: totalRIL]20
	[bookmark: markRIL]17

	
	
	

	2. Knowledge and Understanding Skills
Extent of knowledge and understanding of concepts and underlying principles associated with the discipline.
	
	

	[bookmark: feedbackKUS]Your work demonstrated depth of research with strong augments and excellent quality report. (Grade mark: 85.00%)
	[bookmark: totalKUS]20
	[bookmark: markKUS]17

	
	
	

	3. Cognitive and Intellectual Skills
Analysis, evaluation and synthesis; logic, argument and judgement; analytical reflection; organisation  of ideas and evidence
	
	

	[bookmark: feedbackANA]An excellent research paper on SDN, etc.  A paper that could be refined for publishing. (Grade mark: 90.00%)
	[bookmark: totalANA]50
	[bookmark: markANA]45

	
	
	

	4. Practical Application Skills
Deployment of methods, materials, tools and techniques; application of concepts; formulation of innovative and creative solutions to solve problems.
	
	

	[bookmark: feedbackPAD]
	[bookmark: totalPAD]
	[bookmark: markPAD]

	
	
	

	5. Transferable Skills for Life and Professional Practice
Attributes in professional practice: individual and collaborative working; deployment of appropriate media; presentation and organisation.
	
	

	[bookmark: feedbackSPP]A presentable paper that is professionally done and flow excellently. Ensure that all areas are justify aligned/formatted. (Grade mark: 85.00%)
	[bookmark: totalSPP]10
	[bookmark: markSPP]8.5

	
	
	



	Assignment Mark (Assessment marks are subject to ratification at the Exam Board.  These comments and marks are to give feedback on module work and are for guidance only until they are confirmed. )
	Late Submission Penalties (tick if appropriate)
	[bookmark: totalMark][bookmark: _GoBack]87.5%

	
	Up to four weeks late
	[bookmark: fourWeeksLate]
	

	
	First Attempt?
	[bookmark: firstAttempt]
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