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Abstract 
This report provides an in-depth review and analysis of the state of Che-Si’s network security in which significant flaws are found. I focus on the flaws caused by the use of personal internet devices and external networks. These flaws leave vulnerabilities and hence attacks are possible. To emphasise the risks, I have described the possible attacks and have simulated an attack that is probable. I have also recommended ways of mitigating flaws and attacks by updating Che-Si’s security policies and from other methods. I conclude by revealing that the company’s security flaws can be mitigated whilst also maintaining superfast operations.
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[bookmark: _Toc61009802]Chapter 1 Introduction
A network consists of devices that communicate with each other to transfer, receive and process data. A network can be interconnected with other networks globally via cabling or wireless methods, which allows people to communicate all around the world. Networks are made up of hosts, intermediate devices and network media consisting of wired or wireless technology such as ethernet cables and Wi-Fi. Network security is essential to maintain the confidentiality, integrity and availability of confidential and private data and services. Businesses risk losing trust from their clients, vendors and even their own staff if network vulnerabilities are not secured. 
I have been tasked with identifying and recommending ways to mitigate vulnerabilities, attacks and threats stemming from personal internet devices and external networks. I have therefore researched more in depth about security threats and the best ways of mitigating them without effecting the performance of the business very much.
I shall describe the weak points of Che-Si’s networks and the possibility of attacks and threats it faces. It is important to understand and emphasize the real threats Che-Si is under and hence I shall demonstrate a potential attack via Packet Tracer. I will then highlight the best mitigation strategies and the best network security policy improvements.
I will then conclude my thoughts and highlight the most concerning security threats facing the company.







[bookmark: _Toc61009803]Chapter 2 Review of literature
[bookmark: _Toc61009804]2.1 Networks and its types
Devices within a local network include intermediate and host devices. To communicate with each other, they must be connected either via a wireless or via wired transmission media. The most common wired protocol is the Ethernet protocol, whilst wireless technologies using 2.4GHz and 5Ghz frequencies [1] are increasingly popular, despite them having vulnerabilities.
The devices that make use of these transmission mediums are called hosts, such as mobiles, laptops, desktop PCs, tablets etc. These devices use a wired or wireless method to connect to an intermediate device which is not only connected to other local devices but is a gateway to external networks and its devices. Millions and millions of networks connected together have formed what is known as the Wide Area Network (WAN); [2] meaning businesses can send and receive data from networks all around the world.
[bookmark: _Toc61009805]2.2 Threats and Attacks
Despite its benefits, allowing people access to a business’s internal network and its services from potentially unsecured personal internet devices can raise serious security concerns. Personal devices can have malicious malware installed such as a worm and once connected to a network it can attempt to spread to all other devices – putting the entire network at risk. Personal devices could even be used as a backdoor [3] to gain unauthorised remote access to a network whenever the attackers please.
Furthermore, allowing staff access to sensitive company files/databases from a public network without robust policies in place is putting its integrity and confidentiality at risk because data transmitted could be maliciously intercepted via a man-in-the-middle attack and even monitored over time by a packet sniffer. One glaring example of the “ultimate man-in-the-middle attack” [4] cost an Israeli start-up business one million dollars after the attacker intercepted emails going out from and to the firm.
Users connecting to public Wi-Fi are also prone to other threats or attacks such as Rogue Access Points and vulnerabilities within security protocols such as Wired Equivalent Privacy (WEP) and Wi-Fi Protected Access 2 (WPA2) which can help criminals gain unauthorised access to confidential data [5]. It is important for users to use robust cryptography such as Advanced Encryption Standard (AES) so that only the designated receiver receives the original, readable document.
Unauthorised internal access to the network via personal internet devices “can create huge vulnerabilities” [6]. In fact, internal threats are more common than external threats [7]. It’s no wonder why many companies insist on a strict no personal devices policy. Fortunately, there are ways to mitigate all of these threats and attacks.
[bookmark: _Toc61009806]2.3 Mitigation
Threats, vulnerabilities and attacks need to be mitigated so that services can keep running and personal data from clients is secure. One of the best ways to mitigate vulnerabilities is a robust security policy which is enforced. Security policies should warn users to not connect any personal internet devices to the network and to adhere to strict guidelines such as a strong password in order to not compromise the integrity of the network.
A security policy helps mitigate or even prevent attacks such as phishing and social engineering. In theory it should also stop personal internet device related malware attacks, such as from viruses that could affect the entire network [8]. However, in practise, a security policy only goes so far. Fortinet, a cybersecurity company revealed that “more than half” [6] of young adult workers would still bring their personal internet devices to work, despite breaking the company’s policy.
To help mitigate and prevent malicious data from entering a network, a hard firewall is essential. As said by Qiu Yang, “the first barrier to protect LAN, firewall is the most effective means to achieve network security” [9]. Despite of this, even firewalls can be bypassed. That is why demilitarized zone (DMZ) is implemented in many networks in order “extremely enhance the security of a network” [10]. A DMZ essentially acts like an extension to the network and is outside of the main firewall that is protecting the rest of the hosts. If it is breached, other parts of the network that are not in the DMZ will still be secured behind the main firewall. [10]




[bookmark: _Toc61009807]Chapter 3 Design and Implementation
[bookmark: _Toc61009808]3.1 Vulnerabilities in network and policies
[image: ]Allowing users to use their own personal internet devices is a threat to the security of the network, particularly when used internally. These devices can have poor security and might have malicious malware installed. If staff access confidential files using their personal device, the malicious malware could breach the network and access private data. Malware such as ransomware could be installed, forcing the company to pay a large sum of money or lose the data.[bookmark: _Toc61009819]Figure 1: Laptop. Source: [11]

Allowing users to access networks and services via external networks can also put the security of the network at risk. External networks are not guaranteed to have a secure connection. Furthermore, users are more susceptible to attacks such as rogue access points, man-in-the-middle and social engineering attacks and if using a public computer, spyware may be present. This puts personal data from clients and services at risk.
[bookmark: _Toc61009809]3.2 Simulated attack
I shall demonstrate an attack that is currently possible via Packet Tracer. The attack is carried out from a public network in which the attacker first gains the credentials of staff via a shoulder surfing attack. The attacker uses these details to gain unauthorised access to Che-Si’s networks. I have demonstrated the attack using a logical and physical view to show just how realistic the attack is.
[image: ]Below is the simulated global networking system that works in a similar way to the real networks. There is an official Che-Si office site in America and in Britain and a public network being used in Algeria:[bookmark: _Toc61009820]Figure 2: Packet Tracer. Source: My original work.






Both offices have cloud storage facilities. All networks are connected and can all communicate with each other. To access the “Cloud Storage” servers with administrative authority, correct staff credentials are needed.
There is only one staff member for this demonstration. Below is his username and password:
Username: “robert”. Password: “123”.
[bookmark: _Toc61009810]3.3 Results of the attack
The attacker is able to collect the username and password via a shoulder surfing attack. The attacker then logs into Che-Si’s cloud storage facility from the external public network and steals confidential information and installs a virus. Furthermore, the attacker deletes the confidential data within the server.
This attack occurred due to poor security policies, such as being able to access the server from an external public network. To mitigate this attack the staff member first should have been using a much more complex password than “123”. I recommend a password of at least 8 characters long, with upper-case and lower-case letters, including symbols and numbers. This would have made it harder for the attacker to get the correct details.
Multi-factor authentication would have prevented this kind of attack as the attacker wouldn’t have been able to login to the server. Stricter staff access controls may have also prevented this attack. Administrative access should only be given to staff members who maintain the server.
For more information regarding this attack, please see the Appendix.
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[bookmark: _Toc61009812]4.1 Importance of policies and enforcement of them
[image: ]The most important recommendation that I can make is that the company enforces its security policies [12]. Regularly informing staff about security policies is good, but not good enough. Staff that do not follow the rules should face penalties and repeated offenses should not be tolerated. [bookmark: _Toc61009821]Figure 3: Meeting. Source: [13]

Staff should not only be professionally trained to abide by the security policies set, but they should also be trained periodically to ensure they are focused, up-to-date and educated on the policies.
[bookmark: _Toc61009813]4.2 Cryptography and digital signatures
Cryptography is used when transmitting data to ensure that only the intended recipient receives the original, readable data. Any intruders stealing the data during its transmission will only receive an encrypted version of the data, which needs to be decrypted to plaintext in order to be readable [14].  In theory, only the sender and receiver should have the appropriate key to decrypt it.

There are two types of encryption: symmetric and asymmetric encryption. Symmetric encryption uses the same secret key to encrypt and decrypt, whilst asymmetric encryption uses public and private keys. Public keys can be used to encrypt data, whilst its corresponding mathematically related private key is used to decrypt it. [15]
[image: ]Asymmetric encryption is a stronger encryption method than symmetric encryption because the private key of the recipient must be used to decrypt. The private key cannot be tracked from the public key; hence attackers cannot easily decrypt stolen data into a readable format. Meanwhile, symmetric encryptions are more vulnerable as the same key to encrypt and decrypt must also be transmitted to the receiver, leaving it susceptible to attacks such as packet sniffer attacks.[bookmark: _Toc61009822]Figure 4: Asymmetric Encryption. Source: [16]


Digital signatures make use of asymmetric encryption to verify that the document is sent by the expected person, not an impersonator and ensures data is received in its original form, unaltered. If a document is altered the digital signature will change. Therefore, the receiver will know whether it has been altered or not. [17]
[bookmark: _Toc61009814]4.3 Recommended mitigation methods
As Che-Si needs to communicate globally, an asymmetric encryption method should always be used when transmitting data in order to avoid man-in-the-middle attacks and packet sniffers. It ensures the integrity and confidentiality of data, even if intercepted. Che-Si can make great use of digital signatures as it can prevent social engineering attacks such as phishing, meaning employees can communicate across networks in confidence.

To mitigate potential malware infecting large parts of the network, staff should only be able to access what is required within their job role. For instance, only administrators of the network should have administrative permissions and access to confidential data within the cloud storage facilities. By limiting access, attackers should only be able to gain access to small sections of the network if an employee’s credentials are compromised. 
[image: ]Finally, a demilitarized zone (DMZ) should be implemented for all Che-Si networks with an additional firewall protecting it. The DMZ will not prevent attacks, although can mitigate the damage of them by essentially separating parts of the network. If the cloud and media server are in the DMZ, whilst a database server is behind another firewall, the cloud and media server are still vulnerable although the rest of the network is still protected, even if those servers have been breached [10]. [bookmark: _Toc61009823]Figure 5: Demilitarized zone. Source: [18]







[bookmark: _Toc61009815]4.4 Recommended updates to existing IT security policies
Staff, vendors and clients should follow strict guidelines when using the network and its services. Passwords should be strong, software and devices should be updated regularly, anti-virus and firewalls should be installed. [19]
Personal internet devices should no longer be allowed within the company’s internal networks; staff should instead only use Che-Si’s devices. If personal internet devices are used in external networks, the connection must be secure. Staff must use a VPN whenever they are connecting to Che-Si’s network from outside of it. Two-factor authentication methods and secure services such as Secure Shell should be mandatory and used whenever possible. Digital signatures must be used when communicating confidential or sensitive data.
These updates to the policies overcome major flaws as they better secure staff, vendor and client personal data from being stolen during transmission and even if it is, the data will be unreadable to the culprit. Personal internet devices allow for potential internal breaches to the network and allow attackers to possibly gain staff credentials when used from public networks. These changes mitigate the possibility of malicious malware being installed internally and mitigate the chances of unauthorised access.
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[bookmark: _Toc61009816]Chapter 5 Conclusion
In conclusion, I am confident that the flaws putting client, vendor and staff data and company services at risk that are stemming from the use of public networks can be strongly mitigated by enforcing strict policies and adding extra security measures to the network. I believe that vulnerabilities regarding personal internet devices can also be mitigated, however they are too big of a security risk to be used internally. If the recommendations outlined above are followed, then superfast operations can continue with the added benefit of robust network security.
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[bookmark: _Toc61009818]Chapter 7 Appendix: Potential attack on the network demonstrated
As seen below, the attacker is in the same building as the staff member using their personal laptop to work with. The attacker collects the staff member’s username and password via a shoulder surfing attack – aka looking over their shoulder discretely.
[image: ][bookmark: _Toc61009824]Figure 6: Packet Tracer. Source: My original work.









[image: ]Using the information gathered, the attacker can now login to the cloud storage facility:[bookmark: _Toc61009825]Figure 7: Packet Tracer. Source: My original work.







[image: ]The attacker can now see and download the confidential company documents, as seen below:[bookmark: _Toc61009826]Figure 8: Packet Tracer. Source: My original work.




[image: ][image: ][bookmark: _Toc61009827]Figure 9: Packet Tracer. Source: My original work
[bookmark: _Toc61009828]Figure 10: Packet Tracer. Source: My original work




[image: ]The attacker can also install malicious malware, such as a virus infecting the server:[bookmark: _Toc61009829]Figure 11: Packet Tracer. Source: My original work





[image: ]Furthermore, now that the attacker has downloaded the confidential data they can erase the data on the server:[bookmark: _Toc61009830]Figure 12: Packet Tracer. Source: My original work






[image: ]The attacker has caused considerable damage to the company by a simple shoulder surfing attack and accessing the server remotely from a public network. [bookmark: _Toc61009831]Figure 13: Packet Tracer. Source: My original work









This comes to show how vulnerable the network is to attacks. Serious policy and security improvements are needed.
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Listing /ftp directory from 192.168.1.20:
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ftp>get CONFIDENTIAL.txt

Reading file CONFIDENTIAL.txt from 192.168.1.20:
File transfer in progress...

[Transfer complete - 101 bytes]

101 bytes copied in 0.012 secs (8416 bytes/sec)
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ftp>get CLIENTPERSONALDATA.txt

Reading file CLIENTPERSONALDATA.txt from
192.168.1.20:

File transfer in progress...

[Transfer complete - 18 bytes]

18 bytes copied in 0.012 secs (1500 bytes/sec)
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Writing file VIRUS.txt to 192.168.1.20:
File transfer in progress...

[Transfer complete - 144 bytes]

144 bytes copied in 0.022 secs (6545 bytes/sec)
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ftp>delete CONFIDENTIAL.txt

Deleting file CONFIDENTIAL.txt from 192.168.1.20: ftp>
[Deleted file CONFIDENTIAL.txt successfully ]
ftp>delete CLIENTPERSONALDATA.txt

Deleting file CLIENTPERSONALDATA.txt from 192.168.1.20:
fep>

[Deleted file CLIENTPERSONALDATA.txt successfully ]
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