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Introduction

This report will aim to explore what REST is, key architectural design differences between different
protocols, and discussing advantages and disadvantages to using REST in unique situations. The
second part of this report documents the development of a RESTful api and specifically
demonstrates each HTTP method of GET, POST, PUT, PATCH and DELETE, the type of api chosen was
an order processing system, which included products, a basket and a checkout. Overall, this report
aims to show an understanding of the concept of REST and the ability to create and test a RESTful
API

1. REST APIs and alternative protocols

1.1 What is a REST API?

REST stands for Representational State Transfer, created by Roy Fielding in his doctoral dissertation
in 2000 [1]. The core motivation behind REST was to improve how systems communicate with one
another over the web, with Fielding stating that the architectural style was designed to induce
properties of "performance, scalability, simplicity, modifiability, visibility, portability, and reliability"
[1]. Prior to REST, systems often used entirely different languages and syntaxes to communicate with
one another, which frequently caused compatibility errors and made integration between systems
complex.

RESTful APls interact with data using five different HTTP methods. The first of which is GET this is
used to retrieve data from the server without changing it. The second is POST, this is used to send
new data to the server. The third is DELETE this is used to remove data from the server. Finally the
fourth and fifth are PUT and PATCH, both are used to modify data however PUT replaces the source
entirely and PATCH only updates specified fields. See figure 1 for a visual demonstration of REST.

Fielding defined six core controls that a RESTful APl must follow to be achieved [2]. The first is client-
server separation, meaning the user interface and the data storage are kept independent of one
another, allowing each to develop without affecting the other. The second is statelessness, which
means that every request sent from a client to a server must contain all the information needed to
process that request, as the server does not store any memory of previous interactions [3]. The third
constraint is cacheability, allowing responses to be stored temporarily to improve performance. The
fourth is a uniform interface, ensuring all systems communicate using standardised HTTP methods
such as GET, POST, PUT, PATCH and DELETE. The fifth is a layered system, meaning a client does not
need to know whether it is communicating directly with the server or through a proxy server. Finally,
the sixth constraint is code on demand, which is optional and allows servers to send executable
code to clients when required [3]. Another key part of REST is resources this is pieces of data that
can be accessed using a web address and interacted with using HTTP methods
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Figure 1 Rest APl example [4]

1.2 Alternative protocol GraphQL

One alternative to REST is GraphQL, originally developed by Facebook in 2012, GraphQL went open
source in 2015, this protocol was directly created to address over fetching data, on mobile devices,
they needed to fix this as too much data can degrade the user performance. [4] Rather than having
lots of different web addresses for different types of data like REST does, GraphQL uses just one
single address for everything, and the app simply describes what information it needs each time [5].
The main downsides of GraphQL are that it is more complicated to set up than REST and can be
excessive for simpler projects. Itis also harder to speed up through caching, which is something
REST handles very naturally. See figure 2 for a visual demonstration
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1.3 Alternative protocol gRPC

Another alternative protocol is gRPC, this is an open-source protocol developed by google and now
maintained by Cloud Native Computing Foundation or CNCF [6]. gRPC is a service-based protocol, a
client can call from the server as if they are locally hosted. This is achieved by using protocol buffers
instead of JSON. Protocol buffers or protobuf is data which has been compressed into a binary
format, which makes it more efficient in transport to the client [1]. Large companies such as Netflix
and Uber use these systems, but for background communications between systems, as protobufs
are incredibly strong at transmitting communication data but struggle when used for websites or
applications due to the number of transmissions needed, this is directly quoted [7] . the main
disadvantage of gRPC is that it does not directly work in a web browser without a complex setup, this
explains why Netflix and Uber both use it for their background communication [1]. See figure 3 for a
visual demonstration

= HTTPI2

Figure 3 gRPC APl example [4]

1.4 Advantages and disadvantages of REST

REST is commonly referred to as the easiest and most accessible ways to create APls, mainly due to
the use of HTTP methods that most developers already understand. A key advantage to REST is
caching, because of the standardised http methods being used responses can be stored in browsers
or proxy servers, which will reduce the overall requests made to the server improving the
performance [1], this is something that alternative protocols like GraphQL struggle with, asit’s a
single endpoint approach which HTTP caching more challenging to implement.

Another advantage that REST benefits from is statelessness, meaning the server does not need to
store information about previous requests, this makes RESTful APIs highly scalable as they can be
distributed without loss of context. This is primarily useful in large scale systems where they might
handle thousands of users simultaneously, as it allows the infrastructure to grow without significant
changes to the core architecture.

However RESTful APIs have major drawbacks one of the most common of which is over-fetching and
under-fetching data. As RESTful endpoints return a fixed value, the user might receive too much
information, this could become a major problem on devices where bandwidth is limited such as
mobile phones, which was the reason that Facebook developed GraphQL in 2012.

Also REST does not natively support real time communication, as it’s a request model the server will
only send data when the client requests it. This means its not well suited for applications which
require live updates. In these situations alternatives like gRPC is better suited due as these
capabilities are built into the protocol. Despite limitations REST remains one of the most used API
styles due to its simplicity and compatibility



1.5 Use cases for each protocol

Each protocol previously discussed in this report is best suited to different situations depending on
the needs of the application. REST is most commonly used for public-facing APIs where simplicity
and wide compatibility are important. A well known example of this is Stripe, the online payment
platform, which uses a REST API to allow developers to integrate payment processing into their
applications easily [8]. Another example is Twitter, which also provides a REST API allowing
developers to access tweets, user data and trends. [9]

GraphQL is best suited to applications where different clients need different subsets of the same
data. GitHub is a prime example of this, offering a GraphQL API alongside its original REST API,
allowing developers to request only the specific repository information, issues or pull requests they
need in a single query rather than making multiple separate requests [5]. This makes it particularly
useful for mobile applications where minimising the amount of data sent back and forth is
important, which was in fact the original reason Facebook developed GraphQL in the first place [4].

gRPC is best suited to situations where speed and efficiency are the priority, particularly for
communication happening behind the scenes between different parts of a system. Netflix and Uber
both utilise gRPC internally to allow their services to communicate with each other as quickly as
possible [6]. Unlike REST and GraphQL, gRPC is not typically used for public-facing APIs but instead
excels in large-scale systems where performance is critical.

It is worth noting that many large organisations do not rely on just one protocol. A business might
utilise REST for its public API, GraphQL for its own frontend application, and gRPC for internal
communication between its services, choosing the most appropriate tool depending on the
situation rather than committing to a single approach [1]

2. API design and implementation

2.1 Overview and design rationale

The development that’s been implemented is an order processing system, using NodelS with
Express and JS files. The order processing system has been chosen as it displays all the necessary
modifications. The data that is stored for the system is the name of the product, the price of the
product and the stock level of that product. These fields could be expanded upon in the future by
including a location finder, or a next delivery date, however the basic fields as previously mentioned
will work the deliver an adequate

2.2 Endpoints

This section documents the core RESTful endpoints of the order processing API, demonstrating how
data can be retrieved, created, and removed



2.2.1 Get

The GET endpoint allows the user to retrieve product data from the API, either returning all products
in the inventory or a single product when a specific ID is provided
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2.2.2 Post

The POST endpoint allows the user to add a new product to the inventory by sending the product
details in the request body, which the API then stores and returns with an automatically assigned ID.
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2.2.3 Delete

The DELETE endpoint allows the user to remove a product from the inventory by specifying its ID in
the URL, with the API confirming the deletion or returning an error if the product does not exist.
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2.3 Edit function

This section demonstrates how existing products in the inventory can be edited, covering both the
PUT and PATCH methods and the key differences between them.

2.3.1 Put

The PUT endpoint allows the user to completely replace an existing product by sending all of the
product fields in the request body, meaning any fields that are not included will be overwritten.
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2.3.2 Patch

The PATCH endpoint allows the user to update only specific fields of an existing product without
affecting the rest of the data, making it a more flexible and precise method of editing compared to
PUT
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Figure 8 PATCH request

2.4 Basket and checkout workflow

This section demonstrates the two-stage order processing workflow implemented within the API,
showing how a user can add products to their basket and proceed through to checkout, with stock
levels reducing and an order record being created upon confirmation.

2.4.1 Basket data

This table displays the current contents of the basket, showing each product that has been added,
the quantity selected, and the total price calculated by the API.
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2.4.2 Basket insert

This section demonstrates the first stage of the order processing workflow, showing how a product is
added to the basket via the APl along with the corresponding reduction in stock levels
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2.4.3 Basket checkout

This section demonstrates the second and final stage of the order processing workflow,
showing how the user confirms their order through the checkout process, resulting in
the basket being cleared and a confirmed order record being created.
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3. Software testing

3.1 Testing approach

This section outlines the approach taken to test the Order processing API, covering the methodology
selected and how each test was carried out.

3.1.1 Testing Methodology

For this APl a manual testing approach was chosen using postman, a widely used tool that allows for
http requests to be sent to an APl and gives visual responses, this approach was selected due to the
simplicity and visual nature, as it ensures that all endpoints are returning correct values. Manual
testing was considered most appropriate for this APl due to the scale of this, as it allows for each
request and response to have a documented response or screenshot.

3.1.2 Test Execution

Each endpoint was tested individually by sending requests through Postman with the appropriate
HTTP method, URL, and request body where required. Tests were designed to cover both successful



scenarios, such as successfully adding a product to the basket, and error scenarios, such as
attempting to checkout with an empty basket. The results of each test were recorded in the test
table in section 3.2, with the expected outcome defined before testing took place and the actual
outcome filled in afterwards.

3.2 Test cases

T-02

T-03

T-04

T-05

T-06

T-07

T-08

T-09

T-10

Test Name

GET all
products

GET one
product
(found)

GET one
product (not
found)

POST create
product

PUT replace
product

PATCH
update stock
only

PATCH
update price
only

DELETE
product
(found)

DELETE
product (not
found)

Add item to
basket
(Stage 1)

GET

GET

GET

POST

PUT

PATCH

PATCH

DELETE

DELETE

POST

/products

/products/1

/products/999

/products

/products/1

/products/1

/products/2

/products/1

/products/999

/basket

Test Data

None

None

None

{ "name": "Monitor",
"price": 349.99,
"stock": 10 }

"name": "Gaming

Laptop", "price":

1299.99, "stock™: 5}

{ "stock": 3}

{"price": 199.99 }

None

None

{“productid”:1,
“quantity”: 2}

Expected

Outcome

200 OK returns a
list of all 3 products

200 OK returns
Laptop

404 Not Found {
"error": "Product
not found" }

201 Created
returns new
product with id: 4

200 OK, product
fully replaced with
new values

200 OK, only stock
updated, name
and price
unchanged

200 OK, only price
updated, name
and stock
unchanged

200 OK, {
"message":
"Product deleted" }

404 Not Found {
"error": "Product
not found" }

201 Created, item
added, stock

Actual
Outcome

200 OK
returns a list of
all 3 products

200 OK
returns Laptop

404 product
not found

201 new
product with id
as 4

200 product
fully replaces
with new
values

200, only
stock updated

200 only price
changed

200 product
deleted

404 not found

201 reduced
available stock



Test Name Method Test Data Expected Actual

Outcome Outcome

reduced from 10 to
8

3.3 Test analysis

The results demonstrate that that the APl behaves correctly across a range of scenarios including
successful and unsuccessful requests. Tests T-01 and T-02 confirmed that the GET endpoints
retrieve data accurately, whilst T-03 verified that the APl handles requests for non-existent resources
correctly by returning a 404 status code rather than crashing or returning incorrect data.

Tests T-06 and T-07 are particularly significant as they confirm that the PATCH implementation is
working correctly with only the specified field being updated whilst all other fields remain
unchanged. This demonstrates a clear distinction between PATCH and PUT, with T-05 confirming
that PUT replaces the entire resource as expected. Tests T-08 and T-09 further confirmed that the
DELETE endpoint handles both found and not found scenarios appropriately.

Finally T-10 confirmed that the first stage of the order processing workflow functions correctly, with
the item being added to the basket and the stock level reducing accordingly from 10 to 8.

4. Conclusion

This report has covered the development of an order processing API Built with Node.JS and express,
which allowed users to add products into their basket and complete the checkout process. There
are some limitations to the API built, the main concern is the data is stored in the servers memory,
which means everything is wiped when the server turns off as there is no database.
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