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[bookmark: _Toc32003948]Introduction
This report looks at all the factors that need to be taken into consideration when designing an app. Swansea Freshers Connect App aims to provide essential information to students who are new to the area in order to make the transition to student life as stress free as possible. Consideration is given to what risks are involved and how they can be mitigated, ensuring that the app meets the requirements of the Code of Practice and that the app is fully tested for quality assurance. In addition, the report looks at security features to be built into the app to ensure there will be no breach of data security.

[bookmark: _Toc32003949]Risk Management
To ensure the success of the project it is important in the planning stage to assess the risks and, having identified them, to put measures in place to reduce the severity. For each identified risk a basic 4x4 matrix has been used to calculate the severity of the risk both before measures have been put in place and afterwards to show how the risk has been reduced. Risks[1] falling above the tolerance line are treated as needing urgent attention.[image: ]

Checklist of Risks:
· R1. The web application is difficult to change. This may be due to bad documentation and could be mitigated by including a readme file that contains a brief description of the project and installation instructions. Also, by applying coding conventions such as correct use of comments, naming conventions such as correct us of comments, naming conventions, programming practices, file organisation and contributions to 3rd party organisations such as Gitlab/GitHub or Heroku should log commits.
· R2. Errors and bugs inside the Web app. This can be minimised by regular debugging of code and testing at required stages.
· R3. Lack of staff experience. To make up for shortfalls in staff experience they can tutor themselves online using resources such as YouTube and the university library.
· R4. Delays are a possible risk; safeguarding can be put in place to minimise impact by contacting a University lecturer and asking for an extension as more time may be needed.
· R5. Lack of monitoring the Project. This can be minimised by referring to the project plan in the appendix.
· R6. Requirements and the prototype being to complex. This can be safeguarded by adding minimum functionality as new features can be added at a later stage.
· There are also 3 risks taken from Boehm’s 10 Development risks to consider which are as follows: personnel shortfall, unrealistic time and cost estimates and developing the wrong software functions.
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When Planning an IT project sustainability issues may be overlooked. There is talk about a move to a “paperless” society so the assumption is the IT solution must be more environmentally friendly, but this is not always the case.

Sustainability issues in 3 areas: direct, indirect and systemic also known as first, second and third order impacts are considered below.

Direct: These look at the direct results of operating the IT solution in terms of carbon dioxide and electronic waste. In order to reduce the direct impact design must play an important role. The more complex the images used the greater the emissions of carbon dioxide will be. This factor is discussed in Nathan Shedroff’s “Design is the problem”[2]. E-waste refers to disposed of broken or obsolete electronic materials and components that may be valuable and recyclable such as laptops and random-access memory.

Indirect: This focuses on the results of the web app being a digital resource which results in less reliance on paper resources such as hardcopy directories. The web app provides greater efficiency to users as the information is all in one place and as a result cuts down the time spent travelling searching for a venue or the need to travel at all. 

Systemic: These look at the long-term socio-economic benefit the web app intends to provide to the Swansea business community by providing greater prosperity to both business users and general users of the app[3]. The app stems to make a societal change by improving mental well-being for students as a result of improved access to key information. One of the features of the app is a classified’s and this intends to promote the activity of recycling by allowing the sale of student textbooks. Times have changed and students would much rather communicate digitally than face to face.
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The Swansea Freshers Connect Web application will follow the four key principles of the British Computer Society’s code of conduct which are as listed in points below.

You make IT for everyone: The first guideline “you shall have due regard for public health, privacy, security and wellbeing of others and the environment;” This poses ethical issues as the web app may promote nightclubs, bars and alcoholic beverages which may be bad for public health, wellbeing and against certain religions.

Show what you know, learn what you don’t: The first guideline “ you shall only undertake to do work or provide a service that is within your professional competence;” This poses ethical issues as neither team member has taken on a project of this scale neither have they any web app development experience.

Respect the organisation or individual you work for: The fifth guideline “ you shall not misrepresent or withhold information of the performance on products, systems or services (unless lawfully bound  by a duty of  confidentiality not to disclose such information), or take advantage of the lack of relevant knowledge or experience of others. The ethical issue is that people can post on the app adverts that may be illegal or contain false content. 

Keep IT real. Keep IT professional. Pass IT on: The first guideline “ you shall accept your personal duty to uphold the reputation of the profession and not take any action which could bring the profession into disrepute;” This poses ethical issues as posts on the app could contain harmful content by malicious users.

Compliance with the General Data Protection Act (GDPR)[4] will be of the upmost importance in the development of the web application. The app will seek to save as little as possible personal information as possible and disregard irrelevant information such as race, sexual orientation, religion and financial data etc. In order to save personal data clear text data should be hashed and encrypted with strong encryptions algorithms. Secure connections to the app will be enforced to the app by using the HTTPS protocol and correctly deploying SSL certificates. Users will be informed how their data is stored and for how long. The use of cookies will also be notified to users and will expire and be destroyed after logging out of the web app. The web app will not track user activity for business intelligence. Users will be told about any logs that save location or IP address and for how long they will be saved to the system. These logs will be stored in a safe place and will be encrypted. Security questions will not turn users’ personal data such as mother’s maiden name or favourite colour and instead use of 2 factor authorisation (2FA) will be used. Clear terms and conditions will be set out and in order to register users must acknowledge reading and acceptance of these terms. Any information shared with third parties will be set out in these terms as well as clear policies for any data breaches. Part of GDPR is the right to be forgotten and any data of users who wish to cancel their subscription will be deleted. Swansea Freshers Connect seek to put a program in place to assess cyber risks and patch any vulnerabilities by performing penetration tests using the OWASP top ten list[5].




[bookmark: _Toc32003952]Quality Assurance
Quality Assurance (QA) ensures that the best user experience is given when using a web app or website and that ensures a functional interface. It is a process to try and uncover any flaws that might have been developed in design and development.
Without proper testing costs may escalate over time as many parts of the web app may have to be done again or features changed due to bad design decisions.
Quality assurance for the web application will be measured by the international organisation for standardization (ISO) 2510. The 8 terms and how they relate to the web app will be listed below.

1.Functional Suitability: This is to test what the app does. It looks for functional completeness and that the web app has all the functions it was supposed to have in line with the specifications. Functional correctness is looked at to make sure the web app provides the correct results. Functional appropriateness is tested for to see that the Web app fulfils its functions.

[bookmark: _GoBack]2. Performance efficiency: This is to test wether the app uses an optimal amount of resources. It looks at the time behaviour of throughput rates and response and processing times to see if they are reasonable. It also tests for resource utilisation and that the types and amounts of resources used are reasonable. The capacity is also tested to see that the maximum limits are reasonable. If the app needs to handle larger amounts of data, more server power can be allocated dependant on available funds. This should test for a response time ideally of less than <2 seconds which would exceed requirements but anything within the 2-5 second range would suffice. 

3.Compatibility: This is to test that the Web app will work on different versions of android. The web app is not designed for IOS Apple devices. It looks for co-existence that the app can share common environment and resources with other products. Interoperability is checked for to see if the app can exchange information and use the information that has been exchanged.

4.Usability: This can be tested using SMART objectives. This stands for specific, measurable, achievable, realistic and timely. Specific looks to see if specific users can use the app in specific conditions. It checks if users can recognise the app and that it is appropriate for their needs. It tests to see how easy it is to learn how the app works and how easy it is to operate and control. Checks are made to see if there is user error protection. Interface aesthetics are tested to see if the graphical user interface is pleasing to the eye. Accessibility is checked to see if the app can be used by all capabilities and characteristics. 

5.Reliability: This looks at maturity and how the web app works in everyday use. It tests for availability and that users can use the web app when they want to. It also checks for fault tolerance and whether the web app would still work with hardware or software problems. This is also a check for recoverability in the event of a failure or interruption whether the web app can recover the data and re-establish the system.

6.Security: This is to test that the web App protects data and information within the GDPR guidelines. This looks at the confidentiality of the web app and that data is accessible by authorised users only. This also looks at the integrity[6] of the app and that it prevents malicious modification or unauthorised access to data. This looks at accountability and tests to see if an entity can be traced back to that particular entity. It also tests for authenticity to see if the identity of a resource or subject can be proved.

7.Maintainability: This looks at if it would be possible to improve and modify the web app in the future and see if it will adapt to changes in environment. It looks at reusability and if an asset be used again elsewhere as this will be extremely timesaving. It also sees how easy it is to analyse any activities in the app that need to be considered. It also looks at how the app can be tested and if it can be automated. This should all be done at the planning stage of the software lifecycle.

8.Portability: This looks at if the software can be run in different environments. How easy it is to successfully install or uninstall on a mobile environment. Also, replaceability - can it replace another web app for the same product in the same environment?



[bookmark: _Toc32003953]Summary
Building an app is process that involves many stages and considerable IT knowledge and practical ability. A clear specification is needed, and rigorous testing is required to ensure the app meets industry standards, efficient functionality, sustainability requirements and above all that it is secure. This can be achieved by following the Code of Practice and a risk management procedure. The app should not use complex graphics and functions but should allow for further development as required.
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