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[bookmark: _Toc184876115]Introduction
Data security is the practice of protecting data from unauthorized access or corruption. This involves multiple techniques and technologies as well as procedures and policies. Key components include encryption, data masking and regular security audits. While compliance is adhering to the laws and regulations. But together they help keep our data safe.
[bookmark: _Toc184876116]1. Task 1: Research in Data Security and Compliance
[bookmark: _Toc184876117]1.1 Selected Topics
This research task focuses on the role of cryptography and Intrusion detection and Prevention Systems, and Other Security Tools.
Cryptography is a tool that is used to encrypt information for the key informant, if an unwanted user gets access to the information, this is where cryptography plays a huge role in data security, Intrusion detection and prevention systems seamlessly get along with cryptography because how would the computer know that there is someone accessing information that they shouldn’t be able to. 
[bookmark: _Toc184876118]1.2 Research Overview
As Cybersecurity is a growing issue and yet growing in availability, cryptography and intrusion detection are essential in assessing if our information is in a safe place and that no unauthorized accessor can breach our sensitive data.
The historic use of cryptography was a case in 1500BC, a Mesopotamian scribe used cryptography to hide their formula for pottery glaze[1]. Throughout history we have used cryptography without knowing it, and in today’s date we must use it on our daily web adventure. 
[bookmark: _Toc184876119]1.3 Analysis and Critical Evaluation
Conduct an in-depth analysis of the chosen topic(s). Include diagrams, charts, and tables for support.

[bookmark: _Toc184876120]Cryptography
Cryptography is a type of method of protecting and encrypting data, information, knowledge and communications using a code type language that only the sender and receiver can unpack and make sense of the sent data [2].  There are many types of cryptography, such as the ones listed below:
· Symmetric key cryptogram
· Secret sharing
· Quantum Cryptography
· Steganography
· Hashing
· Zero-Knowledge proofs

A cryptography algorithm is a type of encryption and decryption. The algorithm uses mathematics and logic to transform normal plain text into cipher text and then the receiver would have the decryption algorithm to return the cipher text back into plain text. The reason why this is so useful is because during this time in technology, information and knowledge is transmitted online every Millisecond. You may not think much about it at first but imagine trying to have a phone call to your bank about your information and there is a middleman who is listening to everything. It could be anything, if encryption were to cease to exist, businesses could have their databases invaded, passwords and accounts would be exposed with nothing stopping them after the intrusion. Cryptography is a type is confidentiality between the sender and receiver[3].
Symmetric key cryptogram
In cryptography, a symmetric key is used to both encrypt and decrypt the information, which suggests that to decrypt, they must have the exact same key that was used to encrypt the information in the first place. 
The key represents a sort of secret between the sender and the receiver(s) that could be used to have their own access to the information[4]. An example of this would be when, in some movies, there would be a certain area that information is gathered but to get in, the man behind the door must hear a “secret knock”, which would be their type of key of entrance to information. However, the drawback of this technique is that the parties must have access to the secret key. However public-key encryption would be a better case to use.

Symmetric key:
· Uses one key for both encryption and decryption.
· The key is used by both sender and receiver.
· Key must be kept secret from people that you do not wish to have the data.[4]
[image: Graphic representing types of encryption #1: symmetric encryption]
[Fig 1] 

Asymmetric key (Public key encryption)
Public key encryption has two keys, these keys are the public key and private key. The public key is for anyone that can encrypt the data and send it off, however the public key cannot decrypt, this allows for TLS (Transport Layer Security), SSL (Secure Socket Layer) and HTTPS (Hyper Text Protocol Secure).[5]
Asymmetric key (Public key encryption):
· One public key and one private key.
· Public key is publicly distributed while the intended private key (recipient) can decode the message.[6]

[image: Graphic representing types of encryption #2: asymmetric encryption]
[Fig 2]
Secret Sharing
What is secret sharing within a Data security context?
Secret Sharing is a cryptographic method being able to take a secret, break it up into multiple pieces and distribute the shares among parties. Only then when the recipient of the pieces acquires them can the data be reconfigured back into its respective original data.

Why do we need secret sharing? 
Secret sharing is useful and important to cloud computing environments, the reason for this is because they provide a high-level security using algorithms implemented in software.

Secret Sharing Schemes (SSS)
Parts of the secret are split up into little pieces, an example would be that a secret phrase like "Excursion" can be divided into shares like “Ex---s-o- ““--cur-i-n“. This could become even more split depending on how many are in the party, however, to simplify things let’s assume there is only two people in our secret sharing example. If one of these were to be breached, then that data would be meaningless to them because they would need to gather enough data from enough breaches to allow them to access the secret key. There are numerous examples to use, such as the word cross hint technique where a letter of the secret would be revealed and the position within the word, this could be masked by simply making a cover question email such as. “B5) How many people do you know use EE as their broadband” and then their piece of the data would be a B in position 5 of a word such as “Exhibit” would be shared between 7 people. If the email were to be breached or whichever method of sharing it, then it would just appear to be a normal questionnaire email. [7]
[image: Implementing Shamir's Secret Sharing Scheme in Python - GeeksforGeeks]
[Fig 3]
[bookmark: _Toc184876121]Intrusion Detection and Prevention Systems, and Other Security Tools
IDPS 
What is IDPS?
IDPS is an intrusion detection and prevention system. They are a network monitoring strategy that is both passively viewing traffic and blocking any suspicious traffic one it has been flagged.[8]

Types of IDPS
4 types of IDPS are as listed below:
1. Network-based
2. Wireless
3. Host-based
4. Network behaviour analysis (NBA)
IDPS are useful tools that handle traffic in such a way that it will monitor the traffic and depending on the type of traffic, it will either send a flag to whomever it is required to send it to.

Network-based IDS
A Network based IDS is a monitor for a complete protected network. The infrastructure of this IDS is deployed at strategic points. The network-based IDS make determinations based on the packet contents and data.[9]
Wireless
This IDS monitors the radio frequency for packet patterns, or any type of malicious behaviour transmitted through radio waves. The wireless IDS protects against threats such as the rogue access points. As wireless becomes more popular in every way this method becomes more essential. A Wireless intrusion detection system can also provide a detailed LOG analysis about network activity and potential threats.[10]
Host-based
A host-based IDS monitors on the platform that it is installed into; an example would be the liver would monitor only its own body. It is deployed on a specific endpoint to protect from internal and external malware.[9]
Network behaviour analysis (NBA)
A Network behaviour analysis is a system that monitors traffic to identify threats that are making an unusual traffic flows, one of which being a distributed denial of service. This type of IDS is useful for being able to detect suspicious traffic that would pass through the other types of Intrusion detection systems.


[bookmark: _Toc184876122]1.4 Organizational Needs
Discuss how modern organizations address security needs to safeguard their IT systems.
For a modern organization, using technology to its advantage would be one of the best choices they could make for their business, however, by doing so, there are challenges that come along with the help of technology. The way organizations need to safeguard their Information technology would be to have risk assessment and management of their systems. By conducting regular risk assessments, modern organizations would be able to pinpoint their vulnerabilities as well as having risk management strategies to mitigate the risks for any future endeavors. 

Another good way to mitigate vulnerabilities is consider the human error factor. By doing so, staff members would be taught into how to avoid such risks by just having a simple scroll online and clicking the wrong button would make the system corrupt. Therefore regular employee training and making them become aware of the power they hold within their hands..

Security policies and procedures are another good way to address security needs because there could be such things like Access control measures or data protection protocols. To quickly address and establishing an incident response tean to mitigate security breaches would also be a good choice to have to address security needs to safeguard their information technology.

[bookmark: _Toc184876123]2. Task 2: Case Scenario
[bookmark: _Toc184876124]2.1 Proposed Design
Every good business requires a hierarchy, meaning there should be someone to report to with higher authority. This means that a Chief would be implemented to a business structure so that someone can keep track of everything going on within the CyStresSolution business. The Chief Information Security officer would have their own hierarchy to report to, however this structure will be mainly focusing on the Information Security hierarchy.
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[Fig 4]

However, just a chief information security officer needs to follow the law, so it would be a good idea to have a legal team on standby. The reason for this would be that in case of a lawsuit, we would be the ones fully prepared to defend ourselves from the allegations. However, Businesses don’t just have Legal matters to tend to, but they also have their own policies and rules to ensure within the businesses that don’t go against law, and that is because law dictates rules, right and wrongs within the country or state, when policies are just a type of “law” but instead it is only used within businesses so it would be a good idea to have a legal and a compliance team on standby if any policies are violated but it is important to not mix both law and policy because law dictates policy.
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[Fig 5]
Now that in figure 5 has an understanding of the legal matters and understanding the  insurance for CyStresSolution safety against any suing or broken policies, there should be a team and role dedicated to actually have a team that understands that not every system is perfect, so to have a team that is able to take in an understanding of the system and look for weaknesses would be a good idea to not achieve perfection, but come close to achieving a system that is hard to infiltrate and violate. A good idea would be to have an Ethical Hacker into the Analyst teams so that CSS have professional infiltration to our system and when done so there could be improvements, however this only works sometimes, the structure would need someone who doesn’t know the CSS system to infiltrate the system so, implementing a Gray Hat hacker would also be useful to the company because they are street smart infiltrators who have different methods than others to infiltrate businesses. As Demonstrated in figure 6, the hackers report to the analyst specialists to review the security of the system and possible improvements.
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[Fig 6]
There is now a Threat intelligence team and compliance as demonstrated within figure 6, and legal team implemented within CSS. However, there is no one there to fix any issues, for example, what if there is malware within the system causing a disturbance in security. Or for example what if there was a disturbance in the firewalls or from intrusion detection systems. There would be a need for a Incident Response Team to fix these issues within the system which means there is also need for a Response Lead Cyber Analysts to analyze logs, malware and other forensic data to understand the threat. 
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Figures
[Fig 1] – Symmetric Encryption. https://sectigostore.com/blog/types-of-encryption-what-to-know-about-symmetric-vs-asymmetric-encryption/
[Fig 2] – Asymmetric Encryption. https://sectigostore.com/blog/types-of-encryption-what-to-know-about-symmetric-vs-asymmetric-encryption/
[Fig 3] – Shamir’s secret sharing. https://www.geeksforgeeks.org/implementing-shamirs-secret-sharing-scheme-in-python/
[Fig 4] – Chief information security officer
[Fig 5] – +legal team
[Fig 6] –+threat intelligence officer
[Fig 7] -+incidence report team
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