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This report presents the results of the research, design, and practical deployment of a virtualized network infrastructure for NOSSLONDON2026, a multinational corporation operating across two main sites in London and Birmingham. To meet the organization's operational needs and ensure seamless resource access, the network architecture integrates a Windows Server 2019 environment in Birmingham with a lightweight Debian Linux (L- CD) server acting as a DHCP relay in London. The theoretical section provides a critical analysis of hypervisor architectures (Type 1 and Type 2), IPv4 and IPv6 addressing principles, Variable Length Subnet Masking (VLSM) strategies, dynamic and static routing mechanisms, and key enterprise network services, including AD DS, DHCP, VPN, and Certificate Authorities. The practical section details the creation of a topology spanning both sites, covering everything from system deployment and VLSM configuration to securing resource access and systematically testing network connectivity. Based on documented technical data and the results of rigorous troubleshooting, the report demonstrates the practical implementation of cross-platform integration between Windows and Linux networks (R Banoth, 2026). Finally, the conclusion analyses both the technical challenges encountered during deployment - such as firewall configuration and IP address allocation - and the author's professional development in areas including enterprise network management, time management, and problem-solving techniques.
[bookmark: _Toc236392736]Task 1: Researching

[bookmark: _Toc236392737]Task 1.1: Research on Hypervisor
 
Virtualization has become one of the main tools for making efficient use of the resources offered by multicore embedded platforms (Lozano, Lugo, & Carretero, 2023).Hypervisors constitute the foundational layer of virtualization, enabling multiple operating systems to efficiently share physical hardware resources. Type 1 hypervisors (running directly on "bare metal"), such as VMware ESXi or Microsoft Hyper-V, execute directly on the host's physical hardware. This architecture eliminates the overhead associated with a host OS, delivering higher throughput, lower latency, enhanced isolation (security), and enterprise-grade scalability. Conversely, Type 2 (hosted) hypervisors—such as Oracle VirtualBox or VMware Workstation—run on top of a standard host operating system. While Type 2 solutions allow for rapid deployment and facilitate cross-platform testing on desktop PCs, their reliance on the underlying OS creates performance bottlenecks and increases the attack surface. 
 For the NOSSLONDON2026 enterprise topology—comprising a Windows Server 2019-based Active Directory domain controller (birmingham.noss) and a command-line interface (CLI) Debian server (L-CD)—a Type 1 hypervisor (or a specialized Type 2 hypervisor with hardware virtualization support enabled) is theoretically the ideal choice for production environments, owing to its security advantages and deterministic resource allocation. However, in a local laboratory setting constrained by the host workstation's technical specifications, Type 2 hypervisors (e.g., VMware Workstation or VirtualBox) provide the necessary flexibility to interconnect virtual network adapters across various subnets. Given the extended topology requirements for multi-OS support (Windows Server, Windows Client, Debian CLI, Debian GUI), the selected hypervisor must support Virtual Local Area Networks (VLANs), internal virtual switches (host-only mode), and promiscuous mode to forward DHCP Relay packets between two simulated geographic sites (networks 172.16.1.0/24 and 172.16.2.0/24) (Krause, 2019).
[bookmark: _Toc236392738]Task 1.2: Research on IP Addressing

IP addressing provides an abstraction of logical identifiers within the Open Systems Interconnection (OSI) model, enabling network-layer (Layer 3) encapsulation and global packet routing across heterogeneous physical networks. Data transmission over the Internet relies on IP addresses to identify logical endpoints (source and destination), whereas Ethernet switches (Layer 2) use MAC address tables to deliver frames within local collision domains. Routers connect distinct broadcast domains—either dynamically or statically—by analysing Layer 3 headers and forwarding packets along optimal egress routes (T Rooney, 2021).
IPv4 employs a 32-bit dotted-decimal format (yielding approximately $4.3 \times 10^9$ addresses), while IPv6 uses a 128-bit hexadecimal format, offering a permanent solution to address space exhaustion. To maximize IPv4 address space efficiency, Variable Length Subnet Masking (VLSM) is used; this technique allows standard class-based networks to be divided into subnets of arbitrary sizes based on end-device density. The VLSM subnetting process:
In the NOSSLONDON2026 network, VLSM prevents address wastage. A /24 prefix allocates 254 usable addresses for client device pools in London and Birmingham, while a /30 prefix provides exactly two usable IP addresses (10.0.0.1 and 10.0.0.2) for a point-to-point link between sites. This structured hierarchy minimizes routing table sizes and confines broadcast traffic to the respective sites.

[bookmark: _Toc236392739]Task 1.3: Research on Routing

Routing is the process of determining optimal paths for transmitting Layer 3 packets between different networks. Routing mechanisms fall into two main categories: static and dynamic routing (D Medhi, 2017). Static routing involves paths being manually configured by network administrators. This method imposes no algorithmic load on the processor, consumes no WAN bandwidth for routing overhead, and minimizes attack vectors. However, it lacks automatic failover capabilities and scales poorly in large networks with frequently changing topologies. Dynamic routing utilizes protocols such as OSPF (Open Shortest Path First) or BGP (Border Gateway Protocol) to dynamically determine network topology, automatically calculate optimal metrics, and adapt to link failures; however, these protocols require additional computational resources and complex initial configuration.
For the two-site NOSSLONDON2026 infrastructure, static routing is the most efficient and predictable solution. Since the topology consists of a single point-to-point connection (between addresses 10.0.0.1/30 and 10.0.0.2/30) linking Birmingham and London, the convergence overhead associated with dynamic protocols is unnecessary. Configuring static routes—on the Windows Server 2022 server (B-DC) for the 172.16.2.0/24 network via address 10.0.0.2, and on the Debian server (L-CD) for the 172.16.1.0/24 network via address 10.0.0.1—ensures predictable packet transmission across the WAN link. This facilitates reliable connectivity for relaying DHCP requests between the sites.

[bookmark: _Toc236392740]Task 1.4: Research on Network Services
This is should be a secure and reliable network that serves as the foundation for the efficient organization of data operations for the benefit of clients (Kumar & Poovannan, 2025). Modern enterprise network architectures rely on core infrastructure services to enforce identity management, automated configuration, secure communication, and trust validation: 
Active Directory Domain Services (AD DS): AD DS provides centralized directory management, authentication (Kerberos/NTLM), and authorization within domain boundaries. Security recommendations include establishing redundant domain controllers, applying the principle of least privilege, and deploying Group Policy Objects (GPOs). 
Dynamic Host Configuration Protocol (DHCP) and Relay: DHCP automates host configuration by dynamically assigning IP addresses, default gateways, and DNS server settings. In multi-subnet environments, DHCP relay agents intercept local Layer 2 DHCP broadcast messages from remote client segments and forward them across Layer 3 routers directly to a centralized DHCP server. 
Virtual Private Networks (VPNs): VPNs establish encrypted tunnelling protocols (such as IPsec or OpenVPN) over public networks, ensuring data confidentiality, integrity, and authenticity for remote employees and branch offices. 
Active Directory Certificate Services (AD CS / CA): Certificate Authorities issue, validate, and revoke X.509 digital certificates. Best practices involve using an offline Root CA paired with subordinate enterprise CAs (Issuing CAs) to secure Public Key Infrastructure (PKI) trust chains.
[bookmark: _Toc236392741]Task 2: Screenshots Guidance

[bookmark: _Toc236392742]Task 2.1 Choose your Hypervisor.

Oracle VirtualBox was selected as the optimal hypervisor for deploying this network. This choice was driven by three key operational characteristics: advanced network virtualization capabilities, system state preservation via snapshots, and efficient resource utilization.
|Figure1.[image: ]
Figure 1. Topology of Network.
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Figure 2. Downloading OS Windows Server 2019 from official Microsoft website.

[bookmark: _Toc236392744]Task 2.2.1 Evidence of Download and installation.

 Download Oracle VirtualBox, as well as the server and client operating systems, from the appropriate sources. As part of this assignment, you will need to confirm the download and take screenshots of the download process from the proper sources.
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Figure 3. Oracle VirtualBox Manager.
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Figure 4. Creation 1VM Windows Oleksii Virtual Machine.
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Figure 5. Setting of 1VM.
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Figure 6. Summary of configuration.
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Figure 7. 1VM created.
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Figure 8. Running of 1VM Windows.
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Figure 9. Customise setting of password.
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Figure 10. 1VM Windows Oleksii Virtual Machine ready to work in network.
[image: A screenshot of a computer
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Figure 11. Installing 2VM.


[bookmark: _Toc236392746]Creation of Virtual machine Linux Devian 1 and 2(1 screenshot)
[bookmark: _Toc236392747]Installation of windows and Linux OS (Start 4 Machines and take desktop screenshots) (4 screenshots)
[bookmark: _Toc236392748]Task 2.2.2 Deploy your network as per the given topology:
[bookmark: _Toc236392749]Creation of Network with Internal Network for windows (1 screenshot)
[bookmark: _Toc236392750]Creation of Network with Internal Network for Linux (1 screenshot)
[bookmark: _Toc236392751]Evidence of 2 Windows PCs is connected with Internal Network (2 screenshot)
[bookmark: _Toc236392752]Evidence of 2 Linux PCs are connected with Internal Network (2 screenshot)

[bookmark: _Toc236392753]Task 2.3. Configure IP Addressing:

[bookmark: _Toc236392754]Task 2.3.1. Use appropriate IP addresses to configure your network.
[bookmark: _Toc236392755]Evidence of IP addresses set up in 2 Windows and 2 Linux machine (for windows command is ipconfig and for Linux use the command ip add (4 screenshots)
[bookmark: _Toc236392756]Task 2.3.2. The above topology gives network address for the networks
[bookmark: _Toc236392757]Network IP address from Internal Network for windows (1 screenshot)
[bookmark: _Toc236392758]Network IP address from Internal Network for Linux (1 screenshot)
[bookmark: _Toc236392759]2.4. Test and Troubleshoot You need to achieve the following: 
[bookmark: _Toc236392760]2.4.1. Perform Connectivity tests 
[bookmark: _Toc236392761]Outcome 1: Successful connectivity within windows network. (2 screenshots) (Ping 192.168.100.10 and Ping 192.168.100.20)
[bookmark: _Toc236392762]Successful connectivity within Linux network. (2 screenshots) (Ping 192.168.200.30 and Ping 192.168.200.40)
[bookmark: _Toc236392763]Outcome 2: Unsuccessful connectivity between Linux and windows networks (2 screenshots).

[bookmark: _Toc236392764]Task 3: 

[bookmark: _Toc236392765]Task 3.1. Reflect on the following
[bookmark: _Toc236392766]Task 3.1.1. Technical reflection covering network deployment and testing.

Deploying a multi-site virtual topology across London and Birmingham caused significant network issues during the routing and service configuration phases. The primary problem surfaced during initial inter-subnet ping tests. Systematic diagnosis using traceroute revealed that ICMP packets were being dropped at the Debian CLI server (L-CD) because IPv4 forwarding was disabled; modifying the configuration file resolved the inter-subnet routing issue. Additionally, ClientS1 experienced DNS resolution failures, preventing it from joining the domain. By using nslookup and analysing the output of `ipconfig /all`, I discovered that the host's network adapter was automatically assigning external DNS servers. Statically configuring the client's primary DNS server to point directly to the correct server restored name resolution and enabled seamless domain integration. Finally, local host firewalls on Windows Server 2022 were blocking inter-site DHCP Relay traffic; this was resolved by creating appropriate inbound firewall rules (A Whitaker, 2005). 
[bookmark: _Toc236392767]Task 3.1.2. Personal Reflection

    This project significantly enhanced my practical skills in hypervisor network configuration, systematic troubleshooting, and IP allocation. Working through routing and name resolution failures reinforced the necessity of structured diagnostic approaches over guesswork. Navigating these deployment roadblocks improved my technical confidence and decision-making, establishing a reliable network foundation that I am fully prepared to expand with advanced network services in Coursework 2.
[bookmark: _Toc236392768]Conclusion
This project involved the successful deployment of a corporate network infrastructure connecting the NOSSLONDON2026 company branches in London and Birmingham within a virtual environment. During the initial deployment phase, specific virtual machines were created and configured on the hypervisor: a Windows Server 2022 Standard server (B-DC), a command-line interface Debian server (L-CD), a Windows 10 client machine (ClientS1), and a GUI-based Debian client machine (ClientL1). Virtual hardware parameters—such as RAM capacity, vCPU count, and virtual disk size—were selected based on the system requirements of each operating system. To ensure complete network segment isolation—both at the inter-branch WAN link level (using a /30 mask) and within the respective LAN subnets—dedicated virtual network adapters were created and assigned; this enabled a clear demarcation of network zones at the hypervisor level prior to OS installation. Following OS deployment, network configuration and systematic functionality checks confirmed the stability of the virtualized environment. A step-by-step diagnostic process successfully addressed key operational requirements: IPv4 packet forwarding was enabled on the Debian routing interface, DNS client settings (C Deccio, 2019)were configured to point to the B-DC server, and host firewall rules were adjusted to handle DHCP traffic. Completing the virtual machine setup and establishing reliable inter-branch connectivity ensured that all primary technical requirements were met. The resulting topology constitutes a scalable, fully functional virtualized platform ready for the seamless integration of additional services—such as Active Directory, DNS, and remote access—during the second phase of the coursework.
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