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1. [bookmark: _Toc45555194]Introduction
	The purpose of the following report is to evaluate and critique Internet of Things (IOT) 	technological growth within recent times. The report will showcase the uses and security 	concerns for using these smart devices.
2. [bookmark: _Toc45555195]Research of Internet of Things
2.1. [bookmark: _Toc45555196]History OF Internet of Things (IOT)
IOT is a term which has been used more and more commonly within the last decade, it was notable spoken by Kevin Ashton [1] who coined the phrase in 1999 while working on radio frequency identification (RFID) while working at Procter&Gamble. Connected devices however has been around since the 70s on which was often called various things such as “embedded internet or pervasive computing. 
IOT began to catch on toward the end of the first decade in the 21st century. By late 2014 the term was used by company giants such as Google [2]and Microsoft [3] and thus became the word to describe various of devices that are able to connect to the internet, there is not a clear definition of what an IOT device is, one workable view on IOT is network-connected device.
IOT sparked the device to device or in other terms machine to machine (m2m) in industry, this has further been applied to society, culture, and military uses. The concept was presented at the World economic forums at Davos in 1999 as a part of the “Six Webs” frame work by Bill Joy [4], these six points are:
The Near Web
The Here Web
The Far Web
The Weird Web
The Business to Business (B2B)
Device to Device (D2D)
2.2 [bookmark: _Toc45555197]Internet of Things Uses
As previously mentioned, IOT has been a technology that has been developing for a long period of time, IOT has been made more accessible by homeowners and businesses. Due to the framework on which IOT devices are built upon, they are able to connect to almost any network that is available today, including but not limited too.
Ethernet – Fast Reliable connection to the private network and wider internet
	Wi-Fi – Mobile devices that require a connection on the go, flexible and widely support 	connection
Low power wide Area Network (LPWAN) Large data range, not reliable or fast connection rates
2.2.1 [bookmark: _Toc45555198]Business Uses
IOT Applications in business have increased over time since its first introduction in 1970s. As many things are currently connected using loose collection of independent networks, it becomes very hard to maintain and incorporate this into the IOT. Businesses benefit from convergence. Essentially allowing business to control various devices from a single point such as, heating, ventilation, air conditioning (HVAC), telephone service, security and lighting. [5]
Benefits from this are Bills, using the heating, ventilation, Air conditioning, (HVAC) as an example, business are able to rely on sensory data from thermostats within certain areas of a business building to effectively manage when HVAC is used. Further on from this point, businesses would also save and make more money due to productivity. Designing an IOT device to do a task instead of hiring a member of staff to compete would only cost the additional electric over a paid salary. Another example of this would be for security, with a reactive system, when a person enters a room out of hours, the system will automatically alert the authorities and the security team on site that a change has occur within that room. Similarity with Cyber Security, if port scanning [6] is being attempted, it will do a set of pre-agreed action to this threat such as blocking that IP for a certain period, alerting the cyber security team.
2.2.2 [bookmark: _Toc45555199]Economy
Markets all around the world utilise internet of things end user solutions, the market for IOT devices for 2019 has a forecast to reach 745 billion U.S. dollars which is an increase from 15.4% when compared to 2018. A total of 646 billion was spent. [7] the increase in smart home and smart automation devices have created this influx in money. Markets using this technology can increase revenue by being more productive, creating backups and breakdown of information. This is the case for Car manufacturing, musing technology such as fleet management which is the term used to gather information from a vehicle such as weight measurement, location tracking as well as various other sensors.
[bookmark: _Toc45555200]2.2.3 	Consumer
The consumers have one of the vastest ranges of smart devices, Smartphones are universally used in business, economy and for consumers. Smart phones themselves have influenced our culture so much so that almost half the world has one in their possession [8] [9].The second smart devices that is within most peoples possession are smart Television. The sheer growth in IOT does not only exist in electronic devices. It has expanded into ovens, thermostats, door locks and even toothbrushes. The explosion of applications that IOT can be applied to is so lucrative that as previously mentioned has caught the eyes of technology companies such as google and Microsoft to start developing their own home appliances. [10] [11] 
3. [bookmark: _Toc45555201]Connection Methods
As IOT has developed, the technology to connect them has; various methods of connectivity exist for devices, although they can be categorised into three main areas:
· Machine to Machine (M2M)
Machine to Machine has previously mentioned has been in use for some time, it is a well-known technology within the telecommunication sector as it allows one to one connection or one to two way exchanges of information without the need of manual assistance of humans. in this case phone to phone. Further enhancements have been made with wireless as the usage of cellular networks which was introduced in the mid-2000s allowed for more connectivity. In today’s age it is used in a variety of different ways by the enhancement of the internet protocol (IP) this example is for our economy. [12]
· Peer to peer (P2P)
Peer to peer connection is typically a direct connection over a communication infrastructure between two peers; an example of this is a laptop and a mobile phone. The client devices connect to the IOT device such as a surveillance camera, door lock, thermostat/heating solution via this internet connection and various commands can be done using the Graphical user interface (GUI).
· Peer to Machine/Machine to Peer (P2M)
4. [bookmark: _Toc45555202]Security Concerns with IOT Devices 
As ascertained from the previous examples of IOT devices, the increase in usage of IOT devices also increases the likelihood of malicious actors researching vulnerabilities and attempting to exploit those possible vulnerabilities, thus allowing dependant on the smart eco-system within the consumers house access to the house itself via smart door locks or similar devices. 
Possible Security risks include:
Man-In-The-Middle Attacks – The concept man-in-the-middle is used when a malicious actor intercepts a communication between two system, in this scenario we will use your mobile device and the smart door lock. As the malicious actor has the original communication, they can trick the recipient into thinking they are still getting a legitimate message or fake the GUI into saying that it is already locked. As the consumer sees this message, they assume the door is now locked and no one can enter as they have seen the message back or checked the screen to see the lock symbol or similar, but in actuality the malicious actor has now gained entry by fooling the consumer into safety. [13] With this in mind, Man in the middle attacks can be successful but also fail due to encryption standards being used in the communication. dependant on the encryption standard a malicious actor may not be able to decrypt the information due to the number of bits being used within the communication which in turn makes it harder to crack/decrypt without knowing the key.
Vulnerabilities – Vulnerabilities surface as with any system as time goes on research continues and eventually a potential exploit may be found within a system or multiple systems due to a hardware fault or software fault. Consumers will need to keep the smart device connected to internet and updated if the device does not automatically update upon connection. Not updating software will cause holes to be left within the device.
Phished – Phishing is the term used when a malicious actor is attempting to disguise themselves as another. In this case it would potentially be a smart app which is used to control a variety of smart devices such as Google or Microsoft. A consumer may download the wrong application as it looked very similar to the official application developed by Microsoft or google. Once downloaded the malicious actor will have access to all devices within the consumers eco-system and potentially personal details and financial information.

5. [bookmark: _Toc45555203]Privacy Concerns with IOT Devices
Privacy can be a big concern from most consumers for multiple reasons:
Personal/Financial data – all Personal data used to sign in and customize the smart device will be stored by the business that you have used. Google for instance have openly said they review personal conversation that have happened in a household. [14]. This begs the consumer multiple question on who is using their data, who has access to the data and what conversations were heard by the smart device.
Storage - Most consumers do not know where this information will be stored. Is it within the smart device, is it being taken from the device and authenticated on a remote server? is the information being stored within a third-party business storage? The locations are endless. This in turn makes potentially allows malicious actors to intercept the communication via the man-in-the-middle attack concept.
Regulations have been put in place to prevent the misuse of consumer data via the GDPR act for the EU, if customers wish they may remove all consumer data from a company via the ‘right to be forgotten’ act [15].
6. [bookmark: _Toc45555204]Conclusion
In conclusion, Internet of Things devices have gained large popularity and uptake in the consumer, economy, and business areas. The three sectors have gained massive amounts of improvements to daily lives, productivity and costs have greatly improved since IOT has been introduced. However, this has not come without its risks. Privacy and Security risks arise every day for various software and hardware solutions, this in turn makes data vulnerable for malicious actors. Multiple attack vectors are potentially available for these threat actors to use to gain access to the variety of smart devices. IOT is still being developed and security risks are slowly being dealt with at a consumer and business level. As such it is believed to be safe to use by businesses and consumers alike.
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