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[bookmark: _Toc134117010]Introduction
This assignment is a follow up to the previous one, in this I used the clients and servers I had set up previously using a VM. In this assignment I had done a practical task which considered of me managing and maintaining a network by applying appropriate networking policies, routing and packet filtering within core TCP/IP services and drafting security practices, critical failover/redundancy practices. There will be relevant screenshots provided below which will follow through the tasks that were set out. After this I have a second task which an observational task about the task and my team members in my group. Alongside this  

[bookmark: _Toc134117011]Task 1
[bookmark: _Toc134117012]Team name

Name of the Team: Team NOS
[bookmark: _Toc129340270][bookmark: _Toc134117013]Team Members 
	Student Name
	Student ID

	James frew
	2108660

	daniels zelinskis
	2104718

	Alex Tzafos
	2104846

	Josh Naylor
	2114259

	
	



[bookmark: _Toc129340271][bookmark: _Toc134117014]Team Evaluation (Self Evaluate your Team)
	
	Student 1  
	Student 2
	Student 3
	Student 4
	Student 5

	Student 1
	5
	5
	5
	5
	

	Student 2
	2
	3
	2
	2
	

	Student 3
	4
	5
	4
	5
	

	Student 4
	3
	4
	3
	4
	

	Student 5
	
	
	
	
	


Rate your Teams Contribution with a scale of 1 to 5 (1 No Contribution and 5 Excellent Contribution)
Add your comments on Team Evaluation: (Justify your evaluation)Student 4: Josh did okay but could have done a bit more.
Student 3: I believe I contributed a lot and done well. 
Student 2: Daniels could have turned up a lot more and done a lot more.
Student 1:  James was perfect and had plenty of knowledge. 



[bookmark: _Toc134117015]Screenshots
[image: Graphical user interface

Description automatically generated] The folder that will be used for sharing files is created

[image: Graphical user interface, application

Description automatically generated]
A “confidential” file is created inside this folder

[image: Graphical user interface, application

Description automatically generated]
This is a list of the default users that have access to the file.

[image: A screenshot of a computer

Description automatically generated]
When trying to remove the Authenticated Users’ permissions, we first must remove inherited permissions.
[image: Graphical user interface, application

Description automatically generated]
Using the advanced security settings, we can turn off the file’s inheritance.

[image: Graphical user interface, application

Description automatically generated]
Which allows the removal of inherited user permissions on the folder?
[image: Graphical user interface, application, Word

Description automatically generated]
This prevents all but the folder owner from accessing it.

[image: Graphical user interface, application

Description automatically generated]
The desired account is added to the permissions list with full control allowed. 
[image: A screenshot of a computer

Description automatically generated]
Another user can be added to the folder, but with fewer permissions.

[image: Graphical user interface

Description automatically generated]
Only the admin account can now edit the file.
[image: Graphical user interface, application

Description automatically generated]
When the non-admin tries, they are required to give proper authentication.

[bookmark: _Toc134117016]Share Permissions
[image: A screenshot of a computer

Description automatically generated]
Share permissions are created on Server 1. The remote path name in the worksheet was wrong so has been corrected here.
[image: Graphical user interface, text

Description automatically generated]
These settings will only show a user file that they have access to, and cache those files so they can still be accessed when offline.


[image: Graphical user interface, text

Description automatically generated]
Confirmation of the desired settings.
[image: Graphical user interface

Description automatically generated]
Share successfully created.


[bookmark: _Toc134117017]Accessing the file share/server over the network
[image: Graphical user interface, application

Description automatically generated]
Mapping the network drive is required to access the share folder.
[image: Graphical user interface, application

Description automatically generated]
The share folder is now present on this local machine.

[bookmark: _Toc134117018]Moderating Access to the Control Panel
[image: A picture containing text, screenshot, indoor

Description automatically generated]
A new non-admin users organizational unit object is created to set group policies.
[image: A screenshot of a computer

Description automatically generated]
A new user is created to test the working functionality of the policy.

[image: A picture containing text, screenshot, computer, indoor

Description automatically generated]
This user resides inside the newly created folder.
[image: Graphical user interface, application

Description automatically generated]
A new GPO is created to prevent access to the control panel.

[image: Graphical user interface, application

Description automatically generated]
As is configured to do so.
[image: A computer screen shot of a black screen

Description automatically generated with low confidence]
The server must force gpupdate to get the new policy working.

[image: Graphical user interface

Description automatically generated]
When logged in as the new user, they are no longer able to access the control panel?
[bookmark: _Toc134117019]Removing Access to the Command Prompt
[image: A screenshot of a computer

Description automatically generated]
The same process is conducted, with a new GPO made to prevent access to command prompt.

[image: A screenshot of a computer

Description automatically generated]
Force gpupdate is needed again.
[image: Graphical user interface

Description automatically generated]
The new user is no longer able to use the command prompt.

[bookmark: _Toc134117020]Restricting Access to Removable Media Drives
[image: Graphical user interface, text, application

Description automatically generated]Another GPO is made to prevent the use of removable storage devices. This is unable to feasibly be tested using the current setup of VirtualBox. 
[bookmark: _Toc134117021]Restricting Software Installs
[image: Graphical user interface

Description automatically generated]
A new organizational unit is created to prevent specific computers from being able to install software.

[image: A screenshot of a computer

Description automatically generated with medium confidence]
The rules are configured.
[image: Graphical user interface

Description automatically generated]
Force gpupdate is performed.

[image: Graphical user interface, application

Description automatically generated]
And the new user now requires admin privileges to install software on Client 1.
[bookmark: _Toc134117022]Enforcing Password Policy in the ‘accatask.msft’ domain
[image: Graphical user interface

Description automatically generated]
The default password polices.

[image: Graphical user interface

Description automatically generated]Are changed to reflect the requirements.
[image: Graphical user interface

Description automatically generated with medium confidence]
When a new user is created, they are prevented from using a password that does not meet the requirements.













[bookmark: _Toc134117023]Utilizing ARP and Routing Tables
[image: A screenshot of a computer

Description automatically generated]
Running the route print command to find all the networks that are connected to Server 1.

[bookmark: _Toc134117024]Deploy Core Services (FTP Server)
[image: Graphical user interface, text, application

Description automatically generated]
Installing the FTP server to the correct location.
[image: Graphical user interface, text, application

Description automatically generated]
Confirmation of correct installation.

[image: Graphical user interface, text

Description automatically generated]
The local test account ftpuser23 is created to test the functionality of the FTP server.
[image: A screenshot of a computer

Description automatically generated]
The physical path for the FTP site is set.

[image: Graphical user interface

Description automatically generated]
Then the port number is bound along with disabling SSL.
[image: A screenshot of a computer

Description automatically generated]
The Read Write privileges are set.

[image: Graphical user interface, application

Description automatically generated]
Confirmation of the FTP site being created.
[image: Graphical user interface, text, application

Description automatically generated]
A folder is created to test sharing.

[image: A screenshot of a computer

Description automatically generated]
The folder permissions are being set to allow the local user to access the folder.


[image: Graphical user interface, text, application

Description automatically generated]
All the firewalls on Server 2 must be disabled for the FTP to work properly.

[image: Graphical user interface

Description automatically generated]
The administrator on Client 2 creates a folder to link to the FTP folder.
[image: Graphical user interface

Description automatically generated]
Client 2 can access the FTP server.

[image: Graphical user interface

Description automatically generated]
The admin can log into the local FTP account on Client 2.

[bookmark: _Toc134117025]Installing and Configuring the Routing and Remote Access Service
[image: Graphical user interface, text, application

Description automatically generated]
The routing and remote access is installed on Server 1.

[image: Graphical user interface, text, application

Description automatically generated]
A custom configuration is needed.
[image: Graphical user interface, application

Description automatically generated]
The configuration is set for LAN routing.

[image: Graphical user interface, application

Description automatically generated]
When the service has been successfully installed, it is started.
[image: Graphical user interface, application

Description automatically generated]
The RIP V2 is selected.

[image: Graphical user interface, application

Description automatically generated]
All available network interfaces – PublicNet and PrivateNet1 – are added to the routing protocol.
[image: Graphical user interface, text, application

Description automatically generated]
The steps are repeated on Server 2

[image: Graphical user interface, application

Description automatically generated]
Installation confirmed.
[image: Graphical user interface

Description automatically generated]
Installation successful.

[image: Graphical user interface, application

Description automatically generated]
All network interfaces were added.
[image: Graphical user interface

Description automatically generated]
Server 1 is still able to ping the PublicNet IP of Server 2. This means that the servers are connected correctly.

[image: A screenshot of a computer

Description automatically generated]
Client 1 can ping both Server 2 and Client 2.
[image: A screenshot of a computer

Description automatically generated]
Client 2 can ping Client 1.

[bookmark: _Toc134117026]Stopping ‘anyone’ in PrivateNet1 from Pinging the Router Firewall Service
[image: A screenshot of a computer

Description automatically generated]
Everyone in PrivateNet 1 is prevented from pinging the router firewall.
[image: A screenshot of a computer

Description automatically generated]
PrivateNet1 is set to receive all packets expect those that meet the criteria below. This allows other functions to continue – only pinging the server is prevented.

[image: A screenshot of a computer

Description automatically generated]
Client1 is unable to ping server.

[bookmark: _Toc134117027]Filter 2:  Restrict Access to FTP Service running on Server2 to only hosts in PrivateNet2
[image: A screenshot of a computer

Description automatically generated]
Anyone outside of PrivateNet2 is prevented from using the FTP service on Server2.

[image: A screenshot of a computer

Description automatically generated]
[image: A screenshot of a computer

Description automatically generated]
Port 20 and 21 had to be set.

[image: A screenshot of a computer

Description automatically generated]
[image: A screenshot of a computer

Description automatically generated]
Port 21 is also blocked as an inbound on Server2.

[image: A screenshot of a computer

Description automatically generated]
[image: A screenshot of a computer

Description automatically generated]
As is port 20.

[image: A screenshot of a computer

Description automatically generated]
[image: A screenshot of a computer

Description automatically generated]
Client 1 is unable to log into the FTP service.




[bookmark: _Toc134117028]Task 2
[bookmark: _Toc134117029]Part 1
It is best to take a two-pronged approach to secure and improve a small office/home office (SOHO) network. This involves preventing unwanted access and detecting any unauthorized access that may occur. For added protection, certain procedures should be considered. For example, installing a firewall to close any remaining security gaps is also crucial. In addition, the firewall will inspect incoming and outgoing traffic using a set of security rules to identify and block any potential threats. [1] “Firewalls are used in both personal and enterprise settings, may devices such as MAC, windows and Linux computers come with one built-in.” To enhance network security, several additional measures should be taken. Changing the default SSID is one such measure as it makes the network more secure and prevents unauthorized access. Furthermore, disabling SSID broadcasts is crucial as it stops hackers from detecting the network, making it even more secure. Disabling DHCP on the router ensures that devices must be assigned IP addresses manually, preventing unauthorized access. MAC filtering is another access control method that authenticates devices before granting network access. Additionally, IP filtering controls incoming traffic by filtering packets based on the set rules. Finally, it is recommended to use the most robust available wireless security. However, once all these steps have been actioned, it is vital in to keep on monitoring the security of the network. By doing this it will allow the security to be up to date and will help eradicate any attacks that could potentially take place during the future. On the other hand, outsourcing security for the network might be much more beneficial as it can often be difficult to monitor and set up even the most basic security systems if lacking knowledge on security. Furthermore, by doing this it will provide the organisation with piece of mind as the installation will be done correctly and managed right. 

[bookmark: _Toc134117030]Part 2
High availability clusters consist of a group of hosts or physical machines that function as a single system to ensure uninterrupted availability. They are commonly employed for mission-critical applications such as databases, eCommerce websites, and transaction processing systems. These clusters are primarily used for load balancing, backup, and failover purposes. For a high availability cluster to function efficiently, every host in the cluster must have access to the same shared storage.[2]“In any case of failure, a virtual machine on one host can failover to another host without any downtime”. When setting up a high availability cluster, it is important to keep in mind that the number of nodes can vary between two and twelve. However, storage administrators should be cautious not to overload the cluster with too many virtual machines and hosts, as this can make load balancing a challenging task. [3] “A single machine running server operations independently on its own operating system”.  To ensure availability, it is necessary for multiple nodes to operate as part of a cluster since any single node may fail. Continuous availability refers to a system's ability to ensure that applications are always available when needed. This is achieved through a combination of high availability and disaster recovery solutions. High availability solutions provide redundancy in one data centre, while disaster recovery solutions offer protection against natural or unplanned outages by allowing for the recovery of applications and data at a separate standby site.

In a high availability cluster, a failover ensures that if one node in a service group fails, other nodes will quickly take over its tasks. This means that the IP address of the failed node will automatically switch to a standby node. There are two types of cluster concepts: Active/Passive and Active/Active. In an Active/Passive cluster, only one node serves customers and will continue to do so until it fails. At that point, both new and existing sessions will be transferred to a backup node. To ensure adequate resources for existing demand and potential failure, it is important to add one more redundant component for each type of resource.

A cluster with an active/active design consists of two or more nodes with identical configurations that can be directly accessed by clients. If one node fails, clients will automatically connect to another available node that has enough resources to handle the load for both. Once the first node is restored or replaced, clients will again be split between the two nodes. The main advantage of an active/active cluster is that it allows for better network balance between nodes. [4]“Load balancing distributes workloads across all nodes in order to prevent any single node from getting overloaded”.  A load balancer is responsible for directing client requests to available servers while monitoring the activity of the node network. It uses predefined algorithms to distribute traffic to nodes that are better equipped to handle it. This can be done through a round robin model, where customers are distributed randomly among available nodes, or a weighting scheme, where one node may be given priority over another by a certain percentage. 

[bookmark: _Toc134117031]Part 3
Network topology refers to the physical or logical arrangement of nodes, devices, and connections in relation to each other within your network. [5] “Think of your network as a city, and the topology as the road map”. When it comes to network topology, there are two approaches: physical and logical. Physical topology refers to the physical connections between nodes and networks, while logical topology is more conceptual and deals with how the network is arranged and how data flows through it. The layout of a network is crucial as it affects the network's performance, fault-finding, and error resolution. Choosing the right topology can improve performance and make troubleshooting easier. Network access control refers to the practice of preventing unauthorized users and devices from accessing a corporate or private network. It guarantees that only authenticated users and security-compliant devices can enter the network.

[bookmark: _Toc134117032]Part 4
Upon reflection and looking back over the tasks that I completed as a group I do believe that I have gained some great knowledge on using a VM which will help me greatly in the future. Furthermore, I believe that working in a team as further improved and strength my skills when it comes to teamwork and communication. However, I do believe that communication could have been slightly better but, overall, it was a great experience and will help all members of the group when it comes to working within the industry. When reflecting on the task I have covered during the second part of this assignment I believe that my knowledge on networking and operating systems is growing from strength to strength. Furthermore, the tasks which I completed as a group went hand in hand with the tasks, I had to complete on my own so the knowledge which was gained from the group work tasks really helped me to complete the individual tasks. 
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