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1. Introduction:
This document aims to cover the following. What is Ransomware and how do you protect yourself from it? The different types of Ransomware and how it can affect your company or your companies' data, and how you can protect your company from, or effectively respond to a Ransomware attack.

2. What is Ransomware?
According to the National Cyber Security Centre, “Ransomware is a type of malware which prevents you from accessing your device and the data stored on it, usually by encrypting your files.” [1]  The action of taking your data for ransom is usually accompanied by a note demanding payment in exchange for an unlock key, most often it is a monetary reward that criminals will be looking for such as a bank transfer or cryptocurrency. Cryptocurrency is favourable as it is much harder to trace back to a single person or address. [2] 

[bookmark: _GoBack]3. How can Ransomware infect your company?
There are several ways that Ransomware can infect your company, there will always be a “ground zero” however, that being the first system that was infected before the ransomware propagates throughout your company. The most common way that ransomware infects that first computer is through something called a phishing email [3]. A phishing email is an email that contains a malicious link, usually disguised as something inconspicuous such as a Facebook page or, especially effective in a corporate setting, an invite to a meeting. When the email link is clicked it activates the download of a virus, in this case a Ransomware virus, onto the victim’s computer. [4]
Once the Ransomware is embedded in the initial computer's files, some types of ransomware, for instance Cryptowall [3], will try to spread throughout your company's internal network and gain access to more files, thus causing more disruption to your company in an attempt to force you to pay for the unlock key.
4. How can Ransomware affect your company?
There are endless ways that ransomware can affect your company, the impact depends on the type of ransomware and the person or organisation behind the attack. Nevertheless, taking some statistics and averages into account, 66% of businesses that suffered a ransomware attack suffered significant revenue losses [5], while 55% of businesses reported that their brand and reputation were damaged as a result of a ransomware attack [5]. The threat of potentially bankruptcy inducing attacks apply to both small and large businesses which leads me on to the next point of how to defend your company.
5. How to protect yourself against Ransomware attacks.
Just as there are numerous ways for a Ransomware attack to be initiated, there need to be numerous ways to protect yourself from said attacks. The first and likely most obvious is to have a system-wide antivirus software installed, preferably one with real-time protection that you can have your security/IT department monitor such as Avast or Norton. The second most obvious solution is to have a secure network for your company, rather than using an open Wi-Fi which is much easier to hijack or infect with hostile programs. A solution which a lot of companies don’t seem to think about is that the business is only as secure as their weakest link, which in most cases is their employees. Hence the need for the provision of cybersecurity training, this can help your employees understand the most common attack vectors and phishing tactics and prevent the virus from ever making its way into your system, reducing the need for more sophisticated measures such as secure networks and antivirus software [6]. There are also several ways to protect your companies data in the event of an attack, this includes making redundant copies of servers that are disconnected from the internet. Also it would be prudent to keep hard copies of your most vital data in locked filing cabinets so if all else fails you still have access to the paper version.



6. What to do if your company is infected by Ransomware.
In the worst case scenario that your company is infected by Ransomware and completely at the mercy of whoever released the virus, what should you do?
Under no circumstances should you pay the fee to remove the ransomware encryption, not only is there is no guarantee that the person or organisation who is responsible will actually unlock your files, you will also be providing funding for a criminal organisation who are more likely to target you in the future as they know your company will pay them. On top of this your system will still be infected with the original ransomware virus and there is a chance it will immediately get to work re-encrypting your files [1]. Instead you should immediately take your system offline, even if this will cause damage to your revenue, the damage that the virus could cause can be far worse. Also the ransom fee could be far more than you would lose in revenue by dealing with it properly. 35% of businesses who decided to pay the ransom fee ended up paying between $350,000 and $1.4 million, while 7% paid ransoms exceeding $1.4 million [5]. To deal with the ransomware effectively you should hire an IT professional if you don’t already have one on payroll, they can start attempting to remove the virus and recover encrypted files. This downtime may be detrimental to your company but it mitigates the risks of making a deal with a criminal organisation who are unlikely to be willing to work with you. 
7. Final Conclusions.
In conclusion I believe that the best way to protect your company from ransomware is to mitigate the risks early, with antivirus software, redundant file systems and employee training. In the event that all other protection fails and your company is infected with malware, avoid working with the culprits at all costs and instead hire cybersecurity experts to help contain and remove the malware. Finally make sure to report the malware to your local cybersecurity authority so they can make a note of the attack and help prevent further companies from being infected. 
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