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[bookmark: _Toc192223776]Hypervisors
A hypervisor is a piece of firmware or software that allows emulation of an operating system to run, there are two different types of hypervisors, type 1 also known as a bare metal hypervisor, these run without a host operating system. Examples of type 1 hypervisor firm ware is VMware ESXI and Microsoft Hyper-V, both allow the client to modify the hardware used by each virtual machine, if a network administrator wanted to setup a network and shared dedicated resources, such as VRAM (provided from a graphics card) typically a type 1 hypervisor would be used on high maintenance servers, where they need the most out of the resources, a simply FTP server could be hosted on a type 2 hypervisor as it only requires a high storage amount. For a visual demonstration see figure 1
[image: Understanding Hypervisors: Exploring Type-1 vs Type-2 and Full vs Para  Virtualization | by Ravi Patel | Medium]
Figure 1 hypervisor demonstration from medium [1]
[bookmark: _Toc192223777]Advantages of type 1 and type 2 hypervisors
See the figure 1.2:
	Type 1 hypervisor
	Type 2 hypervisor

	Better performance
	Easy to install

	Reliable (due to not requiring a host OS)
	Cost to run (Most Type 2 hypervisors are completely free to run)

	Better optimised for larger environments (used in loads of servers such as amazon)
	Better for smaller environments (such as a small ftp server for a local business)


Figure 2 table comparing the hypervisors advantages created by Ryan Hopkins (2221956)
[bookmark: _Toc192223778]IP Addresses
IP addresses is critical in networking, enabling a network to send and receive packets, in networks its important to ensure the ip addresses used are correct, for example if a computer only accesses internal networks, it does not require a public IP so it could be assigned a class b address which would reduce the strain on public IP addresses as there is a limit on them. When designing a network an experienced technician might use static ipv6 addresses as they are Unique Local Addresses, on an internal network these are very specific addresses which they could give directly to an end item for example a printer, these ULAs are only routable on internal networks, which make using them perfect for network specific hardware such as a printer, where it only needs to be accessed from the internal network, as Alex Scroxton [2] said “printer with a malicious Internet Printing Protocol (IPP) URL to a vulnerable machine and start a print job on it.” It is not necessary to have a printer on a public network, doing this will cause a big cybersecurity problem.
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Figure 3 a table showing the different classes for IP addresses [3]
subnetting
A subnet is a smaller network inside a network, they are more efficient than a singular large network, as it conserves IP addresses as it prevents a large network from taking too many public IP addresses by dividing them into smaller and smaller networks, if a large corporation has a large unsubnetted network the likelihood of the corporation having a large scale issue is huge, for example if a network had a lot of broadcast traffic it would slow down the network and harm productivity throughout the company. The solution to these issues would be implementing subnetting and VLANs. As this increases the amount of security between a computer and a File transfer server.
[bookmark: _Toc192223779]Routing
Routing is a concept which determines the best path for packet traffic to reach a specific destination in the network, there is two different types of routing protocols static or dynamic routing, static routing is used on small offices whereas dynamic routing is used on larger networks, a routing protocol makes decisions to update the network topology to optimise traffic flow.
Static routing
Static routing is having a predetermined path throughout the network for packet routing, this often causes more bandwidth issues on larger networks, essentially enough traffic on this network will inevitably reduce the operational capacity of the business.
Dynamic routing
In networking dynamic routing is the most optimal way of data routing in a network, as the route that is taken by the network is determined by the path of least resistance or the fastest route, this will allow for higher tolerance to high traffic times, what does this mean? Take for example cloudflare, when a client is having a high amount of traffic to their website cloudflare will handle the traffic by announcing the same IP address as their client and reroute the traffic to their own servers often in the closest country to the end user, they modify their own IP address through using bgp anycast. BGP anycast will change the IP address of the server to help alleviate the pressure of the clients server.

[bookmark: _Toc192223780]Network services

VPNs
A VPN is a virtual private network, this is a secure service which provides another level of encryption when using the internet, there are many different VPN providers, however the most important and best practice when searching for a VPN host is the encryption used on the system, typically the best is AES256. When searching for VPNs its always best to avoid using free services as these typically have worse security, often stealing cookies which could be used to access online banking or secure systems, while the google article doesn’t expressly say VPNs it gives an indepth look into cookie theft [5]. 
DHCP (Dynamic Host Configuration Protocol)
DHCP automatically assigns an IP to devices connecting to the network. When enabling DHCP on the network it offers a way of logging traffic from specific users, traffic logging helps detect issues throughout the network, ensuring that no two devices have the same IP address. The best practice is to ensure that mission critical hardware has a static IP which the DHCP will not try to remove off the network. For a visual representation on the process of DHCP see figure 4
[image: What is DHCP (Dynamic Host Configuration Protocol)? – BlueCat Networks]
Figure 4, the process of DHCP From bluecat network [6]

Active directory domain services 
Active directory domain services is a Microsoft application on windows, which allows the administrator to limit read write access to certain members, the benefits of using ADDS is the SSO (single sign on) when discussing the security vs usability tradeoff a number of companies will use a SSO policy so the staff can be more efficient when doing their work, however a single sign on policy is very weak in cyber security as a number of employees can/will fall for phishing attacks, the use of fake emails to act like a credible company and/or person, to counter this type of attack typically ADDS will be used on critical operating systems only on an internal network.

Certificate authorities 
Certificate authorities are trusted companies/ persons who issues/ validates certificates for software, in  networking CAs typically refer to Public key infrastructure which ensures encrypted data is only received by those with the correct keys, for example if I sent a file over a public network, anyone can intercept the file however they will not have the correct set of keys to decrypt the file and read it. To request authentication from the server typically they request a TLS handshake, which requests the client to see if it has the necessary certificate to view the material.

[bookmark: _Toc192223781]Task 2: Technical Documentation
[bookmark: _Toc192223782]Network Topology
The disclosed topology shown in the brief uses 4 nodes, 2 of which are regular end user computers and the other 2 are servers, with one being a windows server, and the other a Linux server seen in figure 7, to reflect the Ip addresses used I’ve created and provided a new network topology using cisco packet tracer see the heading (cisco packet tracer) for an indepth dive into the topology I used. 
[image: A diagram of a computer network
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Figure 5 shows the network topology provided in the brief
[image: A computer screen shot of a diagram
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Figure 6 cisco packet tracer of the new network topology created by Ryan Hopkins (2221956) created on the 5/03/2025
[bookmark: _Toc192223783]Cisco packet tracer
When developing a network its important to keep the static IP addresses logged, as reusing important IP addresses can cause a massive issue with routing the correct packets to the location, when debugging the network later on, the network technician can look at the topology and understand where the problem is in the network, when setting up this topology its important to know that these IP addresses work, so cisco offers a command prompt on their systems such as a server and computer, which simulate the situation, figure 7 shows the working environment between all 4 connections. When creating the topology I had future scalability in mind, so I decided to add a switch between the end user and the server, which offers an additional 10 ports for future use, the limitation then being the network bandwidth which will suffer with more active ports being used, in the meantime the network technician can disable any unused ports to ensure system security, although this may not be used as it effects the security vs usability tradeoff negatively, as the end user is more likely to use the wrong port if they tamper with the ethernet cable.
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Figure 7 displaying the pings throughout the cisco packet tracer topology
[bookmark: _Toc192223784]Hypervisor
For this I have chosen to do a type 2 hypervisor, as I do not need to control every piece of hardware in the system I could use just type 2 hypervisor, as its more user friendly I could trust that even if I made a mistake in the setup, it would still boot and run. The chosen virtual machine software is Oracle virtual box, as they have features such as snapshots which help when recovering lost data, this would be important when modifying the firewall rules. As I have previous experience with type 1 virtualisation, I almost chose to do this, however I decided against it as I’ve previously had other virtual machines corrupt due to insufficient resources, and I couldn’t guarantee the resources I could use.


[bookmark: _Toc192223785]Virtual machine setup
All 4 systems are using the same “intnet” adapter, this will act as if they’re all connected through ethernets, the setup for the VMs are as goes: 
 windows server as seen in figure 8 is: Windows server 2022: 12GB RAM, 4 Processors and 50 GB, the windows server vm has the highest requirements out of all 4, as the requirements and demand the server will be operating at requires a lot of processing power.
Windows Client: Windows 11 OS: 8GB RAM, 2 processor cores, 12 GB storage. As this client does not need to store a high amount of files I’ve given the base requirements for windows 11
Linux server: Debian Command line: 2GB RAM, 2 processor cores, 20GB storage. As the server has the capability to host a FTP server, I’ve decided to give it a little more storage than base specification
Linux Client: Debian GUI: 4GB, 2 processor cores, 10 GB storage. The Debian client has a lot less background tasks when compared to windows 11, so the 4GB of ram is more than necessary.
[image: A screenshot of a computer
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Figure 8 Oracle box hovering over windows server.


[bookmark: _Toc192223786]Static IP addressing
The setting the IP addresses on both windows 11 and windows server 2022 both operate in the same capacity, where the administrator has to go into TCP/IPv4 properties in order to set a static IP, figure 9 shows this, and figure 10 shows the overall view from the server, where you can see the IP’s set for each adapter.
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Figure 9 TCP/IPv4 setup on windows 11
[image: A screenshot of a computer
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Figure 10 windows server, on local server to see the Static IPs setup

[bookmark: _Toc192223787]Firewalls
The screenshot below shows the firewall rules being updated to allow ICMPv4 traffic in and out  this stops the firewall from blocking legitimate pings. This was done on both the server and the windows 11 client, however the photo below is just the client. The firewall rules were only modified on the windows server and windows 11. See figure 11 for the Command line firewall.
[image: A screenshot of a computer
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Figure 11 Command prompt running in administrator mode to edit firewall rules to allow the client and server to communicate


[bookmark: _Toc192223788]Linux Static IP setup
The linux setup is quite different to the windows setup, instead of modifying the TCP/IPv4 adapter, you need to write a script which specifies which network adapter by using the name enp0s3 or enp0s8 see figure 12.
[image: A screen shot of a computer
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Figure 12 using the network interfaces file to modify the ip for adapters enp0s3 and enp0s8 to 210.52.20.2 and 172.16.23.1, the screenshot was taken on the 4th of march 2025 at 1:19pm
[bookmark: _Toc192223789]Linux testing
The testing involves checking the IP of the host and sending a ping to the respective party such as 172.16.23.1 for figure 13, 14 and 15.
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Figure 13 terminal script to show the network adapters IP address and pinging the linux server to ensure that it connects (the linux server having the IP address 172.16.23.1) the screenshot was taken on the 4th of march 2025.
[bookmark: _Toc192223790]IP Check on Linux server
This is important to ensure that the IP address was saved and is correct, if something was incorrect the IP address would be auto set to 127.0.0.1
[image: A screenshot of a computer
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Figure 14 the linux server IP ad command, displaying the static IP set in the interfaces file. The screenshot was taken on the 4th of march 2025 at 1:19pm. 



[bookmark: _Toc192223791]Linux server pinging the windows server
After setting up the IP addresses on both the windows server and linux server its important to ensure that the data can be sent from one server to the other without having issues like Destination host unavailable. 
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Figure 15 the linux server pinging the window server on 210.52.20.1


[bookmark: _Toc192223792]Windows 11 Client pinging windows server
This test shows the firewall rules we added previously worked, and we can ping the windows server 
[image: A computer screen shot of a black screen
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Figure 16 successful pinging between windows 11 client and windows server on the 3rd of March 2025 at 1:51pm.



[bookmark: _Toc192223793]Windows server pinging linux and client
The windows server needed to show that it pinged the server and client, both show that 4 receieved and none lost. See figure 17
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Figure 17 the windows server pinging the windows client on 172.16.26.4 and the Linux server on 210.52.20.2


Bibliography

[1] 	R. Patel, “Understanding Hypervisors: Exploring Type-1 vs Type-2 and Full vs Para Virtualization,” Medium, 20 Fev 2024. [Online]. Available: https://medium.com/@ravipatel.it/understanding-hypervisors-exploring-type-1-vs-type-2-and-full-vs-para-virtualization-71b4dad9abd9. [Accessed 06 Mar 2025].
[2] 	A. Scroxton, “Cups Linux printing bugs open door to DDoS attacks, says Akamai,” ComputerWeekly, 04 Oct 2024. [Online]. Available: https://www.computerweekly.com/news/366612800/Cups-Linux-printing-bugs-open-door-to-DDoS-attacks-says-Akamai. [Accessed 06 Mar 2025].
[3] 	Ó. Guðmundsson, “What do we know about an IP Address?,” Ripe labs, 4 Jul 2019. [Online]. Available: https://labs.ripe.net/author/olafur_gudmundsson/what-do-we-know-about-an-ip-address/. [Accessed 07 Mar 2025].
[4] 	P. S. V. K. Shailesh N.Sisat, “IP Subnetting,” international journal of electrionics, communication & soft computing science and engineering, vol. 2, no. 5, pp. 1-5, 2012. 
[5] 	A. Shen, “Phishing campaign targets YouTube creators with cookie theft malware,” Google, 20 Oct 2021. [Online]. Available: https://blog.google/threat-analysis-group/phishing-campaign-targets-youtube-creators-cookie-theft-malware/. [Accessed 07 Mar 2025].
[6] 	Bluecat networks, “What is DHCP (Dynamic Host Configuration Protocol)?,” 4 March 2025. [Online]. Available: https://bluecatnetworks.com/glossary/what-is-dhcp/. [Accessed 7 March 2025].




image1.png




image2.png




image3.png
Type 1 (Bare Metal) Type 2 (Hosted)
Virtualization Virtualization




image4.png
IP address classes (pre 1993 mindset)

Class A 10.0.110126255.255.254 1o hosts
Class B :gfj;ﬁs'.]z‘sos.zm ?gﬁ :Zf\:vscfks
Class 12595 on 254 S nemorts
Class D S505h258.255 Multicast
e 2400.0.0to R&D == wasted

254.255.255.254




image5.png
1P connected
devices

B ®

How does DHCP work?

Request Network configuration
e DHCP server porameters

s - Default gateway

<--
o
1P address

- Subnet mask

- DNS server




image6.png
210.103.5.1/30 172.16.1.254

Windows Server 2022 DHCP
I Datacenter 21H2 ClientS1 — Win 10

Desktop Experience

210.103.5.2/30
C-Server DHCP

Debian Linux 12.5.0 ClientC1 — Deb Lin 12.5.0




image7.png
6\OneDrive - University of Wales Tinity Saint David\Network topolog

ESNBOLAGAC1 QAQAQACE ESE
SZQe@E i/ rmed M

1Pv4 for internalnetwork s: TR
17216261

Pv4 for extenal network s:

21052201

The swich gives fuure scalabity to the network

=,
ServerT Swich-PT PePT
Linux server Swicht Linux Client
1Pv4 for internalnetwork s:

ot o e v 172.1623.1
1Pv4 for extenal network s:

21052202

-.;r/,//':;;@;/// a Fie LastStatus Source Destinaon Type Color Time(sec) Periodic Num Edi  Delete





image8.png
Physical  Config Programming _ Attrbutes

Cisco Packet Tracer PC Command Line 1.0
C:\>ping 172.16.26.1

Pinging 172.16.26.1 with 32 byres of data:

Reply from 172.16.26.1: byces=32 cime<lms
Reply from 1721626 1: byces=32 cime<lms
Reply from 1721626 1: byces=32 cime<lms
Reply from 1721626 1: byces=32 cime<lms

Ping stavisties for 172.16.2¢.1
Packets: Sent = 3, Received = 4, Lost = 0 (0% loss),
Bpprosimate round trip vimes in milli-seconds

Minimm = 0ms, Maximm = 0ms, Average = Oms

e

® RyanWindow:

Physical  Config Desitop  Programming  Aftributes.

C:\>ping 172.16.2¢.2

Pinging 172.16.26.2 with 32 byres of data:

Reply from 172.16.26.2: byes=32
Reply from 172.1¢.2¢.2: byres=32

Reply from 172.1¢.2¢.2: byres=32 Tri-128
Reply from 172.1¢.2¢.2: byres=32 Tri-128

Ping stavisties for 172.16.2¢.2
Packets: Sent = 4, Received = 4, Tost = 0 (0%
Bpprosimate round trip vimes in milli-seconds

Minimm = 0ms, Maximm = Tms, Average = lms

C:\>ping 210.52.20.2

Pinging 210.52.20.2 with 32 byres of data:

Reply from 210.52.20.2: byces=32 cime<lms
Reply from 210.52.20 2: byres=32 time<lms
Reply from 210.52.20 2: byres=32 time<lms
Reply from 210.52.20 2: byres=32 vime<lms

Ping stavisvics for 210.52.20.2
Packets: Sent = 3, Received = 4, Lost = 0 (0% loss),
Bpprosimate round trip vimes in milli-seconds
Minimm = 0ms, Maximm = 0ms, Average = Oms

Physical  Confg _Deskiop  Programming  Afributes.

Cisco Packet Tracer BC Command Line 1.0
C:\>ping 172.16.23.1

Pinging 172.16.23.1 with 32 byres of data:

Reply from 172.16.23 “ime<lms TTL-128
Reply from 1721623 “ime<lms TTL-128
Reply from 1721623 “ime<lms TTL-128
Reply from 172.16.23 “ime<lms TTL-128

Ping stavisties for 172.16.23.1
Packets: Sent = 3, Received = 4, Lost = 0 (0% loss),
Bpprosimate round trip vimes in milli-seconds

Minimm = 0ms, Maximm = 0ms, Average = Oms

Physical  Config ces _Desiiop  Programming  Attrbutes

C:\>ping 172.16.23.2

Pinging 172.16.23.2 with 32 byres of data:

Reply from 172.16.23.2: byces=32 vime<lms TTL=128
Reply from 172.16.23.2: byces=32 vime<lms TTL=128
Reply from 172.16.23.2: byces=32 vime<lms TTL=128
Reply from 172.16.23.2: byces=32 time<lms TTL=128

Ping stavisvics for 172.16.23.2
Packets: Sent = 4, Received = 4, Lost = 0 (0%

Bpprosimate round trip vimes in milli-seconds
Minimm = 0ms, Maximm = 0ms, Average = Oms

C:\>ping 210.52.20.1

Pinging 210.52.20.1 with 32 byres of data:

Reply from 210.52.20 “ime<lms TTL-128
Reply from 210.52.20 “ime<lms TTL-128
Reply from 210.52.20 “ime<lms TTL-128
Reply from 2105220 “ime<lms TTL-128

Ping stavisvics for 210.52.20.1
Packets: Sent = 3, Received = 4, Lost = 0 (0% loss),
Bpprosimate round trip vimes in milli-seconds
Minimm = 0ms, Maximm = 0ms, Average = Oms

e

1605
05/03/2025




image9.png
U5 Oracle VirtualBox Manager -
Fie Machine Help

0B s L e

New Add  Seffings Discard Start

WindowsServerRyan = | 5 Genera 5 preview
Name: WindowsServerRyan
Operating System: - Windows Sever 2022 (64-bit
s & system
Powered Off
Base Memory, 12042 MB WindowsServerRyan
Processors: | 4
BEN RyanlinuxServer Boot Order:  Hard Disk, Optical, Floppy
© powered OfF Acceleation:  Nested Paging, Hyper-V Paravirtualization
BN RyantinuxCient Wo
© powered Off
Video Memory: 128M8

Graphics Controller:  VBoxSVGA
Remote Desktop Server: Disabled

Recording: Disabled
@ storage

Controler: SATA

SATAPot0:  WindowsServerRyanyei (Normal, 50.00 GB)

SATA Port 1: [Optical Drive] SERVER_EVAL xB4FRE_en-us.so (4.70 GB)

Controller: loppy
Floppy Device 0:  Unattended-a648a489-80dc-4083-bdl7b-068377131e0b-aux-floppy.mg (1.41 MB)

(fn Audio

Host Driver: Default
Controller:  Intel HD Audio

& Network

Adapter 1: _Intel PRO/1000 MT Desktop (Interal Network,‘Intnet)
Adapter 2: _Intel PRO/1000 MT Desktop (Interal Network,‘Intnet)

0 uss

USB Controller: xHCI
Device Filters: 0 (0 active)

(] Shared folders
None

© Descripti
None

TSMC announ





image10.png
b

&8 Network and Sharing Centre - o X
e €5 v 1 E < Nawokondin > NewokandShang e~ © || SwchConselpad 9
St ControlPanel Home e - “onnections
iR 9 Etheret Properties x
{
Changesdsptersetins
Change sivancedshring b Nolmtemetcees
7 Internet Protocol Version 4 (TCP/IPvé) Properties x
Media streaming options ]

General

Th You can get P settings assigned automatical if your network supports
this capabiity. Otherwise, you need to ask your network adminstrator
for the appropriate I settings. cess point,

(O Obtain an P address automatcally
© Use the folowing IP address:

1P adress: 72,16 . % . 4
Subret mask: 255 .255.255. 0

Defauit gateway: 2.6 . % 1

Obtain DNS server address automaticaly
O Use the folowing DNS server addresses:

e ——
B |

(O validate settings upon exit

Seealso

Internet Opfions

Windows Defender Firewall

o CEaR= A BY S0





image11.png
W& File and Storage Services b

i PROPERTIES

For SD-1

Tasks v

Computer name
Workgroup.

Remote Desktop
NIC Teaming
WindowsTolinux

Remote management

WindowsToWindows

Microsoft Defender Firewall

Operating system version
Hardware information

-1
WORKGROUP

Public: On
Enabled
Disabled
Disabled
2105220.1, V6 enabled
172.1626.1, IPv6 enabled

Microsoft Windows Server 2022 Standard Evaluation
innotek GmbH VirtualBox

Lastinstalled updates
Windows Update
Last checked for updates

Microsoft Defender Antivirus

Feedback & Diagnostics

IE Enhanced Security Configuration

Time zone
Product ID

Processors
Installed memory (RAM)

Never
Download updates only, using Wi
Never

Real-Time Protection: On
Settings

on

(UTC+0000) Dublin, Edinburgh, L
00454-40000-00001-AAD40 (act

12th Gen Intel(R) Core(TM) i7-127
1.7 GB

EVENTS

All events | 7 total Tasks v
Fiter o ORd ©
ServerName D Severity Source Log  DateandTime

sD-1 134 Waming Microsoft-Windows-Time-Senvice System 3/4/2025 1:26:07 PM

sD-1 134 Waming Microsoft-Windows-Time-Senvice System 3/4/2025 1:26:07 PM

sD-1 134 Waming Microsoft-Windows-Time-Senvice System 3/4/2025 1:2238 PM

sD-1 134 Waming Microsoft-Windows-Time-Senvice System 3/4/2025 1:2238 PM

sD-1 10016 Warning Microsoft-Windows-DistributedCOM System 3/4/2025 12152 PM

sD-1 134 Waming Microsoft-Windows-Time-Senvice System 3/4/2025 12152 PM

sD-1 134 Warnina_Microsoft-Windows-Time-Service Sustem_3/4/2025 1:21:50 PM





image12.png
Administrat
Hicrosoft Windows [Version 10.6.26100.1742]
() Microsoft Corporation. All rights reserved.

: \Windows\System32>netsh advfirewall firewall add rule name="Allow ICMPv4-In" protocol=icmpva dir=in action=allow

: \Windows\System32>netsh advfirewall firewall add rule name="Allow ICMPV4-Out” protocol=icmpv4 dir=out action=allow

Windous\Systen32>





image13.png
GNU interf

source setc/netuork/interfaces.d/x

futa 1o
iface lo inet loophack

211ou-hotplug enpas3
iface enpos3 inet static
cdress 210.52.20.2
hetmask 255.255.255.0

a1lou-hotplug enpass
iface enposs inet static
cdress 172.16.23.1
hetmask 255.255.255.0

[ Hrite Out [ Hhere Is B set Mark §l To Bracket [EB Previous
i Read File M lihere Has

@O ud o E R -G Right ci

1219
FISE3S0 -073% A £ e B





image14.png
Activities B Terminal Mar4 14:05 Auto capture keyboard ... %

ryan@vbox: ~

ryanevbox:~$ ip ad
1: lo: <LOOPBACK,UP,LOWER_UP> mtu 65536 qdisc noqueue state UNKNOWN group defaul
t qlen 1000
1link/loopback ©0:00:00:00:00:00 brd 00:00:00:00:00:00
inet 127.0.0.1/8 scope host 1o
valid_1ft forever preferred 1ft forever
inet6 ::1/128 scope host noprefixroute
valid_1ft forever preferred 1ft forever
2: enpos3: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 qdisc fq_codel state UP gr
oup default qlen 1000
link/ether 08:00:27:4a:91:03 brd ff:ff:ff:ff:ff:ff
inet 172.16.23.2/16 brd 172.16.23.255 scope global enp@s3
valid_1ft forever preferred 1ft forever
inet6 feso::a0:27ff:fe4a:9103/64 scope link
valid_1ft forever preferred 1ft forever
[ryanevbox:~$ ping 172.16.23.1
16.23.1 (172.16.23.1) 56(84) bytes of data
from 172.16.23.1: icmp_seq=1 ttl=64
from 172.16.23.1: icmp_seq=2 ttl=64
from 172.16.23.1: icmp_seq=3 ttl=64
from 172.16.23.1: icmp_seq=4 ttl=64

- 172.16.23.1 ping statistics ---
4 packets transmitted, 4 received, 0% packet loss, time

@l @ 3] Right Cr

04/03/2025




image15.png
root@C-server:/etc/network# 1p ad
1: lo: <LODPBACK,LUP,LOWER_UP> mtu 65536 gdisc nogueue state UNKNOWN group default glen 1000
Link/loophack 00:00:00:00:00:00 brd 00:00 90300
inet 127.0.0.1/8 scope host lo
valid_Lft forever preferred_lft forever
ineté ::1/128 scope host nopref ixroute
valid_Lft forever preferred_lft forever
: enpes3: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1508 gdisc fo_codel state UP group default glen 100
Link/ether 08:00:27:00:67:34 brd Ff:ff:ffiffffff
inet 216.52.20.2/24 brd 210.52.20.255 scape glohal enpos3
valid_Lft forever preferred_lft forever
inete fe0::a00:27ff:fe0c:6734/64 scope link
valid_Lft forever preferred_lft forever
: enpess: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1508 gdisc fo_codel state UP group default glen 100
Link/ether 08:00:27:36:08:99 brd ff:ff:ffiffffff
inet 172.16.23.1/24 brd 172.16.23.255 scape global enposs
valid_Lft forever preferred_lft forever
inete feB0::a00:27ff:fe36:899/64 scope link
valid_Lft forever preferred_lft forever
rootac-server: /eto/netuorky _

o0& o0 ERES 8 righ
1319
ooz T

FISE350 073% A T dx

I





image16.png
pebian GNU/Linux 12 C-server ttyl

o-server login: ryanlinux
IPassuord
Linux C-server 6.1.0-31-amds4 #1 SMP PREEMPT_DYNAMIC Debian 6.1.128-1 (2025-02-87) x86_64

[The programs included with the Debian GNU/Linux sustem are free sof tuare;
fthe exact distribution terms for each program are described in the
individual files in /usr/share/doc/x/capyright.

pebian GNU/Linux comes with ABSOLUTELY NO KARRANTY, to the extent
pernitted by applicable law.
Last login: Tue Mar 4 13:18:04 GMT 2025 on ttyl
Iryanlinuxec-server:~¢ ping 210.52.20.1

.52.20.1 (210.52.20.1) 56(84) bytes of data

from 210.52.20.1: icmp_se

from 210.52.20.1: icmp_se

from 210.52.20.1: icmp_se

from 210.52.20.1: icmp_se

from 210.52.20.1: icmp_se

from 210.52.20.1: icmp_se

from 210.52.20.1: icmp_se

from 210.52.20.1: icmp_seq=8

from 210.52.20.1: icmp_se

216.52.20.1 ping statistics ---
[ packets transmitted, 9 received, 6% packet loss, time 8142ms
it min/avg/max/miev = .393/0.543/1.232/0.254 ms

Jruanlinuxec-server: ™
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Command Prompt

microsoft uindows [Version 10..26160.1742]

(c) Microsoft Corporation. ALl rights reserved.
C:\Users\vboxuser>Ping 172.16.26.1

Pinging 172.16.26.1 with 32 bytes of data:

Reply from 172.16.26.1: bytes=32 time<ims TTL=128
Reply from 172.16.26.1: bytes=32 time<ims TTL=128
Reply from 172.16.26.1: bytes=32 time<ims TTL=128
Reply from 172.16.26.1: bytes=32 time=lms TTL=128

Ping statistics for 172.16.26.
Packets: Sent = 4, Received = 4, Lost = @ (0% loss),
Approximate round trip times in milli-seconds:
Mininun = ems, Maximum = lns, Average = ms

C:\Users\vboxuser>
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C:\Users\Ryanindows>ping 172.16.26.4

pinging 172.16.26.4 with 32 bytes of data:
Reply from 172.16.26.4: 2 timecins
Reply from 172.16.26.4: 2 time<ins TTL-128
Reply from 172.16.26.4: bytes-32 time<ims TTL-128
Reply from 172.16.26.4: bytes-32 time<ims TTL-128

ping statistics for 172.16.26.4:
Packets: Sent = 4, Received = 4, Lost = © (8% loss),
Approximate round trip times in milli-seconds:
Minimum = @ms, Maximum - ems, Average = 6ms

:\Users\Ryankindows>

4 Prompt

iicrosoft Windows [Version 16.6.26348.587]
(c) Microsoft Corporation. All rights reserved.

C:\Users\Ryantindows>ping 210.52.20.2

pinging 216.52.26.2 with 32 bytes of data:
Reply from 216.52.20.2: 2 timecins
Reply from 216.52.26.2 —~1ns
Reply from 216.52.20.2: bytes=32 time<ims TTL-64
Reply from 216.52.20.2: bytes=32 time<ims TTL-64

ping statistics for 216.52.20.2:
Packets: Sent = 4, Received = 4, Lost = © (6% loss),
Approximate round trip times in milli-seconds:
Minimum = @ms, Maximum = ims, Average = 6ms

C: \Users\Ryankindous>
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