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1.0 INTRODUCTION AND OBJECTIVES OF THE EXERCISES
In the lecture, you learnt about Hacking Wireless Networks which is an essential factor in successfully protecting the network environment. Apply your understanding and knowledge from what you have learnt in the lecture and as well as conduct research using text books, library databases, and/or the Internet to do the following questions:


Please read the following and then answer the questions as best as you can, your lecture notes, text book, library databases and/or the Internet can be used to answer the questions. – 30 mins 
Once you have done that, discuss your answers with other members on your table – 10 mins 
Be prepared to discuss and even present your findings to the rest of the class, upon the lecturer’s choice


1. Explain the development of IEEE 802.11 standards and states any advantages and disadvantages of it.

2. Briefly describe at least four types of wireless antenna.

3. Explain the types of wireless encryption. You should state how they work, any issues with them, how they can be broken if possible and how to defend against them.

4. What is the purpose of spectrum analyzers?

5. Explain how you can defend against wireless attacks.

6. Explain the framework for wireless penetration testing 
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