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Abstract
The scenario one of this report has analyzed the need of a data center or an outsourced solution that is in accordance with the need of AWS. In this respect, the design, scalability, security, and requirements as per the proposed plan has been provided in brief. Similarly, the advantages and disadvantages of the plan are also discussed.
The scenario two of this report has evaluated the need for security policy that influences the design at ABC Ltd. Further, the need of SAN to control the disaster of these recovery systems is also explained in detail. Further, the necessity of these systems in accordance with the virtualized data center has also been explained. 
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[bookmark: _Toc66722335]Introduction
Virtualization of data center is a procedure of scheming, expanding and arranging the core data on the cloud computing and the technology is carried out in virtualized manner. All the servers are virtualized which are physical to the provision of data center, retention, social meetings and other tools used in the foundation. It involves procedures, technologies, tools to give effect to the operations in storing the data. 
[bookmark: _Toc66722336]Structure of Own Data Center
The entire goal of the programme is to help the students develop with the skills and knowledge to design, make and expand the internet infrastructure and to outline a different variety of apportioned applications [1]. It focuses on the effectiveness of costs and graceful methods of building and running operations in IT groundwork. 
Centralising the servers and services of the UWTSD, will enable the learners to apply the theories and principles of cloud computing. They will be able to think in a critical manner and analyse the complexity of the systems. 

	Components of data center
	Ways of operation
	Standards for the infrastructure

	Infrastructure of networking
	Appliances of network security
	The primary site

	Infrastructure for the storage
	Assurance of the delivery of the application
	Disposable capacity component site

	Resources for computation
	
	Current maintainable site


Table 1: Structure of Data Center
Source: [3]
[bookmark: _Toc66722337]Type 1 Hypervisor
A hypervisor of bare metal needs installation to run the virtual machine. It is an OS itself. According to research, it provides top class performance and steadiness as the hypervisor is not dependent on any internal windows or system of operations. 

Figure 1: Requirements of Hypervisor
Source: [6]
[bookmark: _Toc66722338]Design
There is no difference in the cost in any cases whether modifying the existing facility or forming a new one. There should be room for growth. The design of the floor space should be according to the present requirement and not according to the future requirement. This will save some amount.
The planning on the electrical needs to be done carefully as the requirement is quite massive. 
Right cooling systems are necessary to eliminate the heat produced from numerous hardwares as they are quite costly [2]. Extra rows of empty racks will help in good flow of air. 
The area for the support team to work is another important aspect in designing. The team needs advanced tools for monitoring. Proper allocation of space to the personnel will guide them to respond to the interruption of services as quickly as possible and carry on with the ongoing up gradation. Some orders for cooling available are the traditional system, the water chill unit, the outdoor ones and the localized one. Any system can be installed based on the surrounding.
Costs can be decreased of the chill units through planning a smart flow of air It includes the core intake and exhaust of air, proper circulation of air between the server racks, usage of the barriers put the top and around all the aisles to direct the air in the proper direction [1]. Many expensive devices in the data center are used. Most facilities will contain sensitive facts and figures moving in and out. 
Therefore, it is critical to take note of the physical safeties in the designing. Locked doors should be used along with guards, doors and biometric scanners are to be fitted. Wiring smartly from the beginning will help in decreasing the failure in the electrics, raise the speed of the trouble shooting, and give way to add new tools when needed. Without a fine strategy for the wiring, the center will be a total mess [11]. This will be mainly in the areas within the racks of the servers where; large number of cables comes in and out. Further, the wire under flooring or in the ceiling can be put into places and proper labelling on the cables is must. 
[bookmark: _Toc66722339]Scalability and limitations

Figure 2: Limitations of the plan
Source: [10]

While the entities are eager to enjoy the benefits of forming their own data center for, the expense to build such provision often makes it challenging to do so. For any focal point for the chief information, the cost failure occurs mainly due to the actual requirement of space. The making of the structure should be such that it suits to serve as a data center expense [3]. It should be around one hundred and sixty seven in the UK pound per square foot based on the findings of the research. The cost of the property where the facility is made, or the expenditures related to the location and in the judgement of the probable sites are not taken into consideration. The permission for the construction and the related taxes are required to be secure into the cost of the building [12]. 
The process is not complete with the placement of the building. The systems to suppress fire and the cooling machines need to be fit. The servers need to run in proper condition. This may require equipment to cool and the control system for the environment. The tool is chosen based on the nature of the place where the facility is built [5]. Other setups like the electrical and the connections for the network need installation as well. The cost of the strand that are required to attach the plot to the internet and to ease the access to the network can be more than eighty three thousand in the UK pound for every mile. 
Once the basic fares for the capital are proper, there are many other points to consider. Technicians to detect the systems and carry out the needed maintenance should be there in every hour in the data center. To prop up the rest of the physical safety conventions, labour force is required. After the demand for power, a large part of the expense is allocated in the staffing for the security purposes [8]. Then there is the cost that needs to keep the physical structure in a good condition. Mending, restoring and addition of parts will be required within the few years of the making. 
It is difficult to predict the actual costs. While preparing the budget, keeping in mind the location of the facility will be helpful largely. Thus, the general situation it takes around five years to revive the circle on the servers. This means that whenever the tools become obsolete or need upgrading, the resources must be replaced continuously. If the resources are available in large quantities and are capable of meeting the exact demand for the security then it is fine to build independent provision for the data center [9]. It will be helpful in controlling every part of the infrastructure. They will not have to worry about the third party may put up with their ambitions. Opportunities have been capitalized in the market. The assets, funds, materials, labours all will be in the grip of the internals. 
[bookmark: _Toc66722340]Energy Supply
To run the data center a huge amount of power is required. The energy is necessary for the gadgets, cooling fans, air conditioners, monitors. According to the findings, the demand for these provisions is exceeding as the days are passing. Apart from the advantages regarding the finances, the concerns that come up is in the area of consumption of power. The release of carbons in the air has a negative impact on health. So, it is one of the vital studies in the delivery of cloud computing. Such huge consumption leads to high costs. 
[bookmark: _Toc66722341]SAN security
Storage area networks offer an approach to the storing of dates easily. In other words, it has said to be the visualisation of information. The obstructions in the storage facilities and the devices is been removed from the local area network into a committed channel. SAN enhance the speed of the LAN because there is no burden of heavy requirements of storing. SAN depends on the size and the complications. It can work on technology on channels of fibre or on the internet small computing system interface [10]. FC is costlier than the iSCSI. It works in a fast manner and provides great capacity. It is handy in five ways. 
· A significant benefit of SANs is refinement of the range of frequency. 
· The server storage structures based on LAN are usually subject to the range of frequency of the quos, which decreases the performance and raises the time span it takes to complete basic tasks and conveys.
· The pressure from the bandwidth of the LAN has reduced as SAN takes charge of a huge portion of the traffic. The supreme of any business is the safe reservations of information. 
· The functionality of the protection of data is compatible here and the correct copies are accessible whenever they are required [11]. The chances of getting the data hacked reduce with the help of SAN as it has removed in a separate medium. 
· Whenever an audit is prepared on the performance on the network, the backups has majorly taken into consideration. Well-organised reserves have allowed in the system. Here only one server is required for the reserves of the info’s to reach the numerous places [15]. The flexible ability of SAN is it saves a lot of money from killing on the physical amenities of storage. 
One of the fine facts about SAN is that they are scale to match the wants of the businesses, which are progressing. For instance, if the university needs more storage, they can add volume as and when it is required. This implies that there is never room for extra accommodation left empty. The up gradation of the structure is quick and seamless under SAN. The backing up of the facts is not the only one that is significant. Usually, problems occur when it is not expected [12]. Be it attacks in the cyber or any disaster occurring naturally, if any worst circumstance emerges, there will be assurance that the confidential files are gained back. This is not possible everywhere but with SAN.
Installing SAN in the system will help in gaining the advantages of the backing up of the dates faster, improve the scalability and exceed the security. 
[bookmark: _Toc66722342]Outsource Solution 
In the present time, operations of the data center are highly outsourced because of the bulk dimension and immensity. It might seem to be a smooth job but before outsourcing the benefits as well as the limitations needs to be analysed. It will help in deciding what will be suitable for UWTSD. 
IT spending throughout the world is on the expansion stage and was expected to see more expanding movement in the coming time. All the points indicate the up ride anticipation of the data center outsourcing [13]. The size and the industry in which the firm is operating do not matter here. It is advantageous to realise for the organisations to enter into good planned associations with trustable partners or providers of services. This will be beneficial in improving the progress. 
Most of the channels and enterprises who operate in large scale across the globe are visualizing the mass IT unification methods and chief storage of figures to lead the path when it comes to outsourcing IT. If the data center is outsourced, UWTSD will be able to achieve economical and efficient management of the operations while earning other interconnected benefits like permitting them to remain focused on their basic activities in the university [3]. It also allows cooperation in the bendable management in the ICT fundament.  The security and reliability need not be compromise in this case. 
Amazon Web Services or AWS is a platform that provides secure services on cloud, offers power of evaluations, stores the dates, delivers the contents and many more functions to help the organisations scale up and grow. AWS helps to run the webs and the servers in the cloud to put on active websites. They store all the folders securely on the cloud so that it can be accessible from anywhere. The information is stored using several managed data collections. They are MySQL, PostgreSQL, Oracle, SQL server. CDN or the content delivery network is utilised to send the fixed as well as the flexible files across the globe. Electronic mails are sending to the clients in bulk [14]. The AWS cloud is available in eighty zones within twenty-five regions in the world. They are planning to extend fifteen more zones and more five regions. 
The advantages that UWTSD will gain by outsourcing are as follows-
· Several benefits of costs are there. Also, time is available for the vital activities
· Many options increase to access the tolls and technology, Various operation situations are adapted and upgraded data center can be chosen
· Creative solutions for the clients are gained, Internal IT and the human resources are fully utilised
·  The providers take care of the legal rules and regulations
· The possibility to expand in the offshore market increases and management of the security is enhanced
The disadvantages are discussed below:-
· The one-to-one interaction with the customer decreases. Difficulties in the safety may arise by completely depending on the providers [5].
· Extra efforts are required in case of immediate need for money [9].
· Issues faced due the natural disaster [2].
· Challenges may arise if the location of the provider is far away from the main hubs of the networks, which will require movement in the places. 
Without weighing the pros and cons, the university may lose its savings in outsourcing and may even incur heavy losses. Proper measure needs to be exercised, so that the unexpected difficulties can be addressed successfully. A vital point is to be kept in mind that the provider must take the responsibility as a full-time work. 
[bookmark: _Toc66722343]Conclusion
Thus, it can be concluded that the understanding of the knowledge becomes systemic. It is essential to accumulate, explicate and convey the information in appropriate ways. Learners get the opportunities to display the exactness of the academics in a proper method with respect with the skills of logic and the technologies.
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This report describes the virtualization technology that is conducted by ABC Ltd. in order to secure its stored data within an organization. Further, it defines the overall strategies and technologies used by the particular organization for its growth and development. However, it depicts the physical locations of this organization that are connected by fibre high- bandwidth broadband connections.
[bookmark: _Toc66719177][bookmark: _Toc66722346]Importance of Security Policy
Security Policy of an organization aims in building a policy for securing and protecting an organization. However, it is important to secure the data of the particular organization in order to maintain confidentiality by protection of important information from any unauthorized access. However, security policy is beneficial for this organization to maintain its secrecy of the trade [15]. It aims to secure data and information to direct organizations to achieve success and growth within the time period. It is worth mentioning that data and information that are stored within an organization helps them to win over the competition effectively. 
Therefore, it is mandatory to protect the server from any unauthorized access and connectivity. Security policy aims in securing and protecting the server and system of an organization to direct it for achieving organizational growth and success. It addresses the policy of a stated organization for securing its data and activities from the cyber-attack and threats related to barging in the organizational server.

[bookmark: _Toc66722347]Figure 3: Importance of Security Policy
Source: [16]
It has been found that there are three types of security policy namely organizational policy, system-specific policy, and issue- specific policy that are used by the particular organization. Further, the organizational policy builds a framework of this organization for securing the data and information of the whole organization. This is built by the top-level management at the process of designing and policy formulation. Similarly, a system-specific policy is concerned with a system of an individual user. However, it meant to imply the approved hardware and software, along with hardening methods for that particular system. Moreover, issue- specific policy of this organization is concerned with the functional aspect of the organization that should be handled with care. This organization develops this policy to determine the required level of security that should be maintained for securing and protecting the data from any uninterrupted source or server. It develops and enhances security standards for this organization for the achievement of goals and objectives effectively than the competitors to get success and growth within the framed time period. Moreover, security policy creates a guideline that is provided by this stated organization for improving its standards of protection and reliability. 
[bookmark: _Toc66719178][bookmark: _Toc66722348]Influence of Security Policy on the Organizational Design
Formulation of security policy has an influence on the organizational design and structure. However, the organizational design consists of a process of shaping the structure of this organization to run effectively and efficiently. It is worth mentioning that the security policy is required and is an important component of Organizational Design. It aims in securing all the servers and networks of this particular organization in order to influence its decision making for improving the overall productivity and effectiveness. It has an influence on its organizational design as it aims to secure all the physical location of this organization by connecting it with the fibre high- bandwidth broadband connections. Similarly, it results in increasing the efficiency and effectiveness of the organization by providing a safe and secure storage to the customers at a reliable price. However, security policy puts a wall of safety around the server of an organization by protecting it from any harm from unauthorized access and data redundancy. 

[bookmark: _Toc66722349]Figure 4: Influence of Security Policy on the Organizational Design of ABC Ltd.
Source:[15]
It ensures proper data security and gives an organization a prior alert if found any access from unauthorized source or servers. Therefore, organizational design of security policy consists of three elements namely policies standards, guidelines, and procedures that are built to make the systems and servers of this organization strong and protective [15]. It is worth mentioning that this security policy is beneficial for this organization for providing a single reliable data center using virtualized technology to provide a virtualized data center to secure its data and server. This organization spends its valuable time in protecting the data for aiming the achievement of the desired goal and objectives with most compatibility and reliability. It is important to secure the servers because the access from unauthorized servers may steal the valuable information that may result in huge loss for this particular organization. The virtualized data center is used for a process of transforming the data center with the help of cloud computing technology that are hosted on physical servers to virtual data center.
[bookmark: _Toc66719179][bookmark: _Toc66722350]Ways in which Organization protects its data from corruption
Virtualization of data center and storage area network helps in protecting the data from corruption in this organization. However, these protection aims in securing the servers from the access from unknown users. Data loss is negative for an organization as it results in delete, corrupt and unrecoverable data. However, it is important to secure the data from corruption. The failure of hardware creates a great threat to the corruption of data. Further, to eliminate these risks the data center virtualization and cloud computing has been used efficiently. It has been observed that the storage of information in the local drive of the cloud computing ensures the security of data and information and the server from virus and malware attack [17]. However, corruption of data creates a huge risk for the organization as it involves risks and threats from the external users and providers. A protection against the virus and malware is best for securing the data of an organization from corruption. It is worth mentioning that if the servers are not protected well it may influence the computer theft that includes hacking, identity theft, and loss of crucial data of this ABC Ltd. Organization.
  
Figure 6: Protection of Data from Corruption
Source: [18]
The storage area network and data center virtualization protect the server from the authorized access that aims to resolve the struggle with requirement of hardware to store its data and information. Moreover, with the application of data center virtualization a large amount of data and information can be saved precisely which reduces the burden of cost for purchasing hardware. It is an effective and economical way to protect the server from any cyber-attack and threat-attack. However, the storage area network secures the connectivity and protects the confidential data and source of this organization [18]. This helps the organization to build a trust with the stakeholders and directs the organization to achieve growth and success. Saving the data in the virtualized data center helps the organization to protect its important data and information from corruption. However, it has been observed that the organizational data and information should be secured because it directs the overall organization to achieve success and to receive growth.
[bookmark: _Toc66719180][bookmark: _Toc66722351]Importance of Disaster Recovery System for Virtualized Data Center
The disaster recovery system aims in assessing the risk to the operation and securing this organization from any unauthorized access. However, it is worth mentioning that the data center virtualization has been used to secure the data with the help of cloud computing technology that is hosted on physical servers to virtual data center. It protects the organization and facilitates the needs of recovery as soon as possible and aims to secure the server of the client. Further, it also protects the organization from high financial cost, loss of reputation, and decrease in the retention of clients and customers. It builds reliability within the business organization and develops a backup in case of any problem such as corruption of data. 
Moreover, the greatest advantage of a disaster recovery System for virtualized data center as it already creates a backup will help this state organization to continue its performance and operations. Similarly, it secures the data and folders of the user in the storage drive so that the user can access it effectively while managing its reliability, compatibility, and security of information [19]. Moreover, this organization uses the virtualized data center for protecting the data and information and to build a backup so that this organization can easily do their operation without any interruption. Similarly, it aims in protecting an organization from the effects and influences of significant negative events. It also reduces the overall risk in this organization by conducting the risk assessment to eliminate the chances of vulnerabilities. It becomes easy for this organization to access its saved data and organization in case of any corruption of data. Therefore, this particular organization uses the following methods to secure its network from corruption of data.
[bookmark: _Toc66719181][bookmark: _Toc66722352]Conclusion
Thus, it can be concluded that the ABC Ltd, organization has implemented various ways to protect its server from any kind of data corruption. It directs this organization in achieving its goals and objectives within a framed period of time. Similarly, it ensures that security policy is beneficial for this organization to maintain its secrecy of the trade that helps to win over the competition in the business market. However, it also depicts that the servers and networks are secured in this particular organization in order to influence its decision making for improving the overall productivity and effectiveness.



[bookmark: _Toc66722353]Reference List
Scenario 1

[1] P. M. Rekha, M. Dakshayini, “Dynamic cost-load aware service broker load balancing in virtualization environment,” Procedia computer science, 132, pp.744-751. 2018.
[2] B. Wang, “Construction Research of University Data Centre of Cloud Computing Based on Virtualization Technology,” In IOP Conference Series: Materials Science and Engineering, Vol. 569, No. 5, p. 052022, Jul. 2019.
[3] R. A Thabit, T. E. El-Gorashi, and J. M. Elmirghani, “A Resilient AWGR and Server Based PON Data Centre Architecture,” In 22nd International Conference on Transparent Optical Networks (ICTON) (pp. 1-5). IEEE, Jul. 2020.
[4] M. Locock, “Lessons learned for managing projects in a Higher Education environment: organisational and individual experience”, 2018. [Online] Available: https://researchdata.uwtsd.ac.uk/18/1/0902171%20Locock%20Martin%20DSAW7010%20Project.pdf [Accessed Apr. 25, 2021]. 
[bookmark: _Hlk70636689][5] O. A. Alharbi, T. Thomas, M. R. Phillips, and A. T. Williams, “Mesoscale and decadal shoreline changes in Carmarthen Bay, West Wales, UK,” The Thirteenth International MEDCOAST Congress on Coastal and Marine Sciences, Engineering, Management & Conservation, Malta, Vol 2, Oct. 2017. [Online] Available: https://www.researchgate.net/publication/321887518. [Accessed Apr. 20, 2021].
[6] N. Murray, O. A. Ademoye, G. Ghinea, and G. M. Muntean, “A tutorial for olfaction-based multisensorial media application design and evaluation,” ACM Computing Surveys (CSUR), 50(5), pp.1-30, 2017.
[7] C. Davies, “Online seminars in statistics for doctoral students: A case study,” Journal of University Teaching & Learning Practice, 18(2), p.06, 2021. [Online] Available: https://ro.uow.edu.au/jutlp/vol18/iss2/06. [Accessed Apr. 20, 2021]. 
[8] I. Neaga, “APPLYING INDUSTRY 4.0 AND EDUCATION 4.0 TO ENGINEERING EDUCATION,” Proceedings of the Canadian Engineering Education Association (CEEA), 2019. [Online]. Available: https://www.researchgate.net/publication/338716426_APPLYING_INDUSTRY_40_AND_EDUCATION_40_TO_ENGINEERING_EDUCATION. [Accessed Apr. 2021].
[9] C. S. Hayles, “Embedding Education for Sustainable Development through the Well-being of Future Generations (Wales) Act 2015,” European Center of Sustainable Development, 7(4), pp.22-32, 2018.         
[10] H. Lin, Z. Yan, Y. Chen, L. Zhang, “A survey on network security-related data collection technologies.” IEEE Access, 6, pp.18345-18365, Jan. 01, 2018.
[11] S. Rathore, P. K. Sharma, V. Loia, Y. S. Jeong and J. H. Park, “Social network security: Issues, challenges, threats, and solutions.” Information sciences, 421, pp.43-69, 2017.
[12] Y. Jahir, M. Atiquzzaman, H. Refai, A. Paranjothi, and P. G. LoPresti, “Routing protocols and architecture for disaster area network: A survey.” Ad Hoc Networks, 82, pp.1-14, 2019.
[13] K. Paraskevas, A. Attwood, M. Luján, and J. Goodacre, “Scaling the capacity of memory systems; evolution and key approaches.” In Proceedings of the International Symposium on Memory Systems (pp. 235-249), Sept. 2019.
[14] P. G. V. Naranjo, E. Baccarelli and M. Scarpiniti, “Design and energy-efficient resource management of virtualized networked Fog architectures for the real-time support of IoT applications.” The journal of Supercomputing, 74(6), pp.2470-2507, 2018.

Scenario 2
[15] A. Helfaya, and T. Moussa, “Do board's corporate social responsibility strategy and orientation influence environmental sustainability disclosure? UK evidence.” Business Strategy and the Environment, 26(8), pp.1061-1077, 2017.
[16] J. Nagy, J. Oláh, E. Erdei, D. Máté, and J. Popp, “The role and impact of Industry 4.0 and the internet of things on the business strategy of the value chain—the case of Hungary.” Sustainability, 10(10), p.3491, 2018.
[17] A. Aljumah and T. A. Ahanger, “Cyber security threats, challenges and defence mechanisms in cloud computing,” IET Communications, 14(7), 1185–1191, 2020.
[18] P. Saeidi, S. P. Saeidi, S. Sofian, S. P. Saeidi, M. Nilashi, and A. Mardani, “The impact of enterprise risk management on competitive advantage by moderating role of information technology.” Computer Standards & Interfaces, 63, pp.67-82, 2019.
[19] D. Edmiston, and A. Nicholls, “Social Impact Bonds: The role of private capital in outcome-based commissioning.” Journal of Social Policy, 47(1), pp.57-76, 2018.

Fire 


Expenditues


Taxes



Protects the organization


Minimize the risks


Secure the server and computers



Security


Data Privacy


Risk Management


Competative Advantage


Organization Sucess



Storage Area Network


Virtual Machine


Disaster Recovery System





Virtualization data centre 



Design


Scalability


Energy


SAN


2

