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[bookmark: _Toc197027697]1.1 - Introduction
In this report there will be 2 tasks, task 1 is to demonstrate how to build a home computer that will be capable to operate Software tasks with electrical design and simulations and writing reports, presenting presentation over online video calls. 
Tasks 2 is to make sure that the system can defence with cybercrime and demonstrate what risks each cyber strategy that can impact on the company system.

[bookmark: _Toc197027698]2.1- Tasks 1 – Build a computer

[bookmark: _Toc197027699]2.2 - Shopping List 
Below Table 1 shows a shopping list for all the hardware components that will be used to build a custom-built computer. It’s important to research before ordering any part for the computer to make sure that the components are compatible to each other.

					Shopping list
[image: ]
	         Table 1- List of componence.
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[bookmark: _Toc197027701]2.3.1 - CPU and Motherboard

Motherboard
The motherboard, a central component of a computer, facilitates faster connections between components like memory, processor, drives, and other devices [1]. A reliable product like the Aorus Elite AX [2] is recommended for home desktop computers.

[image: ]
	       Figure 1 -Motherboard photo and price [3].

CPU – Central Processing Unit
The CPU is the brain of the computer processes data and is responsible for processing data [4]. The AMD Ryzen 5 CPU has 6 cores with 12 threads, each performing 2 threads simultaneously. More cores improve performance, but they also consume more power, leading to increased heat and decreased electrical resistance. Overheating can cause components to shut down, and the motherboard temperature sensor may signal processors and hard drives to slow down [5].
[image: ]
    Figure 2- CPU and price [6].
[bookmark: _Toc197027702]2.3.2 – RAM (Random access Memory)
RAM (Random Access Memory) is a crucial component of computing equipment, essential for functionality and performance. It houses data and machine code used by the computer [7]. Without RAM, computers cannot perform multiple jobs or access necessary data and instructions for seamless operation. It is essential to have more than just enough random-access memories to handle multiple tasks, which is why 32GB RAM is used [7].

[image: A computer parts with text and price tags
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		Figure 3-RAM and Price – (Random access memory) [8].
[bookmark: _Toc197027703]2.3.3 – Storage
The main points below why SSD is better than HDD:
(i) Reduced size, 
(ii) Lighter weight, 
(iii) Reduced power consumption due to no motor, 
(iv) Improved shock resistance, 
(v) Faster reads and writes as compared to HDDs. 
Consequently, SSDs are now the primary storage component in both local and cloud data centers [9].[image: A computer screen shot of a computer chip
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		Figure 4-SSD (Solid State Drive) [10].
[bookmark: _Toc197027704]2.3.4 - Inputs/Outputs Ports

[image: A back of a white device
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Figure 5 – Connection ports from the motherboard [2].
It’s important to keep the speed when connecting to the computer high as it is quite frustrating to wait for a response from the mouse, keyboard and monitor etc.
With Aorus Elite AX motherboard it comes with the following connection ports and brief description: -
· 4 x 2.0/1.1 USB
· 1 x 3.2 Gen 2 Type A port (red)
· 1 x 3.2 Gen 1 port
· 1 x USB type-C port with USB 3.2 Gen 2x2 support
· 1 x HDMI port
· 1 x Display port
· 1 x RJ-45 port
· 2 x Audio jacks
· 2 x SMA antenna connectors
There are a few different types of USB ports as figure 6 shown below that the speed is different from the standard Type A to Type C connection.[image: A table with text and images
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Figure 6 – different USB ports and speed [11].



[bookmark: _Toc197027705]2.3.5 –GPU (Graphics Processing Unit)
A dedicated graphics card is essential for graphically demanding applications like gaming, video editing, and 3D modelling. It improves performance and produces better images by removing graphical processing strain from the CPU, as integrated graphics are typically weaker than dedicated graphics cards [12].

[image: ]
Figure 7 – GPU (Graphics Processing Unit) [13].
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PSU (Power Supply Unit)
Folowing list below are the ouput from PSU:-
· 1 x 24 Pins connector
· 4 x SATA - is for powering the SSD storage
· 3 x Molex 
· 1 x 8 Pin (4+4) connector – is to power the CPU
· 2 x PCI-E 6+2 Pin connector
24 pins and 8pins connectors connects to the motherboard, the voltage that is included in the pins are including in the motherboard manual as well as their locations, See appendix 2.3.1. 
SATA cable is for powering the SSD storage card.  Molex cables are to power old legarcy drives like CD/DVD drive. PCI-E connector are for the GPU(graphics processing unit) on this computer this is not needed as the supply will come from the motherboard.
 
[image: A computer power supply box
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			Figure- 8 PSU (Power supply unit) [14].








Computer Case
A mid tower case was chosen for a desktop computer as there are room to expand in the future and their space for the air to circulate within the case to cool the components down.

[image: A black rectangular object with a rainbow light
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		        Figure 9 – Mid-tower case [15].

[bookmark: _Toc197027707]2.3.7 - Mouse, Keyboard and monitor

To standardize the communication between devices such as game controllers, keyboards, and mouse, the Human Interface Device (HID) Protocol was developed. Through the abstraction of low-level data transmission details, it streamlines device-to-host communication [16].

[image: ]
    Figure 10 – Mouse and Keyboard [17]

An image with a 1080p resolution has 1920 pixels on the horizontal plane and 1080 pixels on the vertical plane (1920x1080). Multiplying the height and width together gives the total amount of pixels in the image; so, a 1080p image has more than 2 million pixels. The terms 1080p, 1920x1080, and full HD are all simply ways of referring to the same resolution [18].
[image: ]
		Figure 11 - Moniter [19]

[bookmark: _Toc197027708]2.3.8 – Network
This custom-built computer features an ethernet port for LAN and WAN connections to WIFI 6E, a 6 GHz radio frequency spectrum that offers faster internet speeds due to increased throughput. With more radio channels available, it supports more channels between 80 MHz and 160 MHz wide, improving high-bandwidth applications [20]. Ethernet connections are faster than Wi-Fi, with standard Cat6A connections rated at 10 Gbps, while Wi-Fi 6E can only achieve a few Gbps [21].

[bookmark: _Toc197027709]2.3.9 – Software
Operation system
Operation System software will be Windows 11 as this is the latest OS software out.
[image: A screenshot of a computer
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Figure 12- Minimum requirement for windows 11 [22].



SolidWorks Electrical
[image: A screenshot of a computer
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		Figure 13 – minimum requirement for Solidworks software [23].
Pspice 
Cadence owns PSpice and OrCAD X programs for electronic circuit design, layout, and schematic design, handling schematic and design aspects, circuit simulation, and PCB layout [24].

LabVIEW software
LabVIEW is a graphical programming environment that offers special productivity boosts for test system development, including completely integrated user interfaces, connectivity to any instrument, and an easy-to-use programming interface [25].

 Microsoft 365
This is a subscription base software that includes all the essential programs for example: -
· Words
· PowerPoint
· Teams
· Excel and much more.
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The Company had brought in a cyber security consultant to evaluate the cyber risk at the manufacturer plants, the following points were raised from the report: -
[image: A close-up of a computer security report
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Figure 14- Cyber security report.

[bookmark: _Toc197027712][bookmark: _Hlk196139101]3.2.1 Potential impacts of each cybersecurity risk

[bookmark: _Hlk196331716]Outdated firewall configurations
Firewalls are parts of a computer network or system that allow some outgoing communication while blocking unwanted incoming system access. It accomplishes this by carefully examining the data entering and leaving the computer system. After that, it makes sure all of the data complies with established security guidelines. The firewall will eventually become outdated. As threats change, an antiquated firewall becomes less effective in thwarting attacks. Your network and security are at risk due to this vulnerability [26].




[bookmark: _Hlk196331731]Outdated firmware and default passwords on IOT devices
A lot of Internet of Things (IOTs) devices come with default passwords and usernames. Hackers can quickly locate these if they aren't altered, sometimes all it takes is a Google search. Attackers look for machines that have default login information, log in, and take over [27].
Device manufacturers distribute regular software updates, including bug fixes, performance enhancements, and new features, which should be installed after the product is no longer maintained.
Latest firmware is important because they address known product problems that hackers can use to infiltrate any devices. It is more difficult for hackers to successfully compromise devices thanks to new security measures [28].

Supplies vulnerabilities with cybersecurity.
Attackers must first obtain access to the third-party system, program, or tool they intend to exploit (sometimes referred to as an upstream attack) before they can launch a supply chain attack. Among other techniques, this can be accomplished by utilizing credentials that have been stolen, giving suppliers temporary access to a company's system, or taking advantage of an unidentified software flaw.
After gaining access to this third-party reliance, there are several ways to execute the downstream attack, which is the attack that ultimately targets the target, usually through their device or browser.

[bookmark: _Hlk196331752]Lack of cybersecurity training with employee.
Businesses that prioritize cybersecurity awareness training may be less vulnerable than those that don't. Lack of expertise, education, and comprehension of the human error component may be partially to blame for this, as these factors can significantly raise security threats. Human mistake is frequently used by attackers as a starting point for additional assaults against companies of all kinds [29].
Some of the most security threats that employees may encounter are listed below. 
· Phishing Email
· Exploitation Via Social Engineering
· Weak Passwords
· Unsecured Mobile Devices
· Lack of Incident Reporting

[bookmark: _Toc197027713]3.2.2 Prioritising Cyber risks.

This section will determine the severity and likelihood scoring of each Cyber risk on in section 3.2.1 Potential impacts of each cybersecurity risk. Below Graph 1 is the matrix used to score each threat.
[image: A table with different colors and text
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		       Graph 1

Outdated firewall configurations – High
· Severity – High
· Likelihood – Medium 
Firewall is the 1st defence wall before hitting the company systems and data. 

[bookmark: _Hlk196336578]Outdated firmware and default passwords on IOT devices – High
· Severity – High
· Likelihood – High
Hackers frequently attack organizations by taking advantage of well-known flaws in out-of-date software. You may be vulnerable to ransomware, malware, data leaks, and other types of intrusions in the event use outdated software or firmware. Hackers can easily search the manufacture devices and find the default passwords to connect straight on the device [30].








Supplies vulnerabilities with cybersecurity - Medium
· Severity – Medium
· Likelihood – Medium 
The Supplier are used to supply components parts to the company.  If this supplier gets attack by cyber then the manufacturing line will stop and costing the company money at a short time until another supplier is found.

Lack of cybersecurity training with employee. – Medium
· Severity – Medium
· Likelihood – Medium 
This risk happens occasionally, meaning it doesn’t happen all the time.

[bookmark: _Toc197027714]3.2.3 Cybersecurity Strategy

Outdated firewall configurations
List below that will lower the risk of being hack [31]: -
· Firewalls should be appropriately configured and hardened. 
· Implement a tailored, staggered deployment plan. 
· Improve and upgrade firewall protocols on a regular basis. 
· Review and update access controls on a regular basis. 
· Put in place a thorough logging and alerting system. 
· Create procedures for backup and restoration. 
· Policies should be in line with compliance requirements. 
· Test and perform regular audits of your firewall.

Outdated firmware and default passwords on IOT devices
Most firmware upgrade coming with security fix, so it important to upgrade this firmware as soon as possible and change the default passwords. Password should change Max 3 months to keep the devices secure and enable Multi-Factor Authentication [32].   



Supplies vulnerabilities with cybersecurity
Manufacturer must assess and keep an eye on their supply chain partners' cybersecurity posture. Supply chain threats can be avoided by putting strong controls in place and keeping an eye on vendor security procedures [33].

Lack of cybersecurity training with employee
Introduces a short basic cyber training on the following points below: -
· Phishing email
· Strong password
· Secure devices
[image: A poster of a computer security system

AI-generated content may be incorrect.]
Figure 15 – poster from National Cyber Security Centre [34].

[bookmark: _Toc197027715]3.2.4 Incident response plan

Preparation
Putting together a Cyber Security Incident Response Team (CSIRT), defining suitable channels of communication, outlining the services required to support response efforts, and acquiring the required equipment are all part of preparation [35].

Identification 
Finding the original point of entry and verifying the fact of an incident are the goals of identification. It also attempts to preserve digital evidence, perform forensic analysis, and assess the incident's impact, degree, and scope of damage [35].
Containment
The purpose of the containment stage is to isolate impacted systems for forensic examination. Using several methods depending on severity, damage, and legal issues, this helps in gaining possession of the situation and limiting the amount of the harm [35].
Elimination
Elimination means removing and managing every aspect and symptom of the incident. Another step is done to make sure the problem doesn't happen again [35].
Recovery
Recovery refers to the actions needed to return systems and data to working order so that a company can resume [35].
Review
The systems that got impacted by the incident are reviewed. The attack's technique is explained and a strategy to stop it from happening again is created [35].
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2.3.1 -Motherboard power supply manual[image: A diagram of a computer
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= Stylish Mid-Tower Gaming PC Case - The GiT Galaxy finished in all
black and with the added carbon fiber effect on the front panel
adds a modern and high-tech look to your environment. Another
key feature of this impressive front panel s the striking angular
RGB Rainbow LED strip makes this stylish chassis both
comfortable in a state-of-the-art office and gaming room.

- RGB Rainbow LED Rear Fan Included - One rear RGB Rainbow fan
with a nine-fin blade fan design and equipped with 8 LEDs adds a
stunning finish. The rear fan generating 24.6dBA for 3 quieter
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Buy Now
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Processor

Storage

System firmware

TPM

Graphics card

Display

1 gigahertz (GHz) or faster with 2 or more cores on a compatible 64-bit processor or System on a Chip (SoC).

4 gigabytes (GB)

UEFI, Secure Boot capable. Check here for information on how your PC might be able to meet this requirement.

Trusted Platform Module (TPM) version 2.0. Check here for instructions on how your PC might be enabled to meet this requirement.

Compatible with DirectX 12 or later with WDDM 2.0 driver.

High definition (720p) display that is greater than 9" diagonally, 8 bits per colour channel.
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Hardware and Hypervisors

SOLIDWORKS 2024

Hardware
Processor x86_64 (Intel 64 or AMD64)
RAM . X 16 GB or more .
PDM Contributor/Viewer or Electrical Schematic: 8 GB or more
Graphics / GPU Certified cards and drivers

Drives SSD drives recommended for optimal performance
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Cyber security report

Below are the main Cyber risks that the manufacturer has and needs addressing as soon
as possible.|

* The company’s network is vulnerable due to outdated firewall configurations,
which could allow unauthorized access to sensitive data.

* Some devices used in the production facility have outdated firmware and default
passwords, making them susceptible to cyber-attacks.

* The company sources components from international suppliers, some of which
lack robust cybersecurity practices, increasing the risk of introducing vulnerabilities
into the manufacturing process.

* Limited cybersecurity training among employees has resulted in occasional
instances of phishing and social engineering attacks
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28 Internal Connectors

10 13 1417 16
1) ATX 12V_2X2IATX 12V 2X4 10) F_AUDIO

2 A M) Fusc

3)  CPUFAN 1) FuUR

4)  SYSFAN12I3 13)  F_USB1F_USB2
5) D LEDYD LED2 14)  SPLTPM

6) LED CIILED C2 15)  THB_ C1/THB_C2
) SATA3 45067 16)  CLR CMOS

8)  M2A_CPUMZP_SB 17)  RST

9) FPANEL 18)  BAT

Read the following guidelines before connecting external devices:

First make sure your devices are compliant with the connectors you wish to connect.

Before nstalling the devices, be sure to tum offthe devices and your computer. Unplug the power

cord from the power outlet to prevent damage to the devices.

« Aftr instaling the device and before turing on the computer, make sure the device cable has
been securely attached to the connector on the motherboard.

A

T2-
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1/2) ATX_12V_2X2/ATX_12V_2X4/ATX (2x4 12V Power Connector and 2x12 Main Power
Connector)
With the use of the power connector, the power supply can supply enough stable power toall the components
on the motherboard. Before connecting the power connector,frst make sure the power supply is turmed
offand all devices are properly installed. The power connector possesses a foolproof design. Connect the
power supply cable to the power connector in the correct orentation
‘The 12V power connector mainly supplies power to the CPU. fthe 12V power connecor is not connected,
the computer will not start

To meet expansion requirements, it s recommended that a power supply that can withstand high
power consumption be used (S00W or greater). Ifa power supply i used that does not provide the
required power, the result can lead to an unstable or unbootable systemn
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