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[bookmark: _Toc237451155]1. Introduction & Scope
This report documents the security-consultant engagement carried out against SOAC Inc.'s SWANSEA.ACCA Active Directory domain, spanning two sites — Swansea and London — connected by a persistent site-to-site VPN. It covers the initial network verification carried out at the start of the assessment (Task 1) and the subsequent vulnerability assessment findings identified using Nessus Essentials against the in-scope hosts.
In scope for this assessment:
1. S-DC (192.168.1.1) — Domain Controller, DNS Server, DHCP Server, running Windows Server 2022.
1. ClientS1 (192.168.1.10) — domain-member workstation running Windows 10.
1. L-CD (192.168.2.1) — domain member and DHCP relay server, running Debian 12/13 (CLI).
1. ClientL1 (192.168.2.10) — domain-member workstation (GUI), running Debian.




















[bookmark: _Toc237451156]2. Methodology
The assessment followed a vulnerability-assessment methodology aligned to the NIST Cybersecurity Framework's Identify and Protect functions [1], moving from network verification, through reconnaissance and automated scanning, to a documented set of findings with proposed remediations. Nmap was used for service and port enumeration, and Nessus Essentials was used to perform authenticated vulnerability scanning against the Windows and Debian hosts in scope. Findings were then triaged and categorised as High, Medium or Low severity using each finding's CVSS base score.





















[bookmark: _Toc237451157]3. Task 1 — Initial Network Verification
Before any assessment activity began, the IP configuration of each server was confirmed against the network topology provided in the brief, and reachability between all hosts was verified by ping. This section records that baseline.
[bookmark: _Toc237451158]3.1  S-DC (Windows Server 2022)
S-DC's IP configuration was confirmed via ipconfig /all, and connectivity to ClientS1, L-CD and ClientL1 was confirmed via ping: all three succeeded with 0% packet loss.
[image: ]
Figure 1. S-DC — ping to ClientS1, L-CD and ClientL1, all successful.
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Figure 2. S-DC — ipconfig /all confirming 192.168.1.1/24 on the SWANSEA.ACCA domain.
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Figure 3. S-DC — external adapter confirming the site-to-site VPN link at 20.0.0.1/30.
[bookmark: _Toc237451159]3.2  L-CD (Debian 12)
L-CD's IP configuration was confirmed via ip a, and connectivity to ClientS1, S-DC and ClientL1 was confirmed via ping: all three succeeded with 0% packet loss.
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Figure 4. L-CD — ping to ClientS1, S-DC and ClientL1, all successful.
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Figure 5. L-CD — ip a confirming 192.168.2.1/24 and the VPN link at 20.0.0.2/30.


[bookmark: _Toc237451160]4. Vulnerability Assessment Findings
Six vulnerabilities were selected from the Nessus Essentials scan results for detailed reporting, following the assessment brief's requirement for a minimum of two High-, two Medium- and two Low-severity findings. Scan-level metadata is set out in Section 4.1; full scan screenshots are submitted separately alongside this document.
	Severity
	Finding
	Host
	CVSS

	HIGH
	BIND9 DNS vulnerabilities (DSA-6033)
	L-CD (192.168.2.1)
	v3.0: 8.6

	HIGH
	libssh2 memory / RCE flaws (DSA-6365)
	L-CD (192.168.2.1)
	v3.0: 8.3 / v4.0: 9.2

	MEDIUM
	SWEET32 — medium-strength cipher suites
	S-DC (192.168.1.1)
	v3.0: 7.5

	MEDIUM
	Untrusted (self-signed) SSL certificate
	S-DC (192.168.1.1)
	v3.0: 6.5

	LOW
	DHCP server information disclosure
	S-DC (192.168.1.1)
	v2.0: 3.3

	LOW
	ICMP timestamp disclosure
	S-DC (192.168.1.1)
	v2.0: 2.1



[bookmark: _Toc237451161]4.1 Scan Overview
Four separate credentialed scans were run in Nessus Essentials, one per in-scope host, using the Basic Network Scan policy. Scan metadata for each is summarised below.
	Scan / Host
	Target
	Authentication
	Vulnerabilities
	Duration

	S_Server_W_Credentials
	S-DC (192.168.1.1)
	Failed
	45
	10 Aug, 53 min

	S_Client_W_Credentials
	ClientS1 (192.168.1.10)
	Failed
	16
	10 Aug, 5 min

	L_Server_W_Credentials
	L-CD (192.168.2.1)
	Passed
	42
	11 Aug, 8 min

	L_Client_W_Credentials
	ClientL1 (192.168.2.10)
	Failed
	21
	11 Aug, 9 min
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Figure 6. S-DC1(Server) — Scan Overview
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Figure 7. S1(Client) — Scan Overview
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Figure 8. L-CD(Server) — Scan Overview
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Figure 9. L1(Client) — Scan Overview

Limitation: authentication succeeded on L-CD only. The other three scans (S-DC, ClientS1, ClientL1) did not authenticate well, despite the credentials used being correct; the same result was reproduced independently by other students against the same VM image, indicating a host- or network-level cause (for example, Windows Firewall blocking the WMI/RPC ports local checks depend on, or the Remote Registry service being disabled) rather than an error in the credentials supplied. Each affected scan logs the specific cause under Plugin #21745 ("Authentication Failure - Local Checks Not Run"). Without authentication, those three scans were limited to externally visible checks; local security checks, which enumerate installed package/patch versions, could not run. This is a likely explanation for why both High-severity findings in this report were identified on L-CD specifically; the true vulnerability count on the other three hosts, particularly S-DC, is likely understated, and resolving the authentication issue and re-scanning is recommended in class during my presentation.
[bookmark: _Toc237451162]4.2 High Severity
4.2.1 BIND9 DNS Vulnerabilities — Debian dsa-6033
Affected host: L-CD (192.168.2.1)
CVSS v3.0 base score: 8.6
References: CVE-2025-8677, CVE-2025-40778, CVE-2025-40780 [2][4]
L-CD's installed BIND9 package is affected by multiple vulnerabilities referenced in Debian Security Advisory DSA-6033-1, which may result in DNS cache poisoning or denial of service. The issues are fixed upstream in version 1:9.20.15-1~deb13u1.
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Figure 10. Nessus — Debian dsa-6033: bind9 security update (High).
Remediation: 
Upgrade bind9 on L-CD to 1:9.20.15-1~deb13u1 or later via the Debian security repository.
4.2.2 libssh2 Memory Disclosure / RCE Flaws — Debian dsa-6365
Affected host: L-CD (192.168.2.1)
CVSS: v3.0: 8.3   |   v4.0: 9.2
References: CVE-2025-15661 and related libssh2 CVEs [3][4]
Multiple vulnerabilities were discovered in libssh2, the client-side C library implementing the SSH2 protocol, which could result in memory disclosure, denial of service, or potentially the execution of arbitrary code. The issues are fixed upstream in version 1.11.1-1+deb13u1.
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Figure 11. Nessus — Debian dsa-6365: libssh2-1-dev security update (High).
Remediation: 
Upgrade libssh2 on L-CD to 1.11.1-1+deb13u1 or later via the Debian security repository.
[bookmark: _Toc237451163]4.3 Medium Severity
4.3.1 SWEET32 — Medium-Strength Cipher Suites Supported
Affected host: S-DC (192.168.1.1)
CVSS v3.0 base score: 7.5
Reference: Tenable Nessus Plugin #42873 [5]
S-DC supports SSL/TLS cipher suites that offer medium-strength encryption; those using key lengths of at least 64 bits but fewer than 112 bits, or that use the 3DES cipher, such as DES-CBC3-SHA. These ciphers are vulnerable to the SWEET32 birthday attack and are considerably easier to break if the attacker is on the same physical network.
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Figure 12. Nessus — SSL Medium Strength Cipher Suites Supported (SWEET32).
Remediation: 
Reconfigure the affected application to disable medium-strength and 3DES cipher suites, enforcing TLS 1.2 or higher with strong AES-GCM ciphers only.
4.3.2 SSL Certificate Cannot Be Trusted
Affected host: S-DC (192.168.1.1)
CVSS v3.0 base score: 6.5
Reference: Tenable Nessus Plugin #51192 [6]
S-DC's X.509 certificate cannot be trusted because it is a self-signed certificate at the top of the chain, not descended from a known public or internal certificate authority. This makes it harder for clients to verify the authenticity and identity of the server and increases the risk of man-in-the-middle attacks.
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Figure 13. Nessus — SSL Certificate Cannot Be Trusted (Medium).
Remediation: 
Purchase or generate a certificate for S-DC signed by a trusted internal or public certificate authority, and deploy it in place of the self-signed certificate.
[bookmark: _Toc237451164]4.4 Low Severity
4.4.1 DHCP Server Detection / Information Disclosure
Affected host: S-DC (192.168.1.1)
CVSS v2.0 base score: 3.3
Reference: Tenable Nessus Plugin #10663 [7]
S-DC's DHCP service responds with information about the network layout  including the master DHCP server address, the subnet mask, and the address that would be assigned to the requesting client  to any host on the segment. While not itself exploitable, this information could help a local attacker become familiar with the network.
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Figure 14. Nessus — DHCP Server Detection (Low).
Remediation: 
Apply DHCP option filtering and remove any options that are not in active use, limiting the network information disclosed to clients.
4.4.2  ICMP Timestamp Request Remote Date Disclosure
Affected host: S-DC (192.168.1.1)
CVSS v2.0 base score: 2.1
Reference: Tenable Nessus Plugin #10114 [8]
S-DC responds to ICMP timestamp requests, disclosing the system clock to any host that queries it. This could assist an unauthenticated remote attacker in defeating time-based authentication protocols.
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Figure 15. Nessus — ICMP Timestamp Request Remote Date Disclosure (Low).
Remediation: 
Filter outgoing ICMP timestamp requests (type 13) and replies (type 14) at the host firewall.














[bookmark: _Toc237451165]5. Conclusion
The initial network verification confirmed that both sites were correctly configured and fully reachable across the site-to-site VPN before assessment activity began. The subsequent vulnerability assessment identified a mix of High-, Medium- and Low-severity issues concentrated on two hosts: L-CD, where outdated BIND9 and libssh2 packages carry the most serious risk, and S-DC, where certificate trust, cipher strength and minor information-disclosure issues were identified. As noted in Section 4.1, only the L-CD scan authenticated successfully, despite correct credentials being used consistently across scans; the S-DC, ClientS1 and ClientL1 results should be treated as a lower bound until the underlying authentication issue (see Plugin #21745 output on each affected scan) is resolved and those hosts re-scanned. Proposed remediations for all six findings are set out in Section 4 and mapped to the security measures demonstrated separately in the accompanying presentation.
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CVSS v3.0 Base Score: 8.3

CVS53.0 Vector: CVSS3 0/AVN/AC-LPRN/ULR/
SUICHHIAL

CVS53.0 Temporal Vector: CVSS:3.0/E:P/RL:O/
RC:C

CVS5v3.0 Temporal Score: 7.5

CVS5v2.0 Base Score: 9.7

V5520 Temporal Score: 7.6
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S_Server_ W_Credentials / Plugin #42873

«Back to ulnerabily Group.

Vulnerabilities 45

I 5L Medium Strength Cipher Suites Supported (SWEET32)

Description.

The e host supportstheuse of SSL ciphers thatofe e srengeh encryption, Nessus regards mediu srengih s any encyption that
s ey lengihs st et 64 s and s than 12 s, or s thtuses the 3DES encrypion sue.

Note that i considerably easer to circumvent medium strengsh encryption i the attacker i on the same physical network.

Solution
Reconfigure the affected spplicaton f possble to avoid use of medhum strength ciohers.

See Also
/Ao s orUPISSSSIS
Pepsisweet32info
output
Nedium Strength Ciphers (> 64-bit and < 112-bit key, or Joms)
name coe e Asth Emerypeion e
oms.cach s 0x00, bx0a s xa oesceeden sl
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Plugin Details s
Severity: Medum

0 a7

Version: 12

Type: remote

Family: General
Publshed:  November 23,2009
Modified:  February 12,2025
Risk information

Risk Factor: Medum

Vs Va0 Base score: 75

VS5 V3.0 Vector: CVSS3 DAVNIACLPRNULN/
SUCHENAN

V55120 Base Score: 50

VS5 V20 Vector: CVSS2OAVNACUACNICPIN!
AN

Vulnerabilty information
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I SsL Certificate Cannot Be Trusted

Description
The server's X.509 certificate cannot be trusted. This situation can occur in three different ways, in which the chain of trust can be broken, as stated
below :

First the top of the certificate chain sent by the server might not be descended from a known public certificate authority. This can occur either
when the top of the chain is an unrecognized, self-signed certificate, o when intermediate certificates are missing that would connect the top of the

certificate chain to a known public certificate authority.

- Second, the certificate chain may contain a certificate that is not valid at the time of the scan. This can occur either when the scan occurs before
one of the certificate’s notBefore’ dates, or after one of the certificate’s ‘notAfter” dates.

- Third, the certificate chain may contain a signature that either didin't match the certificate’s information or could not be verified. Bad signatures can
be fixed by getting the certificate with the bad signature to be re-signed by its issuer. Signatures that could not be verified are the resuit of the
certificate’s issuer using a signing algorithm that Nessus either does not support or does not recognize.

If the remote host is a public host in production, any break in the chain makes it more difficult for users to verify the authenticity and identity of the
web server. This could make it easier to carry out man-in-the-middle attacks against the remote host.

solution
Purchase or generate a proper SSL certificate for this service.

see Also
hitps://wwwitu.int/rec/T-REC-X 500/en
hitps://en wikipedia.org/viki’X 509
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Plugin Details ’
Severity: Medium

0: 51192

Version: 120

Type: remote

Family: General

Published:  December 15, 2010
Modified: June 16,2025

Risk Information

Risk Factor: Medium

CVSS v3.0 Base Score: 6.5

CVSS v3.0 Vector: CVSS3 0/AV:N/ACLPRN/UEN/
SUICLUAN
VS5 v2.0 Base Score: 6.4

CVSS v2.0 Vector: CVSS28AVN/ACUAUNICP/LPY
AN
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S_Server_W_Credentials / Plugin #10663

« Back to Vulnerabilities
Vulnerabilities 45

=TI DHCP Server Detection

Description
This script contacts the remote DHCP server (f any) and attempts to retrieve information about the network layout.

Some DHCP servers provide sensitive information such as the NIS domain name, or network layout information such as the list of the network web
servers, and so on.

t does not demonstrate any vulnerability, but a local attacker may use DHCP to become intimately famiar with the associated network.

solution
Apply filtering to keep this information off the network and remove any options that are not in use.

output

MNessus gathered the following information from the remote DHCP server :

Master DHCP server of this network : 192.168.1.1
17 address the DHCP server would attribute us : 192.168.1.52

Netmask : 255.255.255.
DHCP server(s) identifier : 192.168.1.1

To see debug logs, please visit individual host

@ KaliDocs N Kali Forums X Kali NetHunter « Exploit-DB % Google Hacking DB
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<> Plugin Details ’
Severity: Low
0: 10663
Version: 124
Type: remote
Family: Service detection
Published:  May5, 2001
Modified: March 6, 2019
Risk Information
Risk Factor: Low

V5520 Base Score: 33
VS5 v2.0 Vector: CVSS2EAVAACLUAUN/CP/ENS
AN
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S_Server_W_Credentials / Plugin #10114
« Back to Vulnerabilities

Vulnerabilities 45

I |CMP Timestamp Request Remote Date Disclosure

Description

The remote host answers to an ICMP timestamp request. This allows an attacker to know the date that is set on the targeted machine, which may
assist an unauthenticated, remote attacker in defeating time-based authentication protocols.

Timestamps returned from machines running Windows Vista / 7 / 2008 / 2008 R2 are deliberately incorrect, but usually within 1000 seconds of the
actual system time.

solution
Fiter out the ICMP timestamp requests (13). and the outgoing ICMP timestamp replies (14).

This host returns non-standard timestamps (high bit is set)

The ICHP timestamps might be in little endian format (mot in metwork format)
The difference between the local and remote clocks is 5013 seconds.

To see debug logs, please visit individual host
Port a Hosts.

orkmp 192.168.1.1

» KaliDocs N Kali Forums e\ Kali NetHunter « Exploit-DB % Google Hacking DB
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< > plugin Details ’
Severity: Low
D: 10114
Version: 156
Type: remote
Family: General
Published:  August1, 1999
Modified: October 7, 2024
Risk Information
Risk Factor: Low

(VS5 v2.0 Base Score: 2.1

CVS5 v2.0 Vector: CVSS28AV-L/AC:UAUN/C:PIEN/
AN

Vulnerability Information

Vulnerability Pub Date: August 1, 1997
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C:\Users\Administrator>ping 192.168.1.10

Pinging 192.168.1.10 with 32 bytes of data:
ReplyWFron 192.168.1.10: bytes-32 time-lms TTL-128
Reply from 192.168.1.10: bytes-32 time-lms TTL-128
Reply from 192.168.1.10: bytes-32 timecims TTL-128
Ping statistics for 192.168.1.10
Packets: Sent = 3, Received - 3, Lost = @ (6% loss),
Approxinate round trip times in milli-seconds

Mininun - Gus, Maxinum - lms, Average = Oms
Control-C
~c
C:\Users\Administrator>ping 192.168.2.1

Pinging 192.168.2.1 with 32 bytes of data:
Reply from 192.168.2.1: bytes-32 time-ins TTL-64
Reply from 192.168.2.1: bytes-32 time-1ns TTL-64
Reply from 192.168.2.1: bytes-32 time-1ns TTL-64

Ping statistics for 192.168.2.1:
Packets: Sent = 3, Received = 3, Lost = @ (6% loss),
Approximate round trip times in milli-seconds:
Mininum - 1ns, Maxinum - ims, Average = lms
Control-C
B
C:\Users\Administrator>ping 192.168.2.10

Pinging 192.168.2.10 with 32 bytes of data
Reply from 192.168.2.10: bytes-32 time=lms TTL=63
Reply from 192.168.2.10: bytes=32 time=lms TTL=63
Reply from 192.168.2.10: bytes=32 time=lms TTL=63

Ping statistics for 192.168.2.10:
Packets: Sent = 3, Received - 3, Lost = @ (0% loss),
Approxinate round trip times in milli-seconds:
Mininum - 1ns, Maxinum - ims, Average = lms
Control-C
B
C:\Users\Administrator>ipconfig /all
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