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[bookmark: _Toc228104773]Introduction

Cybersecurity has become a major problem for organisations, especially when it comes to
sectors such as healthcare, which handle data-intensive information regarding patients which
is highly confidential and must be protected. Due to advancements in tech, there are countless
possibilities for cyberattacks to happen. The increase in the adoption of cloud computing and
hybrid workspaces has also escalated threat. This is because employees now frequently access
corporate systems using their personal devices, which makes companies more vulnerable to
data breaches, unauthorised access, and malware attacks.
Health Plus Analytics (HPA) is a UK-based healthcare technology company which stores highly-sensitive patient data for hospitals and clinics. Recently, the company faced ransomware
attacks on analytics servers and noted unauthorised access to cloud-based patient records. This
makes it evident that the company’s existing security framework has weaknesses which need
to be dealt with immediately because these breaches pose serious threats to confidentiality,
integrity, and availability (CIA triad). It also exposes the organisation to possible violations of
UK GDPR and NHS Digital Security Standards.
This report aims to propose an all-encompassing cybersecurity and governance framework for
HPA. It identifies key internal and external threats. It also develops security policies, aligned
with industry standards such as NIST, ISO 27001, and NCSC guidelines, and links them to
possible mitigation measures which can help resolve the issue at hand. Moreover, in order to
strengthen organisational resilience, the report provides an outline of monitoring mechanisms and a staff training programme. The main goal of the report is to ensure that HPA can improve
its security mechanisms, leading to better protection of sensitive data-while maintaining
compliance.


1. [bookmark: _Toc228104774]Identification of Threats
1.1. [bookmark: _Toc228104775]Internal Threats

Internal threats refer to threats which are caused by individuals within the organisation and
they may be intentional or accidental. Nonetheless, they are threats which need to be mitigated.
At HPA, if employees deliberately access or misuse sensitive patient data, it might pose serious
risks to the company and its stakeholders. The major causes of such misuse are weak password
practices and the lack of strong authentication systems. Furthermore, BYOD policies (Bring
Your Own Device) further increase the chances of such misuse because personal devices might
not meet the security standards set for the organisation.
Another important factor to consider here is human error. Phishing attacks are very common
these days. If employees fall victim to these attacks, it might lead to external entities gaining
unauthorised access to sensitive data. Furthermore, mishandling sensitive data due to lack of
awareness or employee distraction might cause major issues. The chances of such risks are
very high considering the HPA staff deals with cloud-based systems and patients records
regularly. Such handling of data can adversely affect the integrity of HPA and compromise
confidentiality. The NCSC “10 Steps to Cyber Security” specifically highlights excessive user
privileges as a common vulnerability, emphasising that limiting administrative access
significantly reduces insider risk [1].












1.2. [bookmark: _Toc228104776]External Threats



External threats refer to threats which originate from outside the company. These might be
caused by malicious agents specifically targeting organisations and their systems. HPA has
been a victim of a ransomware attack recently, which proves how it is vulnerable to such attacks. Ransomware attacks are a major disruption to system availability because they encrypt
data and demand payments, which might slow down operations dependent on that data.
Another alarming threat to HPA’s security is unauthorised access to cloud-based patient data.
This indicates weaknesses in authentication mechanisms or misconfigured cloud security
controls. If attackers test their luck and try to attack a vulnerable cloud-based system, they
might gain access to confidential data stored in the cloud system. In addition to this, phishing
and social engineering attacks are also frequently used methods of getting login credentials or
corrupting systems with malware. Third-party service providers and software supply chain
flaws can make HPA more vulnerable to indirect cyber risks.
The IBM Cost of a Data Breach Report states that the global average cost of a data breach
reached approximately $4.45 million, highlighting the severe financial and reputational impact
of such incidents [2]. These threats clearly highlight the need for strong security controls,
including strong authentication, network protection, and continuous monitoring, which not
only prevent internal threats but combat any possibility of external threats from harming the
HPA’s integrity.










1.3. [bookmark: _Toc228104777]Risk Analysis Using Frameworks


The CIA triad can be used to dissect the risks faced by HPA. The three letters in "CIA triad"
stand for Confidentiality, Integrity, and Availability. The CIA triad is a common model that
forms the basis for the development of security systems. They are used for finding
vulnerabilities and methods for creating solutions. At HPA, confidentiality is affected by the
unauthorised access to patient data, integrity is compromised by possible data manipulation,
and availability is hindered by ransomware attacks.
The NIST Cybersecurity Framework emphasises a structured approach to identifying,
protecting, detecting, responding, and recovering from cyber risks [3].Similarly, the NCSC
Cyber Assessment Framework highlights the importance of managing risks across
organisational systems [4] ISO 27001 further provides a standardised method of information
security management [5].These frameworks together suggest that HPA should opt for a layered
security approach to manage risks in an effective manner.
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Figure 1. The CIA Triad (Confidentiality, Integrity, Availability).



2. [bookmark: _Toc228104778]Security Policies Framework
2.1. [bookmark: _Toc228104779]Access Control and Authentication Policy 

HPA must implement Role-Based Access Control (RBAC) in order to restrict employee access
to data which is not relevant to that employee’s role. Each employee can only access data on a
need-to-know basis, hence systematically reducing the chances of data misuse. Multi-Factor
Authentication (MFA) should be strictly applied across all systems, especially cloud-based
systems. This will strengthen authentication processes and lower the odds of unauthorised
access incidents occurring.




2.2. [bookmark: _Toc228104780]Data Protecion Policy 

Sensitive patient data must be encrypted at all times i.e. at rest and in transit. This ensures
compliance with UK GDPR and NHS standards. Data classification policies must be
implemented to prioritise protection levels. These measures add an extra layer of protection to
the data. For instance, even if some user gains unauthorised access to the data, the encryption
and data classification measures will still keep the data confidential.



2.3. [bookmark: _Toc228104781]Network Security Policy

HPA must install firewalls, intrusion detection systems (IDS), and secure VPN access to protect network infrastructure. Firewalls must be configured at the network perimeter as well as internally to detect malicious activity based on set security rules. HPA should also implement network segmentation by dividing the network into zones (e.g., admin systems, cloud systems, patient systems, etc). This will restrict the attacker from hopping across systems and gaining access to all systems.





2.4. [bookmark: _Toc228104782]Endpoint and Device Security Policy 

All devices used for the company’s functions must be compliant with the security standards.
Each device should have up-to-date antivirus/anti-malware software, host-based firewalls, and
automatic patch updates enabled. EDR (Endpoint Detection and Response) tools should be
used for a regular monitoring of device behaviour and detection of threats in real time. For
BYOD, the policies should require personal devices to be subjected to Mobile Device
Management (MDM) solutions to enforce security controls such as device encryption, remote
wipe capability, and restricted access to corporate data.

















3. [bookmark: _Toc228104783]Mitigation Measures 
3.1. [bookmark: _Toc228104784]Ransomware Mitigation

To prevent ransomware risks, HPA should implement advanced endpoint protection systems
which can detect and prevent malware. Backups should be maintained regularly in isolated
systems so data can be recovered without having to pay ransom demands. As mentioned earlier,
network segmentation can further prevent the spread of malware across systems. According to
the NCSC, implementing network security controls and malware protection are key steps in
preventing ransomware propagation across systems[1].
3.2. [bookmark: _Toc228104785]Cloud Security and Access Control

The unauthorised access incident faced by HPA clearly proves the need for stronger
authentication. In order to ensure that only authorised personnel can access sensitive data, HPA
must implement Multi-Factor Authentication (MFA) and Role-Based Access Control (RBAC).
Cloud environments should be secured using identity and access management (IAM) policies.
Data must be encrypted both at rest and in-transit. These measures enhance confidentiality and
align with NCSC recommendations.



3.3. [bookmark: _Toc228104786]Phishing and Social Engineering

Phishing attacks are mostly carried out using emails. Hence, email filtering systems need to be
implemented to ensure that the system automatically detects and discards emails which are
potentially malicious. Furthermore, employees need to be made more aware regarding the
nature of phishing attacks and how to identify possible phishing attempts so they can resist
accordingly. Training employees to identify such attempts significantly reduces the odds of
credential theft.
The aforementioned measures are cost-effective and can be implemented in phases, which
offers flexibility so the HPA can phase them out according to available resources.









4. [bookmark: _Toc228104787]Monitoring and Incident Response
4.1. [bookmark: _Toc228104788]Monitoring Strategy 

In real time monitoring is very crucial for keeping track of occurrences which are a threat to
security. HPA should have a Security Operations Centre (SOC) for this exact purpose. The
SOC should operate using a Security Information and Event Management (SIEM) system,
which analyses data in real time using correlation rules and behavioural analytics to detect
anything that deviates from normal e.g. unusual login attempts or unauthorised data access.
Endpoint Detection and Response (EDR) tools provide visibility into endpoint activities. These technologies align with NIST recommendations for continuous monitoring[3].
4.2. [bookmark: _Toc228104789]Incident Response Plan

Responding to incidents in an effective manner is very important if a company wants to
mitigate the problem. HPA should observe a structured incident response process which
includes the following steps: detection, containment, eradication, recovery, and review. In the
case of ransomware incidents, the systems which have been affected must be isolated
immediately so the malware does not spread to other systems. This should be followed by
malware removal and restoration from backup. An analysis after the incident has occurred can
provide us with insights which can be used to prevent future incidents or improve future.
[image: ]

Figure 2: Shows a flowchart illustrating the incident response process, using SIEM system to
identify incidents, which has a continuous monitoring loop and structure response stages.






5. [bookmark: _Toc228104790]Training and Awareness Programme
5.1. [bookmark: _Toc228104791]Staff Training 

HPA should regularly train its staff using training programmes and workshops regarding
phishing awareness, password management, and secure data handling. Simulated phishing
exercises can help engage the staff so they can learn better and identify areas of improvement.
Training should be tier-based with higher-level training for employees with access to sensitive
systems. According to IBM cybersecurity insights, human error remains one of the leading
causes of data breaches [6], highlighting the importance of continuous staff education in
reducing organisational risk.


5.2. [bookmark: _Toc228104792]Frameworks and Compiance 

NCSC recommends the Cyber Essentials scheme, which provides baseline protection against
common cyber threats. HPA should adopt this framework because it focuses on key controls
such as secure configuration, access control, malware protection, and patch management.
Moreover, alignment with national healthcare security standards can be achieved by using the
NHS Data Security and Protection Toolkit and complying with the UK Government’s
cybersecurity strategy. The UK Government’s Cyber Security Strategy for Health and Social
Care emphasises building cyber resilience, adopting zero-trust principles, and ensuring robust
incident response capabilities to protect sensitive patient data [7].ISO 27001 provides a
structured approach through its Information Security Management System (ISMS), requiring
formal risk assessments, risk treatment plans, and implementation of controls outlined in Annex A[5].




[bookmark: _Toc228104793]   Conclusion

In conclusion, HPA is experiencing grave cybersecurity challenges due to its current handling
of sensitive patient data. This is made evident by the recent security incidents. As highlighted
in this report, the implementation of security policies, mitigation strategies, and monitoring
systems, HPA can mitigate the security risks to a great extent. By complying with tested
standards and frameworks such as NIST, ISO 27001, and NCSC, HPA can consistently combat
security risks and protect its sensitive data. One simple measure cannot fix this problem;
implementing all of these measures simultaneously is the real fix.
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6. [bookmark: _Toc228104795]Appendix – Board Presentation
The attached PowerPoint presentation summarises the key findings, risks, and
recommendations outlined in this report. It is designed for a 10-minute presentation to the board
of directors, with the aim of clearly communicating the organisation’s current cybersecurity
challenges and the importance of implementing a structured data security framework. The
presentation highlights the proposed security policies, mitigation strategies, and monitoring
approaches required to strengthen HPA’s security system, ensure regulatory compliance, and
reduce the risk of future cyber incidents.
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Slide 1: Title Slide introducing the subject
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Slide 2: Highlights the importance of cybersecurity in protecting sensitive healthcare
data and maintaining organisational trust.
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Slide 3: Outlines recent security incidents at HPA and their potential legal, financial, and reputational impacts.
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Slide 4: Identifies major internal and external cybersecurity threats affecting the organisation.
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Slide 5: Explains how confidentiality, integrity, and availability are used to assess and manage cybersecurity risks.
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Slide 6: Summarises key security policies designed to protect systems, data, and user access.
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Slide 7: Presents practical solutions to address identified cybersecurity threats and reduce risks.
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Slide 8: Illustrates how real-time monitoring tools and structured response processes detect and manage security incidents.
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Slide 9: Emphasises the importance of employee training in reducing human-related
cybersecurity risks.
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Slide 10: Provides key strategic recommendations to strengthen HPA’s overall cybersecurity posture.
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