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Task 1 – Security and Personnel

Data Breaches and the Human Factor
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Introduction
It can be said that people and IT security do not mix. Or to be more specific people and IT security sometimes do not mix. The biggest risk to IT security for any modern business or enterprise currently can be traced to their employees and workforce. Even though in some cases the actions of the employs are seemingly innocent the result can be a breach and loss of data which can then have financially significant penalties for the organisation as well as damages to the company’s reputation. 

These types of breach or often referred to as the “Human Factor”. For example, the UK’s Information Commissioners Office (ICO) reports that 88% of breaches or incidents in 2017/18 occurred due to human error and negligence [1]. Given the 2020 COVID 19 pandemic and the increase in the amount of the work force working from home this situation is likely to increase and the possibility that further human error or lack of care will result in an increase in security breaches.

In the following report I will briefly look at the increase in working remotely practices as well as the use of employee’s own devices under BYOD (Bring Your Own Devices) that has become popular in recent years and may continue to be the preferred method for employees and their employers. 
Working From Home and Bring Your Own Device (BYOD) Practices
With the advent of the Covid Pandemic more and more organisations have switched to home working. As we now leave the pandemic the work from home model has remained in place. On the 14th of August 2021, a survey found that 47% of companies have given their employees the choice to work from home with 82% saying that they will allow employees to work from home at least one day per working week [1].
Working remotely and online has increased the cyber security risk to organisations due to home networks lacking the additional network security that are employed in office environments. Protections such as blacklisted IP addresses and firewalls are non-existent in-home networks, and these pose a significant risk to the security of online working. Due to the use of online messengers such as Skype more and more employees are sharing often confidential documents via these applications further increasing the digital footprint that is at risk of been intercepted by malicious sources. Furthermore, increased usage of personal mobile devices has increased the risks to organisations and their security which businesses often have no control. Cisco security found that 52% of those surveyed found that mobile personal devices are difficult to control [2].

Bring your own Device in practice allows the employees to use their own existing IT Devices for work whilst saving their employers money as they do not have to purchase portable devices for their employees to work on. Bring Your Own Device is specifically defined as:

“BYOD is the concept of employees using their personally owned device(s) for work purposes”
[bookmark: _Hlk101464210]-https://www.ncsc.gov.uk/collection/device-security-guidance/bring-your-own-device 11th March 2022.

For an employer the concept of BYOD has several benefits including allowing end users the ability to use their own devices which are often more up to date than office IT. It also reduces the need for the company to purchase additional IT equipment saving money which enable employees to engage in home working or flexible working. It also allows the employee to use their own devices which they are familiar which can increase productivity as well as ensuring that employees are enabled to continue working if circumstances occur where they cannot get to their main place of work.

From an employer’s point of view BYOD is advantageous and covers areas where an employee may feel more comfortable to work which increases productivity [3] as well as saving the business from purchasing IT equipment as demonstrated above. However, as with any work practice it does have some detrimental and potentially hazardous risks to an employer. 

Excluding the risks to the employee’s work-life balance, hazards to the Businesses IT infrastructure are increased.  For example, an employee who uses their personal laptop will work from home 2 days out 5 per week. When this employee comes to the office, they then connect to the network using their laptop and continue working. However, their laptop contains malware, and this malware is then able to gain access to the company’s network and servers causing a data breach. This has occurred for any number of reasons including the laptop not been updated to the latest secure version of its operating system or the antivirus been out of date or expired. The result of this breach is then damaging to the company resulting in the loss or theft of data. Although the company’s network protects the server from accessing blacklisted sites the danger has come from the employee’s already infected BYOD device.  In this instance the business should have ensured that the BYOD device was kept up to date with the companies IT policies and procedures before allowing access to the network.

When a business engages in a bring your own device working a policy procedures should be in place that must be enforced by the business. Objectives for BYOD must be established to understand whether the use of BYOD is for short term or long term or for “disaster” scenarios if the place of work is not accessible [4]. The user’s need should also be considered when setting out the policy so it should be tailored for individual employees. For those who regularly handle sensitive data BYOD may not be suitable to protect the integrity of the data. Risks should also be assessed to ensure that the BYOD device features the same level of security as the organisations IT devices with adequate levels of encryption. Unfortunately, BYOD devices do not allow the organisation to have the same level of control and access as the company’s own devices [5]. 

To manage the BYOD practice to ensure that the business is GDPR and IT Cybersecurity compliant a policy will need to be put in place. The policy needs to include allowing the user to choose their device within a reasonable budget or the organisation providing the relevant device, such as a laptop, that will essentially be locked down in accordance with company policy. A device could also feature dual boot functionality [6], the ability to run two separate operating systems, where the employee has their own operating system to log into for personal usage such as Windows 11 Home and the work-related operating system is enabled only when they log into Windows 11 Professional where this version is only configured for work purposes and the user can not engage in personal activities.

BYOD is beneficial as discussed above but it does have its negatives and these must be weighed based on the type of business, employee requirements and current climate that they are facing. During the pandemic working from home has become more prominent and continues to do so even as the pandemic slowly dissipates. Going forward businesses need to assess its necessity based on business needs and the security of the data whilst considering the health and wellbeing of their employees as well as their productivity.

The Human Factor – The Danger Within

Even if the employer supplies the necessary IT equipment to its employees to work remotely other potentially dangerous breaches can occur. As stated previously the greatest risk to an organisation’s security comes from its employees and they make mistakes. In April 2013 a Senior Civil Servant was fined £2500 for leaving his laptop on a train. Furthermore, the laptop contained sensitive data from Whitehall which contained intelligence files [7]. 
As the above example illustrates, working remotely is a risk for every business even if they are utilising a robust and secure BYOD policy. IT equipment can be lost or stolen during their daily commute or due to crimes such as robbery. If the device is not securely locked or encrypted the effects can prove costly or catastrophic. Even working in a public place can risk confidential data been viewed by unwanted eyes. How many people have gone to their local coffee shop to work for a change of scenery and have their laptop screen in full view of the other customers? 

This section looks at various vulnerabilities that employees find themselves victim to or enactors of and unfortunately fail to spot.

Man in the Middle (ARP Poisoning)
One of the dangers of working remotely comes from Man in the Middle attacks that are doing using ARP spoofing or ARP poisoning. This is done when an attacker sets up their machine as a gateway that the unsuspecting victim then logs into believing that they are accessing their home network or a public network. Usually, the hacker will use a packet sniffer to analyse the network traffic for insecure communications which they then use to redirect them to a fake site that appears to be genuine [8]. 

Phishing Emails
According to Databasix phishing emails have spiked 600% since February 2021 [9]. Cyber criminals have stepped up their campaigns to ensnare unsuspecting people by sending fake emails to obtain personal information that can be used to compromise their personal security. 

In one attack a senior staff member at the Australian National University received what they thought to be a genuine email that was far from harmless. It resulted in over 700 megabytes of data been stolen that contained confidential information such as names, addresses, personal details, and bank records [10]. 


Employees should be continually reminded of the dangers of phishing emails or suspicious attachments whether they are working from home or within the office environment. To prevent the danger imposed by such emails it would be advisable that all company emails or business-related emails are dealt with by the organisation’s web server and at no time should employees use their personal emails for work usage. 

Employee Data Theft
Whilst a company will inform the employees of the dangers of false or phishing style emails as well as the need to regularly update the operating system of the equipment and router at home, employees seem to ignore this. Furthermore, due to fears of job security because of the pandemic and the fragile state of the economy employees are attempting to copy company data in “just in case” scenarios. A report by Deloitte found that 26% of survey respondents had been at least tempted to copy or take copies of important company data as a precaution [11]. This results in the increased risk of important or confidential company data been lost or been passed to less than scrupulous hands. In this case employees are perhaps unwittingly committing fraud or theft of intellectual property out of fear for their immediate future employment.
In other cases, the employees are motivated by personal financial gain. In 2017 a Bupa employ accessed and copied customer information from the main database, deleted it and then tried to sell it via the dark web. This resulted in 547,000 customers being affected, and Bupa was subsequently fined over £175,000 for this incident [12].

In these cases, the companies in question need to restrict the users access rights as well as prevent them from using USB drives to copy data to. Also, the file access should have been restricted to prevent the users from downloading the data in the first instance. Using these measures, theft of data would not be possible and an internal warning to the server manager should be utilised to advise when such a breach or attempt at theft is in progress.

Employee Access Rights
In other cases, the actions of a careless or disgruntled employee may result in a data breach that has disastrous consequences. An internal attack at Morrisons Supermarket caused the payroll information of over 100,000 employees to be leaked by an employee which cost the supermarket chain over £2 million pounds in terms of fines and compensation to the victims. In this case the employee responsible appeared to have too greater access to data and abused this access by releasing highly sensitive data. 

This illustrates that companies need to be careful regarding the access levels that it provides to individuals and should restrict their ability to view, print or download this information [13]. 

Vishing Scams (Voice Phishing)

A Vishing scam or attack is when a hacker or scammer contacts the victim directly pretending to be a company whilst attempting to obtain personal data or data about their employers. Like phishing emails these calls appear to be genuine and from the organisation that the attacker is pretending to represent and often use a withheld number or spoofed phone number to appear genuine [14].

In one example in 2020, during the height of the COVID pandemic, Twitter employees started working from home at the advice of the company to ensure the use of adequate social distancing. However, a group of Cybercriminal took advantage of this by gathering information on key employees who were working remotely. The hackers then contacted them via telephone pretending to IT administrators working for Twitter and, using their faked credentials, persuaded these victims to reveal their account credentials. The cyber criminals then used this information to access Twitters Administration account and change the password log ins for high profile users such as Barack Obama, Joe Biden, and Kanye West. They then used this information to conduct various scams [15].

Unfortunately, vishing scams prey upon the vulnerability of the victim at home who is often isolated away from their colleagues. Sadly, the employees involved failed to validate the calls they were receiving and believed them to be genuine. This can be cited as a danger to working from home as people feel psychologically affected and lonely when isolated from their colleagues. In this case the employees should have been reminded of the golden rule that no matter how genuine a caller sounds they should not, under any circumstances, share their credentials. 

Conclusion
Whilst working from home and BYOD are becoming more commonplace businesses should be aware of the risk as well as the benefits. The decision to allow your work force to work remotely should be considered a potential risk and stringent polices should be put in place to ensure that the integrity of the company is not compromised. Furthermore, businesses need to ask themselves is it necessary or even required for home working to be part of their culture? If businesses find it necessary to allow remote working, then they should always, always be aware of the Human Factor!
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[bookmark: _Hlk101536535]Section 1 - FlowTech Information Security Department Proposal

Flow Tech is a fast-growing threat intelligence and consultancy that uses online presence to sell its services. 
FlowTech Department Structure
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Information Security Department Proposed Structure
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*Information Security Department organisational chart



The above diagram shows that the proposed department will be split into four separate entities each with their own function within the company. 






Roles and Responsibilities


Chief Information Director (Database Controller)
Responsible for the management of the various information technology departments within the company [1]. For the breakdown of the Database Controller role please see appendix 1.


Application Development Manager (ADM) Data Protection Officer (Joint Supervisor)
The Application Development Manager directly reports the Chief Technology Officer and supervises the System Analysts, System Engineers, and Application Developers [2]. For the Data Protection Officer responsibilities please see appendix 1.

System Analysts
The System Analyst reports directly to the ADM and is responsible for analysing current systems and then speaking to users to understand the needs and requirement within the scope of the business [3].

System Engineers
Reports to the ADM.  Responsible for maintaining the hardware and software required for projects and provide detailed specifications for the projects as per the requirement of the company [4].
Application Developers
Reports directly to the ADM.  Responsible for building and maintain the software within the business [5].

IT Management Division – IT Manager
The IT Manager is responsible for supervising the daily operations of the department and the network and server infrastructure [6].

Enterprise Architect
Responsible for determining the system architecture of the business and the software required as per the requirements of the business. [7].

IT Business Analyst
Responsible for running analytics of both projects and processes and evaluating future business needs and processes whilst maintaining the quality of the IT services and functions of the company [8].

IT Project Manager
Responsible for planning, organising, and implementing the completion of projects within the IT department [9].

IT Security Department – IT Security Manager
Responsible for overseeing all aspects of IT security within the business by planning, assessing and implement measures that will maintain the security of the business’ IT systems. [10].

N.B. Each of these Job Descriptions are discussed in detail in Appendix 2

Cybersecurity Analyst
The main responsibility of the Cybersecurity Analyst is to protect all aspects of the companies IT infrastructure and be fully aware of any threats and create a viable and robust disaster plan [11].

Technical Support Manager
Responsible for the day to day running of the depart and supervising and managing the teams within dependant on the size of the department [12].

IT Technical Support Officer
As directed by the Technical Support Manager the IT Officers will be responsible for installing and implementing the software and hardware as per the business requirements [13].






Section 2 – FlowTech Position on Legal, Ethical Professional issues in Information Security

The board should be aware of the current Legal, Ethical and Professional issues with information security in relation to the data held, processed, and Utilised by FlowTech. In this brief report I will discuss the issues within their separate categories which will be Legal, Ethical and Professional. 

Issues in Information Security
Legal requirements for Information security mainly originate from the Data Protection Act 1998 [7] and FlowTechs policies should be fully compliant with this act and the recent introduction of GDPR [8]. FlowTech is required to use appropriate technical organizational methods to protect the data held by the company
	
The company should ensure that any data held is kept private and confidential and should not be distributed externally. The IT systems must be robustly protected from external or internal unauthorised intrusion by ensuring that adequate methods exist to protect from malicious software. All operating system must be fully validated and legally activated to prevent any questions of ethical conduct which would constitute piracy. 

The company’s network should also be highly protected and be able to recover in a “disaster Scenario”. Employees should also only be given access to relevant parts of the system based on their role and department which will be set at a server level. 

Penalties
The Information Commissioner Officer (ICO) specifies the following penalties for non-compliance:

Standard Maximum Penalty
For an infringement or failure to comply the standard maximum amount would be £8.7 million or 2% of the total annual turnover of the preceding financial year, whichever is higher [9].
Higher Maximum Penalty
£17.5 Million pounds or 2% of the total annual turnover of the preceding financial year, whichever is higher [10].
Given the severe and costly penalties the board is heavily advised to take cyber security seriously and ensure full compliance
Section 3 - FlowTech  Information Security Risk Assessment

As part of FlowTechs Cybersecurity responsibilities we must identify, analyse, and evaluate possible cyber security threats to the business and to our clients and suppliers [11]. 

· We need to understand and be able to react to different threats by firstly identifying the threats and ensuring that we are resilient. 
· Some steps that we need to take as per GDPR, and ISO 27001 are listed as follows:
· We need to identify possible vulnerabilities within our system and review possible threats that may use these vulnerabilities to exploit them.
· We need to analyse each possible risk and decide how likely it is to occur, the impact it will have as well as how we will respond.
· We need to review each possible risk and decide in which order they are to be prioritised.
· We need to decide and implement measures to respond to these risks ensuring that we remain compliant with GDPR and ISO.

ISO 27001 Process
ISO 27001 is an international standard for Information Security Risk Management and states the following under clause 6.1.2:
“
· Establish and maintain information security risk criteria;
· Ensure that repeated risk assessments produce “consistent, valid and comparable results”;
· “identify risks associated with the loss of confidentiality, integrity and availability for information within the scope of the information security management system”;
· Identify the owners of those risks; and
· Analyse and evaluate information security risks according to the criteria established earlier. “
Reference: https://www.itgovernance.co.uk/cyber-security-risk-management
“ISO 27001 Section” 21/04/2022

In the event of a breach FlowTech will be required to contact the Information Commissioners Office (ICO) to explain the circumstances of the breach and will be required to give notice of any changes to the issues that resulted in the breach. Such breaches can lead to damage to FlowTechs name as well as possible Court action and financial penalties which I am sure the board would prefer to avoid.
Section 4 - FlowTech Basic Information Security Policies

FlowTechs Information Security policies should be set out as per the following recommendations sourced from itgovernance.org.uk.
It is essential that these policies are put in place to ensure security against the largest threat faced by most organisations – their employees [12].

Policy for Remote Access/Working
Employees should be considered for remote working eligibility based on their job role. Employees who handle sensitive data on behalf of FlowTech should ensure that their home Internet network is fully secured and that their password and Admin log ins are not set to the that of the default vendor [13]. Remote workers should also use encryption on their devices to prevent loss or theft of data in the event of a breach. Furthermore, remote workers should not use public wireless due to concerns with security and the possible availability of wireless networks that have been put in place by potential hackers [14].

IT Equipment
All equipment provided by FlowTech should be secured via encryption. More specifically any USB or external hard drives provided by the business should be encrypted to prevent theft or the exposure of sensitive data. Employees are not allowed under any circumstances to use any form of personal USB removable media inclusive of USB drives, Hard Drives and USB Bluetooth devices. FlowTechs User Account Control policies will ensure that his is blocked at an account level within Windows Server [15].

Acceptable Use
FlowTech will have an acceptable use policy in place for the use of IT equipment and the companies’ network. The policy will include a list of whitelisted acceptable websites as well as a blacklisted policy that will prevent the possibility of damaging or harmful malware from entering the network [16]. Employees will be allowed to access their personal emails during office hours, but they will not be allowed to simply use the internet during working hours [17]. Use of the internet in general subject to the above black and whitelisted policies will only be possible during scheduled breaks and this will fall within the remit of the department manager to monitor.





Password Management
FlowTechs password policy should ensure that employees use only strong passwords that use combinations of numbers, lower and uppercase characters, and special characters such as @# and should be more than 8 characters in length [18]. FlowTech should also consider the possibility of using two factor authentication which would be provided as an app or confirmation email to the user via a response code. This will result in a hacker not been able to access the compromised account as they will not have received the confirmation code [19]. Under no circumstances are employees are allowed to use passwords that have personal meaning to them inclusive of family member names, pets etc due to the risk of social engineering. Passwords must not be the same as any existing passwords used by the employee outside of the company due to risks from hackers using such passwords to gain access to the employee’s workplace network.





















Section 5 - FlowTech Governance and Strategic Planning for IT Security Summary

FlowTechs Information security policy is required to strictly adhere to the ISO standard 27001. All areas of the policy relating to IT Governance and security should be contained in any policy going forward.

FlowTech will be required to ensure both robust and extensive physical and Network security to prevent unauthorised access or loss of data. FlowTech must strive to ensure that all safeguards are in place to protect data held by the company in relation to supplier, customer, and Human Resource data. As such the following areas are suggested:

Remote Access (Employee Working Remotely)
Given the current climate with the COVID pandemic employees working from home has now become the normal means of working although it advisable for at least part time office working to remain. Given that employees home networks may not include the latest up to date security software or encryption methods it is paramount that an encrypted portal is made available. Furthermore, any employees working from home should be provided with company configured routers to ensure that their network security is safe. However, it should be stressed that although these measures would be robust enough to secure the employees access, they could still fall victim to a possible “man in the middle” style incursion. Employees should also be warned against using public networks such as coffee shops or bars for work purposes due to the lack of guaranteed security [20].

Passwords
All employee passwords MUST be changed on a 28-day rotating basis. The password must include capital letters, numbers and special characters and must not be related to any personal facet of the employees lives due to the dangers of social engineering. Passwords and log ins must NOT be shared due to security risks [21]. 

Acceptable Use Policies.
During office hours employees and managers will inevitably use their workstations for personal use. FlowTech’s security policy must protect its network by ensuring that certain sites are blacklisted and any attempts to access these sites must be logged and reported. As such specific sites must be prevented from been accessed that are a risk to the companies IT infrastructure. All computer equipment must be configured to prevent the download of applications and attachments from personal emails to mitigate the risk of malicious software. Additionally, employee IT equipment should not allow USB drives to be used and this can be done at server level to further prevent the risk of malicious attacks [22].

Wi Fi Internet
The use of a wireless internet will be permitted for those employees who issued are laptop for their role and the Wi Fi used will be specifically for business use and will be pre-installed on the portable devices. Employees caught abusing this access will be dealt with via disciplinary proceedings and the company reserves the right to remove this access at any point should concerns over employee conduct become paramount.

























Section 6 - FlowTech  Information Security Contingency Planning

In the event of a catastrophic failure of the system due situations such as malware penetration, natural disasters, or general IT equipment failure FlowTech be resilient and be able to continue operating [23].  The policy that follows makes some key recommendations.

Data Mirroring Strategy
The business’ servers should be based on a Data Mirroring design utilising Failover Clustering to ensure that all data is continually copied and backed up to the secondary server [24]. For this purpose, a secondary server will be required which will log and store all the data that is entered onto the primary server. In the event of a failure the secondary server will have up to the minute storage of FlowTechs data and will allow business to continue as normal until the issue with the primary server has been rectified.  This is defined as a high availability cluster design [25] and, although potentially expensive, would be the most efficient and secure contingency for the business. Diagrams for Clustering are shown as below.
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Cloud Storage
FlowTech should also consider the use of Cloud Storage technology to maintain a secondary systems failure contingency. Cloud Storage is potentially lower cost than Data Mirroring and will allow all required files and folders to be accessed via a central folder that will link directly to the cloud storage client. Using this method data is synced directly to the cloud as up to date and will allow recovery in the event of systems failure [26]. Conversely the lack of onsite support from the provider and the possibility of a larger security risk if the provider is compromised must also be considered [27].










Section 7 - FlowTech  Protection Mechanisms

FlowTech must consider viable and secure protection mechanisms within its IT infrastructure to maintain the security and integrity of its data. The following are recommendations to protect the data held by FlowTech for both internal departments and external clients and suppliers.

Networks- VLANS
Each department should have access to its own VLAN due to the sensitive nature of the information held in each department. HR, Finance, and the Web Server need to be kept separate and employees need to have their own Access Control Lists (ALC) assigned with privileges allocated on a per job type and position basis. No department should have Write capabilities between VLANs unless justifiable reasons are given, via authorisation by the department head and the system administrator. The ACL needs to use FTP and HTTP port blocking to ensure that no data is shared between departments unless it is authorised as previously mentioned.

DMZ Implementation
DMZ provides protection against attacks from external sources. The protection provides controlled access from internal servers to external sites such as the internet [28]. It is recommended that a Dual Firewall DMZ is implemented as it can be configured to monitor and control inbound and outbound traffic [29]. This can be configured to prevent unauthorised access to the internal network and filter “at risk” websites.

Wireless/Network Vulnerabilities
It is recommended that FlowTech utilise an internal network for all intercompany communications. Thew internal business network should be separated from any public network to ensure security. Upon testing an ethernet wired connection using a utility such as WireShark [30] the details of the devices IP address hardware name and source and destination were intercepted.
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In the above example my hardware is listed in the bottom part of the image as “Ethernet II,SRC:Gig-Byt”. This refers specifically to the system board make of the PC (Gigabyte) and then shows the destination of the PC’s connection to BSYKB under the “Destination” section on the next line. 
Wireshark [31] is utilised as a network packet capture tool that displays the packets in detail. It can be used to test and diagnose network issues however it can also be used in public Wi Fi networks to capture data from device connected to the network and can result in the unsuspecting user been the victim of data theft.

With the above software and similar software in mind it is recommend that FlowTech utilise a separate public or “Guest” network for visitors to use. The public network should use an encryption password that is changed daily to prevent potential malicious intrusion. The Guest network should be kept separate from the business’ main network.

Network Security Key
FlowTech’s network will use WPA2 (Wi Fi Protected Access II) which is currently the most secure and up to date network security encryption standard. WPA2 succeeded WPA as the new standard in 2006. Often combined with AES (Advanced Encryption Standard) and sometimes pair with TKIP. WPA2 Uses CCMP (Counter Cipher Mode with Block Chaining Message Authentication Code Protocol) which further increases its security. Although can still be hacked an attacker would already need to access to the network to break this security [32].

Other Mechanisms – Employee Security Guidance and Training
FlowTechs employees must be made aware of the IT Security Guidelines Policy of the companies IT Security processes so that they are aware of potential risks and threats. The policy should make the employees aware of any threats to the network that may come from browsing suspect websites or accessing potential phishing emails [33]. Employees should also be aware that they cannot bring in their own devices ranging from USB drives to Wireless Routers due to the potential security implications. Every time the Security Policy is updated the employees must sign to understand the change in policies to ensure that they understand that they are liable if they cause any potential breach or loss.
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Appendix 1

Database Controller [1]
The Database Controller will:
· Ensure proper technical and organisational measures to secure data such appropriately protected IT systems, network security and robust redundancy measures in the event of a failure.
· Follow country or international guidelines on securing the data and how it is used according to the laws of the region e.g., EU or USA.
· Ensure that all systems in place must be reviewed and kept up to date to fit in with current and future threats.
· Ensure that only the necessary data required for the organisations purpose is held regarding the data subject.
· Ensure that they have the relevant consent from the data subject to hold data above them and must remove unnecessary data if requested by the data subject.
· Respond to any subject access request and disclose information held about the subject.
· Audit regularly any data held and ensure that date is accurate and current.
· Ensure that audit records are kept, and relevant redundancy and security measures are maintained in the storage of the data.
· Ensure that data is only held for the time required as per its purpose. For example, Credit Reference Agencies are only permitted to hold data for a period of six years from the data of creation.
· Ensure that data is not transferred outside of countries governed by GDPR (third countries) without the consent of the data subject.

Data Protection Officer (Joint Supervisor(s) [2]
Data Protection Officer(s) will:
· Ensure that the organisation inclusive of the Controller and Processors are aware of their obligations under the Data Protection Act 2018 and GDPR.
· Be responsible for the processes within the organisation regarding Performance Impact Assessments and ensure that any issues are identified and remedied.
· Co-operate with the Information Commissioner when required to ensuring that organisations data processes are compliant and report on the results of any investigation.
· Monitor and oversee auditing processes to ensure compliance with the use, retention, and security of the data.
· Perform responsibilities assigned by the Controller and ensure that compliance with legislation is maintained.
· Must be answerable to the Data Commissioner in place of the Controller in the event of their absence.
· Ensure that the data held is accurate and up to date and perform regular audits to maintain compliance.


Data Processing Assistant(s) [3]
Data Processing Assistants will:
· Be answerable to the Data Protection Officer and Controller.
· Follow the strict regulations set out by the Controller in relation to the processing and use of the data held.
· Have access only to the data that is required for the purposes of the organisation.
· Act only on the instruction of the Controller.
· Ensure that all data is kept confidential and up to date as well as been relevant and accurate.
· Ensure that they are compliant with the regulations under the DPA and GDPR.
· Process data in relation to the relevant legislation such as GDPR and the Data Protection Act and maintain strict compliance.
· Must not delete, amend, and create data without specific authorisation of the controller.
· Maintain accurate and auditable records of the any instructions or data processed to ensure compliance with the Data Protection Act and GDPR.

In the absence of the Database Controller the Data Protection Officers will assume the role of Joint Database Controllers and fulfil the required functions of this role until the Controller returns.
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Appendix 2

Chief Information Director
Responsible for the management of the various information technology departments within the company and ensures that each department fulfils their roles and reaches their targets within the scope of the company.  They must be able to communicate effectively and establish partnerships with outside suppliers for both hardware and software and maintain these relationships. The director should also ensure that projects are completed on time and within their budgets and ensuring that their targets are met as well as analysing and evaluating the current IT budget and upgrading improving to increase efficiency within the company (1).

Application Development Manager (ADM)
The Application Development Manager directly reports the Chief Technology Officer and supervises the System Analysts, System Engineers and Application Developers. ADM is responsible for Analysing and developing projects according to set requirements of the business. They may oversee multiple projects and releases at once according to the needs of the company whilst supervising the people within the department. They are required to follow in country HR standards when dealing with staff disputes as well as holding regular meetings with their departments and the Chief Technology Officer to discuss the goals set and report regularly on the progress. They are required to have IT qualifications in various disciplines and have experience with Microsoft software as well as demonstrable management experience (2).

System Analysts
The System Analyst reports directly to the ADM and is responsible for analysing current systems and then speaking to users to understand the needs and requirement within the scope of the business. They will then produce specifications based on the results which will then result in new or modified systems been developed, tested then implemented as per the business’ requirements. They will have a thorough understanding of cyber security and the possible threats to the business (3).

System Engineers
Reports to the ADM.  Responsible for maintaining the hardware and software required for projects and provide detailed specifications for the projects as per the requirement of the company. They then will provide detailed solutions and demonstrate the solution to the ADM and Chief of IT Security eventually working alongside the development team and Systems Analysts in implementing the solutions for the business (4).

Application Developers
Reports directly to the ADM.  Responsible for building and maintain the software within the business working along aside the System Analysts and the Engineers whilst following specific goals and deadlines set by the ADM. Required to carry out security checks for vulnerabilities within the software and produce reports and proposal on any issues discovered and work with the System Engineers to produce software patches to close the issues found. Application Developers need to be degree educated within the Computer Science discipline (5).

IT Management Division – IT Manager
The IT Manager is responsible for supervising the daily operations of the department and the network and server infrastructure. They are required to oversee the maintenance of the businesses IT systems and replace or upgrade equipment whilst maintaining adherence to the laws and legislation of the IT department (6).

Enterprise Architect
Responsible for determining the system architecture of the business and the software required as per the requirements of the business. Enterprise Architects need to evaluate and assess the IT infrastructure of the business and expose and remedy any weaknesses found (7).

IT Business Analyst
Responsible for running analytics of both projects and processes and evaluating future business needs and processes whilst maintaining the quality of the IT services and functions of the company (8).

IT Project Manager
Responsible for planning, organising, and implementing the completion of projects within the IT department. Must ensure that their team completes projects within the set timeframes and reach their set milestones (9).

IT Security Department – IT Security Manager
Responsible for overseeing all aspects of IT security within the business by planning, assessing and implement measures that will maintain the security of the business’ IT systems. Must be aware and pro-active in cyber security issues and literatures (10).


Cybersecurity Analyst
The main responsibility of the Cybersecurity Analyst is to protect all aspects of the companies IT infrastructure and be fully aware of any threats and create a viable and robust disaster plan. Must proactively research and monitor all cyber security threats and plan contingencies. (11).

Technical Support Manager
Responsible for the day to day running of the depart and supervising and managing the teams within dependant on the size of the department. May manage more than one team each consisting of a supervisor or Team Leader for their respective specialties. Must oversee and proactively be involved in the maintenance of the business’s IT systems and software and will assist with the sourcing and purchasing of IT equipment and software as per the needs of the business (12).

IT Technical Support Officer
As directed by the Technical Support Manager the IT Officers will be responsible for installing and implementing the software and hardware as per the business requirements as well as dealing and rectifying IT queries within the business. May be split into different categories for both business side and client size IT assistance and diagnostics (13).
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