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Abstract

This report compares and contrasts the key principles of REST, SOAP and GraphQL web
services, along with discussing the benefits and drawbacks of each. In recent years, the interest
and importance of web services has increased rapidly, and therefore, understanding the uses,
benefits and drawbacks of each of these services is critical in deciding which is most suitable
for a given use and system architecture.



Table of Contents

1. INErOAUCHION couueeeinneecnnieiienecineensnneessnneessseecsssnecsssnecssssesssseessssesssssesssssasssssessssasssssansssses
2. SErVICE TYPES cecocuerricisrunricnsssnnnicssssnsresssssssessssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssss
2.1, REST et b et h etttk ettt b ettt b et et ene
2.2. GIaPRQL... .ottt ettt ettt et e bt e b e et e e s b e eteesbeess e b e esa e beereesaeeraesreesseereenseereenseareans
230 USOAP .t bbbtttk ettt b et b et
3. COMPALISON auueeriirirnrricsssnencssssssressssssssesssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssss
3.1. TTANSPOIT LLAYET ...ttt ettt et e bt et sbe et e s beeaesbeenaenbeens
3.2. PETTOTIIIANCE .......etieiie ettt ettt ettt sttt st st e et et e e st et e st ebeeseebeebeebesbesaens
3.3. DA TYPES. ettt ettt ettt ettt et s h et b et s bt et e e bt e bt et e bt e st eh e e n bt e bt et e bt e bt e aeenbe et e nbeenbenbeent
3.4. CACRINE. ¢ttt ettt et s e bt e bt bt e bt e bt sb e et et e ab et et et ententeneeneebeebeebesaen
3.5. QUBTY NI ..ttt ettt ettt ekttt st et e et et et et et e st eb e e st ebe e bt e bt sb e et e beeb et ensententeneeneeneeneebeabenaen
3.6. IMPIEMENTALION. ... .c.viiiiieiiiieiietiei ettt ettt et eb e st et eetb e beesb e beessesseessesseesseeseesseessesseessesseessenseans
3.7. SECUITLY ..ottt ettt ettt ettt ettt et a et e st eb e e bt e bt et e b e se et et e eaeabemten s et eneenbeneenteneeneeneebeebesbenaens
4. CONCIUSION cconeeerinneiisneicseeeisneeiseeesssenesssseessssesssssesssasssssssessssssssssssssssasssssessssssssssasssssases

B, RETEICIICES uueerreneererreneererreneererreseescrsessessssessessssesssssssasssssssasssssssssssssssasssssssssssssssasssssssanssse



1. Introduction

One of the difficulties with web applications is the application-integration, therefore the use of
a web service is the most common way for application-to-application communication across
an internet protocol backbone [1]. A web service is an intermediate software that allows
interaction between the applications, that may be written in different languages and using
varying technology and application architecture, enabling heterogeneous environments [2].

The purpose of this report is to compare the key principles of REST, SOAP and GraphQL web
services, and discuss their key benefits and drawbacks based on aspects such as performance
and querying.

2. Service Types

2.1. REST

REST is an acronym for Representational State Transfer, first introduced by Roy T. Fielding
in his Ph.D. dissertation Architectural Styles and the Design of Network-Based Software
Architectures [3]. It is a software architectural style that defines a set of constraints to be used
for creating web services, with services that conform to this style called RESTful web services
[4]. The REST architecture is modelled around the client/server architecture style, with
requests and responses based on the transferring process of the resources and deals only with
data structure and transport.

Designing RESTful web services requires conforming to multiple principles, defined by the
Richardson Maturity Model, which describes 4 levels (0-3), in which level 3 designates a truly
RESTful API [5]. As stated by Franca et al, the adoption of REST as the predominant method
for building public APIs has obfuscated any other technology or approach in recent years [5].

2.2. GraphQL

In 2016, Facebook released a specification for their GraphQL framework, which is an
alternative to REST-based data access interfaces [6]. A fundamental component of the
GraphQL framework is a query language to submit data retrieval requests to GraphQL-aware
web servers. The syntax for GraphQL queries resemble the Javascript Object Notation (JSON)
[7], [8]. GraphQL queries are written in terms of a professed schema which the queried Web
server supports [6]. As described by Hartig et al, “informally, such a schema defines types of
objects by specifying a set of so-called fields for which the objects may have values; the
possible values can be restricted to a specific type of scalars or objects” [6]. Since its release,
GraphQL has gained significant momentum and has been adopted by an increasing number of
users [6].

2.3. SOAP

Simple Object Access Protocol (SOAP) is a protocol maintained by the W3C, used by web
services to construct and comprehend the messages they exchange, by using a standard, well-



understood message format [9]. SOAP represents a one-way stateless communication
paradigm between nodes or devices [10]. It is an independent protocol, due to the fact that it is
platform agnostic and responds equally on any platform or OS, owing to both XML and HTTP
protocols [11]. The SOAP specification defines an XML-based standard message format,

which contains a SOAP header, message metadata, body section [12].

3. Comparison

In order to best compare the three web services, a comparison table has been provided below.

Table 1. Table comparing REST, GraphQL and SOAP web services

Key REST GraphQL SOAP
Principle
Payload Lightweight Payload Succinct Payload [10] Verbose on both request
[13] and response [13]
Data Type XML, JSON [1] JSON [10] XML [13]
Nested No, must make Yes, designed for this No, must make multiple
Queries multiple requests [5]  purpose. [5] requests [11]
Supported?
Specify No, must return all Yes, the client specifies No, must return all
Exact values for a given the response values, values for a given query
Response query or  make therefore only required or make  multiple
multiple requests [5]  data is returned [5] requests [11]
Distributed @ No [14] No [6] Yes, designed with this
Computing in mind [14]
Supported?
Http Yes [10] No, must use a client No [1]
Caching [10]
Inbuilt
Performance | Focus on reliability, Main priority of XML slower than
however regarded as GraphQL, succinct JSON, verbose payload,
good  performance payload, fast 10x as many bits as
[15] performance [16] REST  resulting in
suboptimal performance
[13]
Platform Agnostic [13] Agnostic [6] Agnostic [13]
Transport- | HTTP only [13] Agnostic, can work with  Agnostic. Supports
Layer HTTP, WebSocket, SMTP, FTP, IBM's
TCP. HTTP  most MQSeries, or Microsoft
common [10] Message Queuing
(MSMQ) [13]
Inbuilt No, it is the client’s No, it is the client’s Built-in retry logic for
Retry Logic | responsibility [15] responsibility [15] failed communications
[15]
Security HTTPS with No inbuilt mechanism No inbuilt mechanism,
SSL/TLS [17] [10] WS-Security available
[18]




3.1. Transport Layer

REST, GraphQL and SOAP are all platform and language agnostic, SOAP and GraphQL are
also transport agnostic, allowing them to use different transport-layer protocols, while REST
can only use HTTP [13]. A key benefit of the GraphQL service would be if the use of
WebSocket or TCP is a requirement, while if SMTP, TFP or MSMQ is required, SOAP would
be more beneficial. However, with the majority of uses being HTTP, the features below may
have greater impact.

3.2. Performance

The performance of REST is regarded as very good, when compared with SOAP, which is
described as being far too verbose both on the request and response, resulting in suboptimal
performance due the large amount of data being transferred within the SOAP structure [13].
As aresult of SOAP’s heavy payload, it could also require more than ten times as many bytes
compared to REST, resulting in high bandwidth consumption in comparison [13].

REST does not require formats such as headers to be included in the message. It parses
JavaScript Object Notation (JSON), a lightweight format for storing and transporting data
which is human readable and easy for computers to parse and use. JSON provides significant
performance gains over XML and is estimated to parse up to one hundred times faster than
XML [19].

Although, REST performance may vary based on use-case and implementation due to the
requirement of REST where multiple requests must be made to get complex objects with nested
attributes. A drawback is that REST implementations often encourage over-fetching, where
information from the server and the response contains more information than is required,
making it less efficient than GraphQL [5]. GraphQL allows specific entities to be requested by
the client, along with allowing complex nested queries from a single request, and as such the
response will always the be the smallest possible [10]. This data fetching approach greatly
reduces network payload and increases application performance [5]. Additionally, queries
using GraphQL can be used to access the properties of multiple resources and follow the
references between them [6].

3.3. Data Types

One of the most significant differences is the response data types — SOAP allows only XML
data, while REST provides flexibility to the type of data returned, including as XML or JSON
[11], and GraphQL allows only JSON. Depending on the application requirement, being
limited to JSON only may not be an issue, as it has performance benefits over XML and is the
most widely used data format [12]. However, SOAP’s limitation to XML is likely to be a
drawback in many use cases as it is slow to parse and is less widely used. If flexibility is
important for integration into different systems, REST has a distinct advantage by allowing
both JSON and XML.



3.4. Caching

Caching eliminates the need to send full requests and responses in the cases where data has
been cached from previous requests. REST has a key advantage over both GraphQL and SOAP
in this respect, as it uses the HTTP caching mechanism. If caching is required with GraphQL,
additional mechanisms such as Apollo Client can be implemented on the client side, with
SOAP also requiring a similar mechanism [10].

3.5. Querying

The key benefit of using the GraphQL is its allowance for complex and nested queries with
specific entities to be requested returning succinct, predictable responses. GraphQL queries not
only access the properties of a single resource, but also follow the references between them
[20]. In comparison, typical REST and SOAP APIs would require making multiple requests to
gather similar results, also resulting in over-fetching [10].

3.6. Implementation

When making changes to services in SOAP web services, a complicated code change on the
client side is often required, whereas REST and GraphQL service changes would not require
any client-side code change [3], [21]. Additionally, GraphQL requires a learning curve due to
its proprietary querying, however as it bears a resemblance to JSON, the curve should not be
steep.

3.7. Security

Security is a major aspect of all web services, however it has been noted that GraphQL may
facilitate denial-of-service attacks [20]. Mikula et al states that “a GraphQL server can be
attacked with an excessive number of complex queries that may to consume all server
resources” [10]. Therefore, additional precaution must be taken to avoid denial-of-service
attacks, such as performing a cost analysis of the query and imposing a threshold on the amount
of data a request can consume, or by implementing a timeout in which the requests taking too
long to resolve are removed from the execution queue [10]. Further to this, there is no inbuilt
mechanism for authentication and authorization, and the resolvers typical to GraphQL make it
complicated for developers to implement thoroughly. As a result, it could be said that security
is a drawback of GraphQL.

REST web services may be protected through the use of SSL/TLS [17], with secure REST
services using HTTPS endpoints, protecting data in transit. It allows clients to authenticate and
provides integrity of the data [18]. Alternatively, SOAP comes with a well-elaborated security
framework, WS-Security, which enforces integrity and confidentiality on messages and allows
the communication of various security token formats [18].



4. Conclusion

In conclusion, the three web services discussed share many similarities but also many
differences. REST continues to be the most widely used service, however, due to the increasing
complexity of modern APIs, communication via the REST protocol is often not viable, due to
the execution of multiple requests to get complex objects with nested attributes. If performance
or complex querying is the critical aspect, GraphQL has a clear benefit, whereas if caching,
data types or implementation are important, REST may be best suited. SOAP’s key benefit is
its transport layer options along with some security advantages.

From the given comparison and overall features, benefits and drawbacks, RESTful web
services are the most balanced thanks to their ease of use, support for data types and lightweight
implementation, along with widespread use and therefore support for developers. However,
SOAP and GraphQL may be considered better suited for more specific applications.
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